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Internet Protocol (1P) address lookup is a major bottleneck in high performance routers.
| P address lookup is challenging because it requires a longest matching prefix lookup for
databases of up to 41,000 prefixes for minimum sized packets at link rates of up to 10
Gbps (OC-192c). The problem is compounded by instabilities in backbone protocols like
BGP that require very fast update times, and the need for low cost solutions that require
minimal amounts of high speed memory. All existing solutions either have poor update
times or require large amounts of expensive high speed memory. Existing solutions are
also talored towards software implementations, and do not take into account the
flexibility of ASICs or the structure of modern high speed memory technologies such as
SDRAM and RAMBUS.

Thisthesis presents afamily of 1P lookup schemes that use a data structure that compactly
encodes large prefix tables a factor of 10 smaller then schemes with similar update
properties. The schemes can be instantiated to require a maximum of 4-7 memory
references which, together with a small amount of pipelining, allows wire speed
forwarding at OC-192 (10 Gbps) rates. To illustrate this new approach to IP Lookups, a
detailed reference design is presented and analyzed.
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1. INTRODUCTION

1.1. Internetworking

An internetwork is aterm that applies to any group of networks tied together with
acommon protocol that runs above the data link protocols of the individual networks. The
largest and most heavily used internetwork has come to be known as the Internet. The
Internet consists a large number of commercial, academic, and research internetworks,
and thus is an “internetwork of internetworks’. The most popular internetwork routing
protocol, and the one used currently for the Internet, is the Internet Protocol (I1P) version 4.
Today the Internet has over 2.8 million domains (subnetworks) and over 36 million hosts
[36]. Given the current size of the Internet, and the fact that traffic in the Internet is dou-
bling every 3 months, it is crucial to be able to switch IP messages at increasingly high
speeds to an increasing number of possible destinations.

Routers are the switch points of an internetwork. Routers use the IP destination
address to determine which of the router outputsis the best next hop for each Internet mes-
sage (packet). A naive approach would require each router to maintain the best next hop
for each possible | P address in existence. To reduce the size of routing tables, groups of |P
addresses are aggregated into routes, and each route is represented at a router by a single
next hop.

A packet will pass through several different deployment classes of routers from

source to destination. Figure 1-1 shows an example topology for a portion of the Internet



with the various classes of routers illustrated. The lowest level router, the enterprise
router, is characterized as needing low latency (10's of microseconds), medium-high
bandwidth interfaces (100 Mb/s to hosts and up to 1 Gb/s to the enterprise backbone) and
small forwarding tables (100's of attached hosts and 10's of network routes). The next
level up is the backbone enterprise router. These routers typically have higher bandwidth
interfaces, and higher total throughput. The number of hosts and routes supported needs to
be in the thousands; the uplink for these routers could be Asynchronous Transfer Mode
(ATM) or Packet over Sonet (POS) at rates as high as OC-48 (the Sonet specification for
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Figure 1-1 Internet Topology

Going further up the hierarchy, the next level is provided by the Access routers of
the Internet Service Providers (1SPs). These routers are aggregation points for both corpo-
rations and residential services using Plain Old Telephone Service (POTS), or one of the
newer Digital Suscriber Loop (DSL) services with higher bandwidth to the home and
small office. Access routers must support thousands or tens of thousands of Internet
routes. At the high end are the backbone routers of nation wide | SPs. Backbone ISP rout-

ersrequire large numbers of high bandwidth ports (today OC-48c at 2.5 Gb/sis considered



high end, but OC-192c at 9.6 Gb/sis being discussed for the near future), and tens or hun-
dreds of thousands of routes in each forwarding database. There exist routing databases
today with more then 50k entries.

This thesis will focus on the design of high end routers for ISP backbones. Specif-
icaly, this thesis will explore the problem of Internet address lookup for ISP backbone
routers. Before we explore a specific solution, the remainder of this introduction provides
background (on router architectures, the router forwarding problem, and memory technol-

ogies) that isimportant for understanding the lookup problem.

1.2. Internet Protocol (1P) Router Architectures

The first several generations of routers were based on general purpose processors,
shared memory buffers, and simple bus based switching. Figure 1-2 shows a simple bus
based router architecture utilizing general purpose CPUs for routing and forwarding. The
family of router architectures using busses and CPUs were able to scale with router band-
width needs for many years. For switching, the busses got wider, the data rate on each pin
of the bus went up, and the architecture was optimized to limit the number of transfers per

packet across the bus. For packet forwarding, the forwarding decisions were initially al



made by a central CPU; later, caches of forwarding decisions were kept at each port to
provide speedup for a majority of packets.

Shared
Memory > CPU

T

Line Cards Line Cards Line Cards Line Cards

Figure 1-2 Simple Bus Based Router

It became apparent some time ago that bus based routers with general purpose pro-
cessors were not going to be able to continue scaling at the rate necessary to keep up with
exponentially growing bandwidth needs. With the convergence of the networking industry
on IP as an internetworking layer, and with advances in |P lookup and packet classifica-
tion technology, it became feasible to build specialized hardware routers that could meet
the bandwidth demands both in the Internet backbone, and in enterprise backbones. The
term for routers that employ Application Specific Integrated Circuits (ASICs) and can for-
ward |P packets with the same throughput and deterministic behavior as an Ethernet or
ATM switch, is Router-Switch [19][21].

Every Router-Switch needs to incorporate the following functions:

* Packet Forwarding: Packet Forwarding is the process of looking at each incom-
ing packet and deciding what output port it should go out on. This decision can be much
more complex with questions about security, Quality-of-Service (QoS), monitoring, and
other functions rolled into the packet forwarding process.

* Packet Switching: Packet Switching is the action of moving packets from one

port interface to a different port interface based on the packet forwarding decision.



* Queueing: Queueing can exist at the input, in the switch fabric, and/or at the out-
put. Output queuing normally has the most capacity and complexity in order to provide
quality of service to traffic in the face of a congested output link.

* Routing: Routing is the process of communicating to other routers and exchang-
ing route information. Internet protocols that implement routing include RIP, OSPF, BGP,
DVMRP, PIM. Routing protocol events can result in modifications to the tables used by
the packet forwarding function.

Figure 1-3 shows the architecture of the first Router-Switches. A well documented
initial router-switch prototype was the BBN Multi-Gigabit Router [40]. These initia
Router-Switches still considered IP forwarding an expensive and unstable agorithm.
Therefore this architecture still implemented the actual forwarding agorithm in tight low-
level software on a general purpose CPU, but used specialized hardware to optimize the
data movement into and out of the address space of the forwarding processor. The IP for-
warding engines were placed separately from the line cards to spread the cost of a for-
warding engine across severa ports, and to ssimplify the upgrading or modification of the

forwarding engines.
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Figure 1-3 Shared Parallel Forwarding Engines

The general ideafor this architecture is as follows. Packets enter on the line cards;
the line card sends just the data link layer and IP headers to the forwarding engines
through the switch fabric. The forwarding engines apply the IP forwarding algorithm to



the packets, and then return next hop information to the line card holding the packet. The
packet is finally switched to the appropriate output line card.

The network processor in this architecture has several responsibilities that include:

* Running high level routing protocols like BGP, RIP,OSPF, DVMRP, and PIM.

* Trangdlating high level protocol events into changes in the forwarding tables of
the forwarding engines.

* Loading new forwarding tables to the Forwarding Engines through the mainte-
nance bus.

* Handling exceptiona forwarding cases like trace route IP options, error condi-
tions, etc.

The maor flaw in this architecture is that there has been a growing desire to use
layers above the inter-networking layer (in the OSI stack this would be levels above 3).
Thus the restriction of sending only the data link and internetworking layers was too high.
Additionally, there has been increasing pressure for routers to have the ability to forward
minimum sized Transmission Control Protocol (TCP) packets at link speed. (Thisis called
wire speed forwarding and is discussed in Section 1.4. on page 16). But forwarding the
header of such a minimum size packets followed by the packet itself, can (in the worst
case) double the required bandwidth through the switch fabric.

Figure 1-4 isacurrent popular Router-Switch architecture especially for enterprise
backbone routers. The significant change is the move to put ASIC based IP forwarding
engines on every port. This move reflects the increasing perception of the IP forwarding
algorithm as stable, and a realization that ASICs can do IP forwarding with low cost. An



important point is that this architecture still uses an out of band maintenance bus to pro-

vide control between the network processor and the forwarding engines.
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Figure 1-4 Integrated Router Design

Figure 1-5 shows an aternate architecture for Router-Switches that illustrates
some interesting points regarding maintenance of the IP forwarding engine. The first thing
to note is the change in the control hierarchy for the Router-Switch. In Figure 1-3 and
Figure 1-4, asingle network processor is responsible for al exceptional/control operations
for the entire Router-Switch that can’t be handled by the forwarding engines (these were



listed in discussion about Figure 1-3). It is not hard to imagine that this network processor

can quickly become overloaded. Therefore in Figure 1-5 athree level hierarchy is shown.
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Figure 1-5 Scalable Router-Switch Architecture

In this architecture, a single routing processor is at the top of the hierarchy and
runs the unicast and multicast routing protocols, as well as authentication for remote mon-
itoring, management access, etc. Below the routing processor are multiple maintenance
processors. The maintenance processors take high-level update commands from the rout-
ing processor, and transate these commands into low-level updates to the forwarding
engines. Thisusually requires that the maintenance processor keep local copies of the for-
warding tables for each forwarding engine it presides over. In addition to updates, the
mai ntenance processors are responsible for exceptional forwarding cases that the forward-
ing engines can’'t handle. A commercial vendor which has implemented a hierarchy simi-
lar to the one described here is Berkeley Networkg[3].

Another important point is that for a scalable Router-Switch, it becomes techni-
cally difficult (if not impossible) to provide a separate high speed control path (referred to
as a maintenance bus in Figure 1-4) between one of possibly several forwarding mainte-
nance processors and every forwarding engine. Therefore the answer isto provide in-band
control of the forwarding engines. In-band control means that control packets are inter-

mixed with the data packets. With in-band control each forwarding engine looks at each



packet that passes through it to check if it is meant to write or read registers within that
chip. The magjor advantage of in-band over out-band is that the same switching network
for the data packets can also be used for the control traffic in scalable fashion. When using
in-band control it isimportant to use priorities to insulate control traffic from data traffic,
and security mechanisms to insure that devices within the router are not accessed illegally
by external devices. Thistype of in-band control has been implemented in some commer-
cial Router-Switch architectures like the Cisco 1200 serieq[5].

The point of outlining the scalable Router-Switch architecture is that it has impli-
cations on forwarding engine design. The bandwidth between the maintenance processor
and the forwarding engine becomes a very important issue since it is part of the switch
fabric and because the forwarding engine data path from the switch fabric to the forward-
ing engine line card contains both data traffic and control traffic. In this situation it is log-
ical to have priorities within the switching fabric itself and to have the maintenance
processors pace out control traffic with a maximum bandwidth pacing parameter per out-
put port. The desire to maximize the ratio of maintenance processors to forwarding
engines (this would be the ratio of k to m from Figure 1-5) and the desire to restrict BW
between them puts additional constraints on algorithm design.

Thus IP lookup algorithms are desired that require a minimal amount of mainte-
nance processing and update bandwidth. While this design criteriais strongly illustrated in
the above example, it is aso a goa of al router-switches in order to maximize update
speeds. Note that this goes against a common view (espoused in some research papers)
that in a trade-off between forwarding table maintenance complexity and lookup perfor-

mance, one should always choose lookup performance.
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1.3. IP Forwarding

To better understand the rest of the thesis, we briefly review some important
aspects of IP forwarding. We start with the general concept, and then describe some
important aspects of unicast and multicast routing. The next section will provide a precise

definition of acommonly desired feature called “wire speed forwarding”.

1.3.1. General Concept

Figure 1-6 shows a block diagram of the IP forwarding functionality for an Appli-
cation Specific Integrated Circuit (ASIC) based router. Each packet is buffered in a small
FIFO memory for a short fixed length of time (on the order of a couple of microseconds),
while the headers are distributed to multiple classification engines. The classification
engines (some times called lookup engines) must be able to accept and process new packet
headers at the maximum possible rate that they can be delivered from the data link layer to
be considered wire speed. (The advantages for a router to operate the forwarding at wire
speed is explored in Section 1.4. on page 16.) After the relevant classifications are com-
pleted, the results are presented to the actual forwarding logic. The forwarding logic is
simply a state machine based block that follows the IP forwarding algorithm presented in
[2]. The result is normally the attachment of an output data link layer header, and also an
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internal header with information used by the switch fabric and the output port (e.g., output

port number, quality of service designations).

Packet Buffer

__pj]

Unicast
Lookup  ~a Forwarding

[}
% LOQiC =— Switch
T Multicast Fabric
2 > Lookup
g

General Packet

—»Classification
Figure 1-6 Forwarding Engine Block Diagram

Figure 1-7 shows the header format for IPv4 (on the left side) and IPv6 (on the
right side). IPv6 isintended to be areplacement for |Pv4 in the future with alarger address
gpace and other additional features. However, with additions to the IPv4 protocol to
extend itslife, it is questionable how long it will take for IPv6 to become widely accepted.
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For this reason, this thesis will focus mainly on the IPv4 specification and the problems
associated with address lookups of 1Pv4 addresses.

|Pv4 Packet Header IPv6 Packet Header
v| H | TOs | Tota Length ViP Flow L abel
Frag ID F |Frag Off Payload Len NxtH [HopLim
TTL  |Protocol | Hdr Checksum - — — _SOEngAadrgss - — —
Source IPAddress || ]
Destination |P Address
Options | - - - - - - — = = — 7
{ Unspecified Length} ~ Destination Address |
V=Version F=Flags V=Version P=Priority

H=Header Length TTL=TimeTo Live
Figure 1-7 1Pv4 and IPv6 Packet Formats

For most applications the packet will have a single final destination and is there-
fore referred to as unicast. Unicast packets are traditionally forwarded based primarily on
the destination address field. For 1Pv4 thisfield is 32 bitsand for IPv6 thisfield is 128 bits
as shown in Figure 1-7. Unicast address lookups are discussed in more detail in Section
1.3.2. on page 13. The other class of routed packets is multicast, with an unspecified num-
ber of final destinations. For multicast there are a variety of routing algorithms which have
correspondingly different lookup algorithms. Normally multicast packets are forwarded
based on the source network and the destination group address. Multicast forwarding and
lookups are discussed in more detail in Section 1.3.3. on page 14.

The block marked general packet classification in Figure 1-6 is used for a wide
variety of applications like security filters, multi-layer switching (e.g. picking an output
port based on fields from the | P and TCP headers), and monitoring/logging. General filters

are the most difficult to implement since they require classification of a packet header
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based on amatrix of fields such as I P source address, | P destination address, protocol type,
application destination port, and application source port. The main complexity of general
filtersisthe fact that both the source and destination address fields in the filter can be pre-
fixes. This thesis will not further explore general packet classification but two recent

works discussing packet classification in detail are [21][44].

1.3.2. Unicast Forwarding

For traditional unicast forwarding, the decision of which output port of a router a
packet should go out on is based only on the destination IP address in the packet. If the IP
addresses were small (say 16 bits) a complete table could be constructed at every router
with all possible destination IP addresses and corresponding output ports. However, this
would severely limit the growth of the Internet. Thus a 32 bit IP address is used in IPv4,
and a 128 bit addressis used in IPv6. Still, atable could contain every assigned | P address
by the use of hashing techniques. This would, however, still require millions of entries
since there are millions of hosts. To reduce database size it is desirable to group networks
of computers. This can be done by assigning these networks contiguous IP addresses in
power of 2 sizes, and then representing the “group” by the common prefix.

The Internet has always used prefixes to aggregate groups of hosts into networks.
However, initially the grouping was a simple hierarchy with the prefixes being either 8, 16
or 24 bitsin length (Class A, B, and C respectively). As the number of hosts grew, this
rigid assignment proved to be restrictive. Specifically, the 16k Class B addresses (too
large for most sites, but less restrictive then the 256 hosts of a Class C address) began to
run out.

Eventually the aggregation of hosts into network prefixes became flexible to the
point that network addresses can now be any length[20]. The terms for the move from the

three simple classes to the free range of prefix lengths are supernetting and subnetting[ 7].
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The disadvantage of this new scheme is that the length of the prefixes cannot be deduced

from the addresses themselves. This makes the address |ookup problem more complex.

1.3.3. Multicast Forwarding

Multicast has traditionally been reserved for specia purpose enterprise applica
tions. For applications in which one source is distributing data to many destinations (one-
to-many multicast, useful for things like video program broadcasts), and when groups of
computers are all sending to each other (many-to-many, for instance in a video confer-
ence), multicast can minimize the bandwidth and state kept in the network as awhole. In
recent years there has been a growing demand for wide-spread deployment of multicast
forwarding not only in the enterprise, but also across the backbone of the Internet.

There are two main types of multicast routing, sender based and receiver based
[20]. Sender based is efficient for small groups but does not scale well and therefore is not
expected to be deployed in the backbone of the Internet. Examples of the sender-based
approach are Stream protocol version Il (ST-II), Xpress Transport Protocol (XTP), Multi-
cast Transport Protocol (MTP), and the ATM UNI 3.X. There are also afamily of routing
protocols that are receiver based and are collectively referred to as |P Multicast.

For IP Multicast, the senders are not aware of the multicast group size or topology.
New receiversjoin amulticast tree by having the closest branch split off anew copy of the
data stream to the new receiver without sender involvement. There are two main catego-
ries of multicast routing and forwarding, source based trees (e.g. DVMRP, PIM-Dense
Mode, and MOSPF) and shared trees (e.g. Core Based Trees, and PIM-Sparse Mode).
With source based trees, atree is constructed with the multicast routing protocol for every
source. Source based trees optimize the latency and total network bandwidth for every
source tree, but given that every sender must have a distribution tree for every multicast

group it is part of, the amount of state in the network grows quadratically. For this and
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other reasons it is questionable if source based trees (more specifically the DVMRP proto-
col) will continue to dominate as multicast groups span backbone networks.

The alternative to source based trees is shared trees where every multicast group
has a single distribution tree. In some ways shared based trees are more scalable; for
example there is less state in the network with shared trees. However, with shared trees
there are potentially bandwidth bottlenecks created because many sources share a com-
mon tree. The shared tree may also result in sub-optimal routing compared to per-source
trees.

For the forwarding of 1P multicast packets, the routing algorithm being used does
affect the state kept, and the method of accessing that state. Table 1-1 illustrates an exam-
ple forwarding table for unicast, and both shared and source tree IP multicast. For this
example the IP address is assumed to be 8 bits total in length. For the unicast case, a 4 bit
destination address prefix is used. For the shared tree, only the multicast group, whichisa
full length multicast address (not a prefix) is used for matching a packet with this forward-

ing entry.
Table 1-1 Unicast/M ulticast Examples
Filter Type Destination | SourcelP Destination &
IP Address | Address Source
Unicast 1011* * 1011*
Shared Tree Multicast 11111110 * 11111110*
Source-Based Tree (DVMRP) 11110000 1010* 111100001010*
Source-Based Tree (MOSPF) 11001111 01010101 | 110011110101010

For the third entry, packets matching against a source based tree use the multicast
group and the prefix of the source network. The final entry is also a source based tree, but
the MOSPF protocol has a separate forwarding entry for every source address rather then
for source prefixes. The right most column of Table 1-1 shows the destination and source
address fields concatenated together for each entry. Since there is never a prefix in both

the source and destination address fields, the forwarding problem for unicast and all the
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various multicast protocols can be viewed as a single longest match problem. For IPv4 this
longest prefix match is over 64 bits. While alookup engine doing both unicast and muilti-
cast lookups would roughly double the rate of memory accesses (compared to doing just
destination address lookups), it is necessary to forward multicast packets at wire speed
exactly asin the unicast case.

There have been suggestions in the past for new hierarchical multicast protocols
like Hierarchical Distance Vector Multicast Routing (HDVMRP)[20]. Hierarchal multi-
cast protocols would require filters with both source and destination |P address prefixes.
However, the Internet drafts for these schemes have long since expired and there are no
current proposals for multicast protocols requiring prefixesin both the source and destina-
tion addressfields. Note that if prefixes did exist in both, the problem would fall under the
category of general packet classification[23][44].

1.4. Wire Speed

The term “wire speed” means that packet forwarding decisions can be made at the
maximum rate that packets can arrive on agiven datalink layer. The desire for wire speed
performanceis due to the fact that in a study of Internet-traffic characteristicsit was found
that 40% of all traffic is TCP/IP acknowledgment packets22]. An independent study of a
trace of an OC-3c backbone link of the MCI network in June of 1997 also showed that
40% of all packets were 40 bytesin length[36]. Also 50% of all packets were less then 44
bytesin length. If arouter isnot able to process minimum length packets, then the delay at
input to the forwarding engine is dependent on the traffic characteristics. Thisis undesir-
able since no information is known about the packets as they await processing, therefore
all packets must be treated as best effort and FIFO queueing must be used. Also hardware
based port design is ssimpler with deterministic forwarding. Finally, with wire speed
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forwarding, an input port can require negligible buffering (depending on the fabric proper-
ties).

The maximum packet rate of agiven datalink level (level 2 inthe OSI stack) tech-
nology can be limited either by a minimum frame size (like 64 byte ethernet frames), a
multiple of afixed payload block size (48 byte payloads of ATM cells), or by the size of a
level 2 encapsulated TCP/IP acknowledgment if no minimum level frame size exists.
Table 1-2 shows maximum wire speed forwarding rates for |Pv4 and 1Pv6 over Gigabit
Ethernet[16] and two layer 2 technologies running over SONET [4]: IP over PPP (Point to
Point Protocol) over Sonet (also known simply as IP over SONET, or Packet over
SONET)[25], and IP over ATM over SONET. Note that while PPP as a data link layer
technology will probably not scale to OC-192c rates, the estimate of a similar protocol

with an 8-byte header is areasonable one at thistime.

Table 1-2 Wire Speed Requirements

DataLink Layer Raw Data User Data IPv4 Millions | 1Pv6 Millions
Rate (gbps) Rate of lookups/sec | of lookups/sec
Gigabit Ethernet 125 1 1.735 1.453
OC-48c ATM/SONET 2.488 2.405 5.672 5.672
OC-48c |P/PPP/SONET 2.488 2.405 6.263 4.420
0OC-192c ATM/SONET 9.953 9.621 22.691 22.691
OC-192c |P/PPP/SONET 9.953 9.621 25.054 17.6856

Gigabit Ethernet has a usable bandwidth of 1 gigabit/s. The minimum frame sizeis
64 bytes, with 18 bytes of overhead per frame and an 8-byte gap between frames.

SONET isacomplex protocol and has overhead prior to the data link layer of PPP
or ATML. PPP frames have no minimum size and an overhead of 8 bytes per packet. The
ATM overhead (we assume the worst case for lookup requirements which is simple IP
over AALS frames allowing a complete TCP/IPv4 acknowledgment per cell) is any loss

due to fixed size cells and 5 bytes for every 48 bytes of payload. For IPv6 the size of the

1. For concatenated OC-n, User Rate=  GrossRate” {(87, 90) — (190" n))}
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TCP/IPv6 packet is aways the limit to maximum packet rate. For simple IPv6/ATM the
actual |P packet throughput is actually half that of IPv4/ATM since an IPv6/TCP ACK
requires two cells. However, with multiplexed Virtual Circuits it is possible that a long
stream of back to back cells will each cause packet reassembly completion and therefore

require forwarding at a rate equivalent to the cell rate.

1.5. Memory Technology

Memory technology affects I P lookups much more then any other technology fac-
tor. The rate of random memory accesses and the bandwidth to memory together set basic
limits on the lookup rate. Thus it is crucial to discuss memory technology in detail as it
will affect the design of the lookup algorithms discussed later in the thesis. In this section,

both on-chip and discrete memory technologies are explored.

1.5.1. On-Chip ASIC Memory

Recall that ASICs are custom Integrated Circuits (IC) for (say) IP lookups. For
several reasons it may be advantageous to use on-chip as opposed to off-chip memory.
Some of these reasons include: 1) memory latency accesses are longer when going off-
chip forcing deeper pipelines), 2) most designs are normally pad limited (this means the
designislimited by the maximum number of pinson achip, not logic on the chip), and 3)
bandwidth to on-chip memory can be higher then going off-chip. In this section, severa
commercia vendors of SRAM generators are investigated to quantify the current state of
SRAM ASIC technology.

In the IBM SA-12 process (quarter micron drawn process) SRAMs of the size
1024x128 and 4096x128 have ratios of bits to area at consistently about 59 Kbits per
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square mm[11]. This means that 60% of a 11 mm by 11 mm die (with 10% overhead for
wiring/spacing) can fit around 3.8 Mbits of SRAM. Note the wiring overhead may be
higher, or the percentage of die devoted to SRAM may be smaller. Also note that for the
SRAM sizes mentioned above, the IBM data sheets quote a worst case SRAM cycle rate
of alittle over 200 Mhz (a5 ns period). The IBM SA-12 process will be assumed for the
reference design analysisin Section 6. on page 82.

Other commercial vendors for SRAM generators have similar size and speed
RAMS. Inventra provides details on their SRAMSs targeting the TSMC quarter micron
drawn process (3 metal layers)[18]. For 4096x36 SRAMs the density is 87 kbits per
square mm and the operating speed is over 200 Mhz.

Another vendor of SRAMs s Artisian Components [1]. This vendor claims speeds
as high as 300 Mhz in the quarter micron drawn process. However, the amount of data
given about these SRAMSs is not enough to evaluate designs based upon these SRAMS.

On-chip DRAM is becoming a standard option from several ASIC foundries, and
it appears that in the future it may be as ubigitous as on-chip SRAM. The promise of
embedded DRAM is that it will provide high density (for example 32 Mbits of DRAM
with half the die), and high bandwidth interfaces (with interfaces several hundred bits
wide, and access times as low as 30-40 ns). However, currently processes that mix DRAM
and Logic are not yet mainstream, and the performance of the logic gates can suffer com-

pared to atypical logic process.

1.5.2. Discrete Memory Technologies

Besides the use of conventional off-chip SRAM and DRAM, the major RAM tech-
nologies today and in the near future are PC-100 SDRAM [15][17][31], DDR-
SDRAM[13][28], SLDRAM][41][30], Direct Rambug[10][12], and Pipelined Burst Syn-
chronous SRAM[32]. Efficient use of the DRAM based memory technologies are based

on the idea of memory interleaving to hide memory latency. Consider for example
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Figure 1-8 which shows an IP Lookup ASIC that interfacesto a PC-100 SDRAM. Thefig-
ure shows that the SDRAM internally has two DRAM banks, but a single interface
between the ASIC and the SDRAM. The basic picture for other discrete memory technol-
ogiesis similar except that the number of banks, the width of the interface, and the data

rate of the interface can all vary.
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Figure 1-8 Structure of a Lookup Engine Design

The FIFO buffer of destination addresses is needed to allow some pipelining of
destination address lookups to fully utilize the memory bandwidth. For example, assume
that lookups require 4 accesses to a data structure, starting with aroot node that pointsto a
second level node, to a third level node, to a fourth level node. If we have two banks of
memories, we can place the first two levels of data structure in the first memory bank and
the third and fourth in the second memory bank. If we can simultaneously work on the
lookup for two IP addresses (say D1 followed by D2), while we are looking up the third
and fourth level for D1 in Bank 2, we can lookup the first and second levels for D2. If it
takes 40 nano-second per memory access, it still takes 4 * 40 = 160 nano-second to lookup
D1. However, we have a higher throughput of two IP lookups every 160 nano-second.

For an algorithm designer, we wish to abstract the messy details of these various
technologies into a clean model that can quickly allow us to choose between algorithms.

The most important information required is as follows. First, if we wish to have

further interleaving for more performance we need more memory interfaces and so more
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interface pins. Because interface pins for an ASIC are a precious resource, it is useful to
quantify the number of memory interfaces (or pins) required for arequired number of ran-
dom memory accesses. Other important design criteria are the relative costs of memory
per bit, the amount of memory segmentation, and the optimal burst size for a given bus
width and random access rate that fully utilizes the memory. As far as cost, when in com-
modity production, the price of DRAM becomes amost completely based on the process
being used and size. The interface complexity quickly becomes negligible in the price.

For example, at the time this thesis is being written 64 megabyte 100 Mhz
SDRAM modules are actually cheaper than standard 64 megabyte EDO DRAM. Also at
the time of this writing, 200 Mhz synchronous SRAM is about 20 times more expensive
than 100 Mhz SDRAM per bit. In the not to distant future it is expected that SLDRAM
may be about 15% more expensive than 100 Mhz SDRAM, and Rambus may be 20%
more expensive [29]. This clearly illustrates that while al DRAM products have similar
price per bit, SRAM is over an order of magnitude more expensive than the most exotic
DRAM technology.

An additional design criterion relates to the fact that memory technologies have
standard memory module packaging. To make scalable designs, these memory module
characteristics (most importantly the data path width) must be taken into account. When
discrete memory chips are soldered directly onto the Printed Circuit Board (PCB) to cus-
tomize the data bus width, it is similar to on-chip memory initsinflexibility. SDRAM and
DDR-SDRAM comein 64 bit wide modules, Rambusis 16 bits wide, synchronous SRAM
istypically 32 bits (for processor cache memory), and SLDRAM will probably be avail-
able in 32 bit wide memory modules.

Table 1-3 shows a table comparing the more quantifiable differences between the
discrete memory technology choices. In the first column is the name of each memory tech-
nology, the bandwidth per data pin, and the standard data path width. In the second col-
umn is the number of ASIC pads required to interface to the standard memory width of
that technology. Note that in the case of Rambus, the number of equivalent padsis signifi-

cantly larger then the number of actual pins since the Rambus coreisin the pad ring. The



22

third column gives the logical number of banks needed to maximize the number of ran-
dom memory accesses. Note that in the case of Rambus the number of logical banks
needed (8) is half the number of physical banks(16). This is because the time between
accessing the same bank is 70ns which means that with 8 logical banks random memory
accesses can be maximized. The number of logical banks is important because (for tech-
nologies based on DRAM banks) it controls the degree of pipelining required to fully uti-
lize the memory bandwidth (while maximizing number of random accesses). The number
of logical banks used is aso important because it indicates memory segmentation which

will have an effect on worst case table size bounds.

Table 1-3 Discrete Memory Technology Comparison for 1P Lookups

Memory Technology " g .
with (Data path Width, BW per %f % % 2 [ S
data pin) @ 8o €8 @ =

()] =] o < < o < (0] S

8 s e8| | N 5

a B §24 |25 D =

O i) ox = > |0 & <5 P

7] 2 |5388 g |9 J

< 3 #308 <= |@ O
PC-100 SDRAM (64 bit, 100 80 2 4 20 32 1.00
Mbps)
DDR-SDRAM (64 bit, 200 Mbps) | 80 4 8 10 32 1.05
SLDRAM (32 bit, 400 Mbps) 50 8 16 2125 | 16 1.15
Direct Rambus(16 bit, 800 Mbps) | 76 g2 16 4.75 16 1.30
External SyncSRAM (32 bit, 200 52 1 32 1.625 4 20
Mbps)

a. Direct Rambus actually has 16 or 32 banks, but due to the fixed burst size of 8 data
ticks, we only need to logically segment the Rambus memory into 8 banks.

The fourth column shows the number of random memory accesses possible for
OC-48 minimum packet times (160 ns). One cost measure of these random accesses is
given in the fifth column by showing the ratio of ASIC pins to random memory accesses.
The sixth column shows the optimal burst sizes when accessing the memory at the highest
random rate possible. The final column shows the normalized cost per bit of each memory
technology with PC-100 SDRAM as the baseline.
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Why should an IP lookup ASIC designer care about this table? First, the designer
can use this table to choose between technologies based on dollar cost and pins/random
accesses. Having chosen atechnology, the designer can then use the table to determine the
optimal burst size. The data structure can then be designed to have every access to the data
structure access the optimal burst size. Using bigger burst sizes will be suboptimal (would
require more banks or more accesses), and not utilizing the full burst size would use the
memory system inefficiently. For example, we observe from the table that the optimal
block size for DRAM based memories (e.g., 32 bytes for PC-100 SDRAM) is much larger
than for SRAM based technologies (4 for SRAM). For example, this indicates that for
DRAM implementations we should use algorithms that minimize the number of memory

accesses but use wide data structures.

1.6. Overview of Rest of Thesis

Chapter 2 describes related work in the area of 1P address |ookups. Chapter 3 pre-
sents the Tree Bitmap algorithm for IP lookups. Chapter 4 elaborates on the Tree Bitmap
algorithm with optimizations to reduce storage, improve worst case analysis, and provide
the ability to tweak the algorithm for different implementation constraints. Chapter 5
describes areference design for doing I P lookups using the tree bitmap algorithm. Chapter
6 gives performance analysis and circuit complexity estimation. The last chapter summa-
rizes the thesis and gives suggestions for future work.
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2. Reated Work

There are numerous methods to approaching the problem of address resolution for
IPv4 forwarding. For each approach, the advantages and disadvantages are discussed in
terms of system implementation for lookup performance, storage, and update complexity.
There are four broad classes of solutions as described in this chapter. Avoiding IP Look-
ups, Hardware CAMs for prefix search, trie based algorithmic solutions and non-trie
based agorithmic solutions. The algorithmic solutions use standard SRAM or DRAM

memories.

2.1. Avoiding | P Lookups

2.1.1. Caching

First, the entire IP lookup problem would go away if we could cache mappings
from 32 bit addresses to next hopsin line cards. However, caching has not worked well in
the past in backbone routers because of the need to cache full addresses (it is not clear how
to cache prefixes). This potentially dilutes the cache with hundreds of addresses that map
to the same prefix. Also typical backbone routers may expect to have hundreds of thou-
sands of flows to different addresses. Some studies have shown cache hit ratios of around
80 percent (possibly caused by web traffic that has poor locality due to surfing). Hence

most vendors today are aiming for full IP lookups at line rates.
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A recent lookup scheme based on caching is the Stony Brook scheme [46]. They
use a software scheme but integrate their lookup cache carefully with the processor cache
to result in high speeds (they claim alookup rate of 87.7 million lookups per second when
every packet is a cache hit.). While they showed good cache hit rates on alink from their
intranet to the Internet, they provide no evidence that caching would work well in back-

bones. There are also no worst case numbers, especialy in the face of cache misses.

2.1.2. Label Switching

There have been numerous proposals for and commercial implementations of |abel
switching. The basic concept behind all of the label switching approachesisthat instead of
forwarding packets across the entire Internet based on the final address, a series of labels
are used along the way. Normally, alabel represents a tunnel that can pass through one or
more routers. At each router, the label is used to simply index into atable that will provide
output port, QoS, and possibly a replacement label. There are two methods for establish-
ing these tunnels, either control driven or data driven establishment [47].

The most well known implementation of data driven label switching is the Ipsilon
Flow Management Protocol (IFMP). Based on traffic patterns and traffic type (ftp traffic
versus telnet traffic), a background software process can decide to initiate an ATM virtual
circuit set-up between the upstream router and itself. If an entire ATM cloud is imple-
menting the IFMP protocol it is possible for an IP packet to pass through the cloud as
switched cells which reduces latency, and load on the forwarding engines throughout the
network. Note that the IP forwarding efforts at the edge of the network are unchanged in
complexity. In fact some argue that these schemes simply push the complexity to the
edges, since the edges are connected at the IP level to a much larger number of neighbors
than if every hop implemented full routing and forwarding.

For control driven establishment of label switched paths, MPLS (Multi-Protocol

Label Switching) isthe most popular protocol and is currently undergoing standardization
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by the IETF. With MPLS labels are distributed either external to unicast and multicast
routing protocols (via the RSVP mechanisms) or label distribution and routing are com-
bined (with the Label Distribution protocol or LDP) [8]. Labels can represent IP prefixes,
Egress Routers, or an application flow.

In summary, label switching approaches do not remove the need for IP lookups
completely from the network they simply push the lookups to the edges. Also there are
some questions whether label switching will find wide spread acceptance. Label switching
adds new and unproven protocols to an already fragile system. Additionally, with current
advances in hardware forwarding without the use of labels, it is unclear what advantages

label switching bringsto the picture.

2.2. Hardware Content-Addressable Memories

(CAMS)

CAMs are special memories in which accesses are done by comparing a search
value against all the entries in the CAM simultaneously [35]. The order of the CAM
entries imply priority such that if multiple CAM entries match the search string, the entry
closest to the “high priority” end of the CAM is selected. The return value of a CAM is
normally the address of the best match; some CAMs also have an internal SRAM memory
to store associative data which isindexed by the winning CAM address. For agiven CAM
memory, the width of the entries scales linearly (and without any inherent implications on
speed). The depth of a CAM is not as simple a scaling proposition. Since each compare
must be done across al CAM entries, each CAM entry adds additional delay in the rate of
CAM searches.

From a systems perspective, CAMs can normally be cascaded to create deeper

tables. This does require the CAM memories have hooks for this cascading or for the use
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of an additional priority decoder to choose among the multiple CAM memories. Cascad-
ing CAMs to extend the width of the compares is not possible since the cascaded CAMs
would need an interconnection for every entry.

Traditionally CAM entries have been binary --- that is each bit in the search value
iseither a‘1’ or a‘0’. An entry either matches or it doesn’t. Recently to support prefix
searching, ternary CAMs have become more popular. Ternary CAMs have a third addi-
tional state of “Don’'t Care” for each bit using a mask. To use Ternary CAMs for | P [ook-
ups, al that is necessary is to organize the CAM memory from shortest to longest entries
so that the longer prefixes have higher CAM priorities. Netlogic Components and Music
Semiconductor are two companies that are commercializing CAM technology for net-
working applications [34][37].

Music has announced a Ternary CAM for doing IP longest prefix matching called
the MUAC. The MUAC can do 32 bit longest prefix match at the rate of 14.3 million per
second (each search takes 70 ns). The table depth will go up to 8k entriesin asingle CAM
memory, and hooks are provided to cascade up to 4 MUAC chipstogether providing a 32k
entry table. For each entry the MUAC provides the 32 bit compare value, a 32 bit mask (to
provide the don't care functionality), and a single bit valid field to indicate to the priority
decoding logic if this entry participates or not. Each search returns the index of the highest
priority match which is output on a separate set of pins from which the search value is
placed on. The priority is based on location in the table as in most CAMs. The fact that
priority is not directly tied to prefix length (asis the case for IP address lookups) means a
processor must maintain careful control over the CAMs organization and juggle entry
locations when a new entry needs to be inserted. There are no associative values stored in
the MUAC but the output index could directly drive the address pins of an SRAM contain-
ing associative data.

Netlogic has announced a Ternary CAM called the IPCAM which will range from
1k to 8k entries and operates at 20 million searches per second. Each of the IPCAM entries
is 128 bits wide instead of 32 bits. The wider entry allows simultaneous longest prefix

match searches to be done on both | P source and destination addresses. Additional fields
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(for example the application port numbers) can also be added into the search. The IPCAM
outputs the index number of the best matching entry (which implies entry juggling for
insertions) but also allows a portion of each CAM entry to be used as associative data
instead of compare data. A final interesting note about Netlogic's CAMs is that they are
offering them as a hard core for networking vendors to include in their ASICs.

In summary, modern CAMs have low latency (in both examples there is no
required pipeline latency), deterministic and high lookup rates, and deterministic number
of entries. While updates do require entry moving, and micromanagement, there are
update algorithms for CAMs that bound the delay for any insertion to a reasonable number
[33]. The main drawback of CAMs s that the deterministic number of entries (8k for non
cascaded and up to 32k cascaded) is enough for enterprise routers but is no longer enough
for backbone routers. The commonly cited Mae-East database has over 40 thousand
entriesand is still growing [27]. A second disadvantage is that the lookup rate for CAMsis
determined by technology and the table size. Even the highest speed CAM reviewed (20
million lookups per second) is not sufficient for OC-192c wire speed rates (25 million

lookups per second) as calculated in Section 1.4. on page 16.

2.3. Trie Based Schemes

2.3.1. Unibit Tries

For updates, the one bit at atimetrie (unibit trie) is an excellent data structure. The
unibit trie for a sample database is shown in Figure 2-1. With the use of a technique to
compress out al one-way branches, both the update times and storage needs can be excel-
lent. Its main disadvantage isits speed because it needs 32 random reads in the worst case.

The resulting structure is somewhat different from Patricia tries which uses a skip count
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compression method that requires backtracking. For example imagine a search for the
address 1110100, this address matches P1, P2, P5, and P7. The goal of prefix matching
is to find the longest match. For this example, P7 matches 5 bits of the address which is
the largest number of match bits.

Legend Prefix Database Uni bil'ngl’ie
e Prefix Node P1 *

*
o Place Holder Node % %0* P2

next bit=0 next hit=1 P4 101*

P5 111*

O/O\ P6 1000* - PA P5
P7 11101*
P8 111001* P7
P9 1000011*

N

Figure 2-1 UniBit Trie Example

2.3.2. Controlled Prefix Expansion (CPE)

For CPE [43], the main ideaisto use tries that go severa bits at atime (for speed)
rather than just one bit at atime asin the unibit trie. Suppose we want to do the database in
Figure 2-1 three bits at atime. We will call the number of bits we traverse at each level of
the search the “stride length”.

A problem arises with prefixeslike P2 = 1* that do not fit evenly in multiples of 3
bits. The main trick is to expand a prefix like 1* into all possible 3 bit extensions (100,
101, 110, and 111) and represent P1 by four prefixes. However, since there are already
prefixes like P4 = 101 and P5 = 111, clearly the expansions of P1 should get lower prefer-
ence than P4 and P5 because P4 and P5 are longer length matches. Thusthe mainideaisto
expand each prefix of length that does not fit into a stride length, into a number of prefixes
that fit into a stride length. Expansion prefixes that collide with an existing longer length
prefix are discarded.
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Figure 2-2 shows the expanded trie for the same database as Figure 2-1 but using
expanded tries with a fixed stride length of 3 (i.e., each trie node uses 3 bits). Notice that
each trie node element in arecord has two entries: one for the next hop of aprefix and one
for a pointer. (Instead of showing the next hops, we have labelled the next hop field with
the actual prefix value in Figure 2-2.) We need to have both pointers and next hop infor-
mation. Consider for example entry 100 in the root node. This contains a prefix (P1 = 100)

and must also contain a pointer to the trie node containing P6 and pointing to P9.

Prefix  Ptr
000 p3| -
001 P3| —
010[ P1| —
o1l p1 | -
0P
101 pa | —
OOOPrefix Ptr 10[ P2 [ -
P - 111
001 Pg s \\‘
o1 Po | breix_p
Prefix  Ptr 0 .
100 -- | - = 001 pg =
1o ] - 01— [~ o10[P7| =
1o -- 1 -- 010 -- | -- 011 p7 | -
mif-- - o= | - 100[ =
100[ P9 -- 101
101[ P9 110
110[ P9 111
111[Po

Figure 2-2 Controlled Prefix Expansion without Leaf Pushing

Notice also the down side of expansion. Every entry in each trie node contains
information. For example, the root trie node has its first two elements filled with expan-
sions of P3, and the next two entries with expansions of P1. In general, using larger strides
requires the use of larger trie nodes with more wasted space. Reference [43] does show
how to use variable stride tries (where the strides are picked using dynamic programming
to reduce memory) while keeping good search times. Variable stride lengths are not
appropriate for hardware design with the goal of deterministic lookup times (wire speed).
Also, even with dynamic programming and variable length strides, the best case storage
requirements for the Mae East database (after the most sophisticated optimizations) are
around 500 Kbytes.

One way to improve on the storage requirements of CPE isto subject the expanded

trie scheme to the following optimization that we call “leaf pushing”. The idea behind |eaf
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pushing is to cut in half the memory requirements of expanded tries by making each trie
node entry contain either a pointer or next hop information but not both. Thus we have to
deal with entrieslike 100 in the root node of Figure 2-2 that have both a pointer and a next
hop. The trick is to push down the next hop information to the leaves of the trie. Since the
leaves do not have a pointer, we only have next hop information at leaves [43]. This is
shown in Figure 2-3. Notice that the prefix P2 associated with the 100 root entry in

Figure 2-3 has been pushed down to several leaves in the node containing P6.

Prefix/Ptr
000[ 73]

Prefix/Ptr

Prefix/Ptr
000[ ]
Prefix/Ptr 001[ pg|
000[ ps| 010
001/ p6| 011
010( P6| 100[ P5]
011] ps] 101[ P5|
me
111
110 % [
111] P9

Figure 2-3 Controlled Prefix Expansion with Leaf Pushing

2.3.3. Lulea Compressed Tries

The Lulea scheme [6] does much better in memory storage than any variant of
CPE, using only 200 Kbytes of memory to store the Mae East database.

The Lulea scheme starts with a conceptual leaf pushed expanded trie and (in
essence) replaces all consecutive elements in a trie node that have the same value with a
single value. This can greatly reduce the number of elementsin atrie node. To alow trie
indexing to take place even with the compressed nodes, a bit map with O's corresponding

to the removed positions is associated with each compressed node.



32

For example consider the root node in Figure 2-4. After leaf pushing the root node
has the sequence of values P3, P3, P1, P1, ptrl, P4, P2, ptr2 (where ptrl is a pointer to the
trie node containing P6 and ptr2 is a pointer to the trie node containing P7). After we
replace each string of consecutive values by the first value in the sequence we get P3, -,
P1, -, ptrl, P4, P2, ptr2. Notice we have removed 2 redundant values. We can now get rid
of the original trie node and replace it with a bit map indicating the removed positions
(10101111) and a compressed list (P3, P1, ptrl, P4,P2, ptr2). The result of doing this for

all three trie nodes is shown in Figure 2-4.

prt ! EE
|
/

ptr2

|
| |
|
|

Figure 2-4 Example with Lulea

The search of a trie node now consists of using a number of bits specified by the
stride (e.g., 3 in this case) to index into each trie node starting with the root, and continu-
ing until anull pointer is encountered. On afailure a aleaf, we need to compute the next
hop associated with that leaf. For example, suppose we have the data structure shown in
Part C and have a search for an address that starts with 111111. We use the first three bits
(111) to index into the root node bit map. Since thisis the sixth bit set (we need to count
the bits set before a given bit), we index into the sixth element of the compressed node
which is a pointer to the right most trie node. Here we use the next 3 bits (also 111) to

index into the eight bit. Since this bit is a 0, we know we have terminated the search but
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we must still retrieve the best matching prefix. Thisis done by counting the number of bits
set before the eighth position (4 bits) and then indexing into the 4th element of the com-
pressed trie node which gives the next hop associated with P5.

The Lulea scheme is used in [6] for atrie search that uses strides of 16, 8, and 8.
Without compression, the initial 16 bit array would require 64K entries of at least 16 bits
each, and the remaining strides would require the use of large 256 element trie nodes.
With compression and a few additional optimizations, the database fits in the extremely
small size of 200 Kbytes.

Fundamentally, the implicit use of leaf pushing (which ensures that only leaves
contain next hop information) makes insertion inherently slow in the Lulea scheme. Con-
sider a prefix PO added to aroot node entry that points to a sub-trie containing thirty thou-
sand leaf nodes. The next hop information associated with PO has to be pushed to
thousands of leaf nodes. In general, adding a single prefix can cause amost the entire
structure to be modified making bounded speed updates hard to realize.

If we abandon leaf pushing and start with the expanded trie of Figure 2-2, when we
wish to compress a trie node we immediately realize that we have two types of entries,
next hops corresponding to prefixes stored within the node, and pointers to sub-tries. Intu-
itively, one might expect to need to use two bit maps, one for internal entries and one for
external entries. Thisisindeed one of the ideas behind the tree bit map scheme presented

in Section 3. on page 40.

2.3.4. Stanford Hardware Trie Lookups

The only literature thus far with discussion of hardware implementation is from
Stanford [9]. The Stanford scheme is actually the controlled prefix expansion algorithm
with a 24 bit first stride and an 8 bit second stride. There are several schemes put forth for
updates. One such scheme is to have dual table memories and load one, while using the
other. For this scheme using 100 MHZ SDRAM and linearly loading 32 MB of memory,
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will take 160 ms. Therefore this solution is slow and expensive. The only reasonable solu-
tion involves the ASIC assisting with the updates. This means the ASIC is reading and
writing up to 64k memory locations in the worst case (change of an 8 bit prefix). Even
with linear accesses, 10 ns SDRAM, and giving the update process 50% of the memory
accesses this is about 12.8 ms per update. The paper presents some simulation results to
show that circa 1996 an ISP router using his scheme would have reasonable update times
since the prefixes are not heavily fragmented. The problem with thisisthat it does not nec-
essarily hold in any other routing tables, or routing table update patterns of the future.

Another weakness of the Stanford scheme isthat in the worst case every additional
prefix with length > 24 bits results in the addition of another 512 byte node (assuming a 16
bit next hop pointer). This of course is true in the CPE scheme in general, but since the
first 24 bits use 32-megabytes of memory, the inefficiency of later stages is felt even
greater here. It isinteresting to note that if in the future there were 33k prefixesin an ISP
database with length greater then 24, the size of each entry in the 24 bit initial array would
have to be increased an extra byte to 24 bits (since the presented scheme uses 15 bit point-
ers), and the total database size would be in the worst case (16 million * 3 bytes + 33k*
512 = 64Megabytes). Thisisunlikely; but if it did occur not only would the memory usage
be even more atrocious but the hardware would have to be redesigned which would be a
much greater cost. Additionally the way the hardware implementation is described in the
paper, the suggested level 2 size is 1 megabyte with an 8 bit wide DRAM. This restricts
the number of prefixes greater then 24 bitsto atotal of 4k.

2.35.LC-Tries

LC-Tries are essentially another form of compressed multi-bit tries. Each path in
an LC-Trie can be compressed to use a different set of stride lengths[39]. The single main
ideabehind LC-Triesisto recursively pick strides (and therefore multi-bit tries) that result

in having real prefixes at all of the leaves. Having fully populated |eaves means that none
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of the internal prefixes need to be pushed to the leaves of the multi-bit tree or to lower
trees (no leaf pushing). In addition to this strategy, L C-Tries use path compression to save
space on non-branching paths. The fina results of LC-Tries is a solution that does not
have deterministic number of memory accesses or size of accesses. Thisindicatesit is not
well suited for hardware implementation. In addition, prefix insertions/deletions in the

worst case require the entire table to be rebuilt.

2.4. Non-Trie Algorithmic Approaches

2.4.1. Binary Search on Ranges

This algorithmic approach to I P Lookups views a database of prefix addresses as a
set of intermingled ranges [24]. Figure 2-5 shows first a sample prefix database (a subset
of the database used in prior examples) and then a graphical representation of the ranges
shown. For the graphical representation we show on the y-axis the ranges of addresses
assuming a 6 bit address length. As can be seen in Figure 2-5, a database of prefixes con-

sists of rangesthat can be nested. The smaller the range of a prefix, the longer the prefix is.
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When searching for the longest match, graphically you want to find the smallest range that

encompasses the search value.
000000

Prefix Database ] P3

PL *
P2 1*

P3 00*
P4 101* 4 P6
P5 111* ] P1

P6 1000* Example Search : 101010 |

P5
111111 — ] —
Figure 2-5 Binary Search on Ranges

Table 2-1 shows an expanded range table based on Figure 2-5. Without looking
yet at the search method, the table can be used by simply scanning the entries until the
address being searched for is found to be between two entries. The top of the two entries
contains the prefix that is the longest match for the search. For example consider the
address 101010 which isillustrated by the dotted line in Figure 2-5. As can be seen in the
figure, there are 3 ranges which encompass this address. Looking at both the table and the

figure, itis clear that P4 isthe longest matching prefix for this search address.
Table 2-1 Expanded Range Table

Address Prefix
000000 P3
001111 P1
100000 P6
100011 P2
101000 P4
101111 P2
111000 P5

There are several methods to search a range table once it is computed like binary

search or a B-Tree. The mgor drawback to any of these schemes is that the
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pre-computation of the expanded range database is O(n) (requires computation of the
whole database for every update). The major advantage to this approach is a bounded and
attractive ratio of memory to prefixes in the database. The number of memory accessesis
comparable to other schemes and is based on the size of the prefix table and the B param-
eter. Aninitial array can be used to reduce the size of each range value stored and get all
prefixes of 16 bits and less with the initial array index. This decreases the storage and
reduces the size of the memory access while in the B-Tree portion of the search, and so

reduces implementation bandwidth cost.

2.4.2. Binary Search on Prefix Lengths

One of the first new IP lookup algorithms (since the Patricia trie approach) is
based on the idea of modifying a prefix table to make it possible to use hashing. As men-
tioned when discussing caching of prefixes, there do not exist any methods for efficiently
hashing on prefixes. The approach in [48] is to use hashing when searching among all
entries of agiven prefix length. Instead of searching every possible prefix length and pick-
ing the longest prefix length with a match, binary search is used to reduce the number of
searches to be logarithmic in the size of the address being searched. To do this effectively
and prevent backtracking, precomputation is needed. The precomputation involves the use
of markersto point searches in the right direction, and adding precomputed information to
these markers. Compared to more recent lookup schemes found in the literature, Binary
search on Prefix Length has large memory foot prints, poor insertion time, but moderate

requirements for the required number and size of memory accesses.
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2.5. Summary of Existing I P Lookup Algorithms

Table 2-2 compares most of the discussed methods for Algorithmic IP Lookups.

Note that caching, lookup avoidance schemes (MPLS), and CAMs are not part of the com-

parison. The first column shows the worst case number of memory accesses and the sec-

ond column shows the approximate sizes of these memory accesses. While at first pass it

may seem that all that is important is the worst case number of bytes fetched, that is not

true. As discussed in Section 1.5. on page 18, memory technologies can have generous

bandwidth but restricted random memory accesses. In this case some of the multi-bit trie

based schemes are attractive since they minimize the number of random memory accesses.

Also the Binary Search on Range scheme exhibits the property that the number of random

memory accesses is small, but the size of each islarge.

Table 2-2 Summary of Existing P Lookup Schemes

Worst Case | Estimated | WorstCase | Mae East
Name (section discussed) #Mem Memory Update Memory
Accesses | AccessSize | Complexity | Utilization?
Patricia Trie (N/A) 64 24-bytes O(n) 4MB
Lulea(2.3.3) 9 2-Bytes O(n) 200K B
CPE w/leaf pushP(2.3.2) 4 4-Bytes o(n) 2.1MB
CPE wo/leaf push (2.3.2) 4 4-Bytes o) 42 MB
Stanford Hardware Trie 2 4-Bytes O(memory) 33MB
(2.3.9)
L-C Tries(2.3.5) 32 4-Bytes O(n) 800 KB
Binary Search on Ranges® 5 32-bytes O(n) 875KB
(k=6) (2.4.1)
Binary Search on Prefix 5 8-bytes O(n) 19MB
Length (2.4.3)

a. Some sizes have been linearly normalized from the original papers to 40k database size

b. With strides of 8 bits

c. For this scheme, worst case number of memory accessesis dependent on thee database size so 5
accesses is for approximately 40k prefixes
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In the 4th column is the worst case update complexity. Most of the schemes are
O(n) in update complexity which means that as the database grows, the time to insert,
delete, and modify entries also grows proportionately. Update performance is becoming
more of an issue since some routers have experienced attempts to update as frequently as
once per millisecond [22]. Additionally, it is speculated in the future that routing will be
done more dynamically to take into account QoS considerations and the current conges-
tion of the network. For these types of schemes to work a forwarding database might have
to be updated in the 10’ s or 100’ s of microseconds.

The final column shows the memory size to implement alookup table for the Mae-
East database with 40k entries. The smallest footprint isthe Lulea scheme. Luleais attrac-
tive in memory footprint but has poor update complexity and requires a large number of
memory accesses. The Controlled Prefix Expansion scheme without leaf pushing seems
the most desirable in update complexity, number of memory accesses, and memory access
size. The only area that CPE (without leaf pushing) suffersisin memory utilization.

The Tree Bitmap presented in the next chapter has O(1) update complexity, mem-
ory foot prints on the order of Lulea, and a worst case number of memory accesses on the
order of CPE w/out leaf pushing. Memory access size with Tree Bitmap can be directly
traded off against number of memory accesses, but will tend to be higher then Lulea or
CPE without leaf pushing. However, as we will argue, this is perfectly reasonable given
the characteristics of modern memories.
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3. TreeBitmap

In this chapter, the algorithm called Tree Bitmap is presented. Tree Bitmap is a
multi-bit trie algorithm that allows fast searches (one memory reference per trie node
unlike 3 memory references per trie node in Lulea) and allows much faster update times
than existing schemes (update times are bounded by the size of atrie node; since we only
use trie nodes with at most 8 bits, this requires only around 256 + C operations in the
worst case where C issmall). It also has memory storage requirements comparable to (and

sometimes slightly better then) the Lulea scheme.

3.1. Description of Tree Bitmap Algorithm

The Tree Bitmap design and analysisis based on the following observations:

* A multi-bit node (representing multiple levels of unibit nodes) has two functions:
to point at child multi-bit nodes, and to produce the next hop pointer for searches in which
the longest matching prefix exists within the multi-bit node. It is important to keep these
purposes distinct from each other.

* With burst based memory technologies, the size of a given random memory
access can be very large (e.g, 32 bytesfor SDRAM, see Section 1.5.2. on page 19). Thisis
because while the random access rate for core DRAMS has improved very slowly, high
speed synchronous interfaces have evolved to make the most of each random access. Thus

the trie node stride sizes can be determined based on the optimal memory burst sizes.
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* Hardware can processes complex bitmap representations of up to 256 bitsin a
single cycle. Additionaly, the mismatch between processor speeds and memory access
Speeds have become so high that even software can do extensive processing on bitmaps in
the time required for amemory reference.

* To keep update times bounded it is best not to use large trie nodes (e.g., 16 bit
trie nodes used in Lulea). Instead, we use smaller trie nodes (at most 8 bits). Any small
speed loss due to the smaller strides used is offset by the reduced memory access time per
node (1 memory access per trie node versus three in Lulea). Also limiting the maximum
size of the multi-bit nodes improves the update characteristics of the algorithm.

* To ensure that a single node is always retrieved in a single page access, nodes
should always be power of 2 in size and properly aligned (8 byte nodes on 8-byte bound-
aries etc.) on page boundaries corresponding to the underlying memory technology.

Based on the these observations, the Tree Bitmap algorithm is based on four key
ideas.

The first idea in the Tree Bitmap agorithm is that all child nodes of a given trie
node are stored contiguously. This allows us to use just one pointer for all children (the
pointer points to the start of the child node block) because each child node can be calcu-
lated as an offset from the single pointer. This can reduce the number of required pointers
by a factor of two compared with standard multi-bit tries. More importantly it cuts down

the size of trie nodes, as we see below. The only disadvantage is that the memory allocator
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must, of course, now deal with variable sized allocation chunks. Using this idea, the same

prefix database used in past examplesis redrawn in Figure 3-1.

P1
Child Pointer P2 Root Node
! <=Leve 1
S Child
- P4 Ps | Qhild
< P7 <=Level 2
o} Child \‘
N AT P fona
Child Pointer P91 Child Pointer Aray  <=Le&v

Figure 3-1 Tree Bitmap with Sample Database

The second idea is that there are two bit maps per trie node, one for al the inter-
nally stored prefixes and one for the external pointers. See Figure 3-2 for an example of
the internal and extending bitmaps for the root node. The use of two bit maps alows us to
avoid leaf pushing. Theinternal bit map isvery different from the L ulea encoding, and has

al bit set for every prefix stored within this node. Thusfor an r bit trie node, there are 2lr-

1} possible prefixes of lengths < r and thus we use a 2'-1 bit map.

r——— - - - - - - - - - - - - — — —/ —/ ul
P1 | P1 P2 P3|
P2 | _ 1 l >/ |
Internal Tree Bitmap => 0 1 =>1011000, |
1000
| |
: root unibit node :
D 2nd Level

Root Multi-Bit Node | 3rd Levél
L |

r— - - - - - - - - — — 1

| Extending Paths Bitmap => 00001101

L J

Figure 3-2 Multibit Node Compression with Tree Bitmap

For the root trie node of Figure 3-1, we see that we have three internally stored
prefixes. P1 = *, P2 = 1*, and P3 = 00*. Suppose our internal bit map has one bit for
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prefixes of length O, two following bits for prefixes of length 1, 4 following bits for pre-
fixes of length 2 etc. Then for 3 bits the root internal bit map becomes 1011000. The first
1 correspondsto P1, the second to P2, the third to P3. Thisis shown in Figure 3-2. In sum-
mary, the internal bitmap represents a tree in a linearized format: each row of the tree is
captured top-down from left to right. The bit list of prefixes represented by an internal bit-
map arein order: *, 0*, 1*, 00*, 01*, 10*, 11*, 000*, 001*, 010*, 011*, 100*, 101*, 110*,
111*. Recall that these are prefix extensions from whatever search address was used to get

to this multi-bit node.

The extending bitmap contains a bit for all possible 2" child pointers. Thus in
Figure 3-2, we have 8 possible leaves of the 3 bit sub-trie. Only the fifth, sixth, and eight
leaves have pointers to children. Thus the extending paths bit map shown in Figure 3-2 is
00011001.

The third ideais to keep the trie nodes as small as possible to reduce the required
memory access size for agiven stride. Thus atrie node is of fixed size, and only contains
an extending bitmap, an internal bit map, and a single pointer to the block of child nodes.
But what about the next hop information associated with any stored prefixes?

The trick is to store the next hops associated with the internal prefixes stored
within each trie node in a separate array associated with this trie node. For memory allo-
cation purposes result arrays are normally an even multiple of the common node size (e.g.
with 16 bit next hop pointers, and 8-byte nodes, one result node is needed for up to 4 next
hop pointers, two result nodes are needed for up to 8, etc.) Putting next hop pointersin a
separate result array potentially requires two memory accesses per trie node (one for the
trie node and one to fetch the result node for stored prefixes). However, we use a simple
lazy strategy to not access the result nodes till the search terminates. We then access the
result node corresponding to the last trie node encountered in the path that contained a
valid prefix. This adds only a single memory reference at the end besides the one memory
reference required per trie node.

The search algorithm is now quite simple. We start with the root node and use the

first bits of the destination address (corresponding to the stride of the root node, 3 in our



example) to index into the extending bitmap at the root node at say position P. If we get a
linthisposition thereisavalid child pointer. We count the number of 1sto the left of this
1 (including this 1) as say |. Since we know the pointer to the start position of the child
block (say y) and the size of each trie node (say S), we can easily compute the pointer to
thechildnodeasy + (1 * S).

Before we move on to the child, we also check the internal bit map to see if there
are one or more stored prefixes corresponding to the path through the multi-bit node to the
extending path position P. Conceptually we want to take the internal bitmap and recon-
struct the tree. Looking at Figure 3-2 thisis conceptually taking the bitmap at the right of
the figure and reconstructing the tree on the right side of the figure. For example, suppose
Pis101 and we are using a 3 bit stride at the root node bit map of Figure 3-2. Wefirst ook
at prefix 10*. Since 10* corresponds to the sixth bit position in the internal bit map (recall
the internal bitmap is organized as alinearized tree, as described above), we check if there
isalin that position (thereis not in Figure 3-2). Next we wish to look at the next highest
node on the tree which would be for prefix 1*. Since 1* corresponds to the third position
in the internal bit map, we check for a 1 there. In the example of Figure 3-2, thereisalin
this position, so our search ends. (If we did not find a 1, however, we would next check for
a* inthefirst entry of the internal bit map).

This search algorithm appears to require a number of iterations proportional to the
logarithm of the internal bit map length. However, in hardware for bit maps of up to 512
bits or so, thisis just a matter of simple combinational logic (which intuitively does al
iterations in parallel and uses a priority encoder to return the longest matching stored pre-
fix).

Once we know we have a matching stored prefix within a trie node, we do not
immediately retrieve the corresponding next hop info from the result node associated with
the trie node. We only count the number of bits before the prefix position in the internal
bitmap (more combinational logic) to indicate its position in the result array. Accessing
the result array immediately would take an extra memory reference per trie node. Instead,

we move to the child node while remembering the stored prefix position and the
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corresponding parent trie node. Theintent isto remember the last trie node T in the search
path that contained a stored prefix, and the corresponding prefix position. When the search
terminates (because we encounter atrie node with a0 set in the corresponding position of
the extending bitmap), we have to make one more memory access. We simply access the
result array corresponding to T at the position we have already computed to read off the
next hop info.

3.2. Pseudocode for Tree Bitmap Search

This section presents pseudocode for the Tree Bitmap search algorithm. Below in
Figure 3-3 is a generic data structure for the tree bitmap algorithm used in the pseduocode
example. The data structure does not assign sizes to the fields since the sizes will vary
depending on implementation specifics like the maximum amount of memory supported

and the stride length.

1 trie_node {

2. extending_bitmap /* The bitmap for the extending paths*/
3. child_address [* Pointer to children node array */

4. interna_bitmap [* The bitmap of internal prefixes*/

5. results address [* Pointer to results array */

6

Figure 3-3 Reference Tree Bitmap Data Structure

The pseudocode for search in Figure 3-4 assumes 3 arrays set up prior to execution
of the search code. Thefirst array is called stride]] contains the search address broken into
the stride length. So with a stride of 4 bits, and a search address length of 8 bits, the array
stride[] will have 8 entries each 4 bits in length. The designation stride[i] indicates thei’th
entry of the array. The second array that is required is node_array[] which contains al of

the trie nodes. The third array is result_array which contains all the results (next hop
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pointers). In practice the next hop pointers and node data structures would probably all be

in the same memory space with a common memory management tool.

1. node:=node array[0]; /* nodeisthe current trie node being examined; so we
start with root as the first trie node which is assumed to be at location O of

node array */

2. i:=1; [*iistheindex into the stride array; so we start with the first stride */

3. doforever

4. if (treeFunction(node.internal _bitmap,stride]i]) is not equal to null) then

5. [* thereis alongest matching prefix, update pointer */

6. LongestMatch:= node.results_address + CountOnes(node.internal _bitmap,

7. treeFunction(node.interna Bitmap, stride[i]));

8. if (extending_bitmap[stride]i]] = 0) then /* no extending path through thistrie
node for this search */

9. NextHop:= result_array[LongestMatch]; /* lazy access of longest match
pointer to get next hop pointer */

10. break; /* terminate search)

11. else /* thereis an extending path, move to child node */

12. node:= node_array[node.child_address + CountOnes
(node.extending_bitmap, stride][i])];

13. i=i+1; /* move on to next stride */

14. end do;

Figure 3-4 Pseudocode of Algorithm for Tree Bitmap

There are two functions assumed to be predefined by the pseudocode. The first
function ‘treeFunction’ can find the position of the longest matching prefix, if any, within
a given node by consulting the internal bitmap. The function treeFunction takes in an
internal bitmap and the value of stride]i] werei isfor the current multi-bit node. The sec-
ond function CountOnes simply takes in a bit vector and an index into the bit vector and
returns the number of ‘1’ bitsto the left of the index.

There are several variables assumed. The first is “LongestMatch” which keeps
track of an address into the result_array of the longest match found so far. Another vari-
ableis ‘i’ which indicates what level of the search we are on. A final variable is the node
which maintains the current trie node data structure under investigation.

The loop terminates when there is no child pointer (i.e., no bit set in extending bit-
map of anode) upon which we still have to do our lazy access of the result node pointed to
by LongestMatch to get the final next hop.
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So far, we have implicitly assumed that processing a trie node takes one memory
access. This can be done if the size of atrie node corresponds to the memory burst size (in
hardware) or the cache line size (in software). That is why we have tried to reduce thetrie
node sizes as much as possible in order to limit the number of bits accessed for a given
stride length. In the next chapter, we describe some optimizations that can reduce the trie
node size even further.
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4. TreeBitmap Optimizations

4.1. Overview of Optimizations

For a stride of 8, a data structure for the core algorithm in C-like pseudo-code

might look like:
1. trie_node({
2. extending_bitmap :255 /* The bitmap for the extending paths*/
3. child_pointer : 256 /* Pointer to children node array */
4. interna_bitmap :20  /* The bitmap of internal prefixes*/
5. results_pointer :20  /* Pointer to results array */
6. Reserved 473  [* These bits keep the size of the node a power of 2 */
7. }

Figure 4-1 Reference Tree Bitmap Data Structure

Note that the number of used bits is 551 which means the next larger power of 2
node size is 1024 bits or 128-bytes. From our table in Section 1.5.2. on page 19. we can
see that thisis a much larger burst size then any technology optimally supports. Thus we
seek optimizations that can reduce the access size. Additionally, the desire for node sizes
that are powers of two means that in this case only 54% of the 128-byte node is being
used. So we also seek optimizations that make more efficient use of space. We also desire
optimizations that reduce total memory storage, and reduce worst case number of memory
accesses required. The optimizations presented in this chapter do not all need to be used in

every implementation of Tree Bitmap.
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4.2. Initial Array Optimization

Before we reduce required burst size, we note that amost every IP lookup algo-
rithm can be sped up by using an initia array (e.g., [6],[26],[46],[48]). The idea is that at
the top of the trie we permanently sacrifice a small amount of memory in order to reduce
the worst case number of lookups. It is important to realize that this simple optimization
(if applied over-zealously) can ruin the update properties of an algorithm like Tree Bit-
map. Array sizes of say 13 bits or higher could have poor update times. A example of ini-
tial array usage would be an implementation that uses a stride of 4, and an initial array of 8
bits. This means that the first 8 bits of the destination IP address would be used to index
into a 256 entry array. Each entry is a dedicated node possibly 16 bytes in size which
resultsin adedicated initial array of 4k bytes. Thisis areasonable pricein bytesto pay for
the savings in memory accesses. |n a hardware implementation, thisinitial array can easily
be placed in on chip memory even if the rest of the tableis placed off-chip.

4.3. End Node Optimization

We have already seen an irritating feature of the basic agorithm in Figure 3-1.
Single prefixes that just extend to the root of a new multi-bit node (like P8 in Figure 3-1)
will require a separate trie node to be created (with bitmaps that are amost completely
unused). While this cannot be avoided in general, it can be mitigated by picking strides
carefully (see Section 4.7. on page 55). In a specia case, we can also avoid this waste
completely. Suppose we have atrie node that has no external pointers, or only has external
pointers that point to nodes that have a single internal prefix at the root. Consider
Figure 4-2 as an example that only has children (in this case one child) which have a sin-

gle prefix at the root.
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In that case, we can make a special type of node called an endnode (the type of
node can be encoded with a single extra bit per node) in which the extending bitmap is
eliminated and substituted with an internal bit map of twice the length. The endnode now
has room in itsinternal bit map to indicate prefixes that were previously stored in the root
of its children. Thus in Figure 4-2, P8 is moved up to be stored in the upper trie node
which has been modified to be an endnode with a larger bit map. It is important to note
that in Figure 3-1, P4 appears to be similar to P8 in that they both begin as roots of multi-
bit nodes. However, the multi-bit node for P4 cannot be pulled up to the root multi-bit
node since the root has other children that would not be eliminated by doubling the length
of the internal bitmap.

|
p5 | internal Bitmap=1000100 |
extending bitmap=01000000 | P5 End Node
pP7 |
P7
|
P8
|
N root
®.; | intena Bitmap=1000000 |
- extending bitmap=00000000 | internal Bitmapzleg 10001000000
Chi
Array | 4th Leve
| 2nd Level
| 3rd Level
|
Simple Implementation I mplementation with End Nodes

Figure 4-2 End Node Optimizations

An important reason for the use of endnodes (besides the savings in number of
nodes explained in the last paragraph). is that without them for typical strides of say 4 or 8
bits, every 32-bit address will require a multi-bit node of it's own. The reason for thisis
that if we are using an 8 bit stride for example, the first level will contain prefixes from O
bitsin length (acomplete wildcard) to 7 bitsin length, the 2nd level is 8 bitsto 15 bits, the
third level 16 to 23 bits, and the final level 24 to 31 bits. So the 32nd address bit would
require a 5th level without the end node optimization. While this additional level iswaste-

ful in space, it is (more importantly) an additional memory access in the worst case. The
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use of endnodeswill result in all 32 bit addresses being in the bottom most level of an end-

node and will not require an additional memory access.

4.4. Split Tree Bitmaps

Keeping the stride constant, one method of reducing the size of each random
access is to split the internal and extending bitmaps. This is done by placing only the
extending bitmap in each “Trie” node and placing the internal bitmap separately in
another node (wewill call this other node an internal node). The idea behind this optimiza-
tion is the idea that we can divide the longest matching prefix problem into sub-problems.
The first sub-problem is finding which multi-bit node contains the longest prefix match
for a given search. The second sub-problem is given the multi-bit node which contains the
longest prefix match, finding exactly where the longest match is in that multi-bit node.

To make this optimization work, each child must have a bit indicating if the parent
node contains a prefix that is alongest match so far. This may sound similar to leaf push-
ing (discussed in Section 2.3.2. on page 29 and Section 2.3.3. on page 31) but note all we
are doing is helping to solve the problem of which multi-bit node contains the longest pre-
fix match. The exact details of the prefixes are maintained in an internal node just for the
trie node in which the prefix is found.

When each trie node is being evaluated if the parent had a prefix that was a match
for this search, the lookup engine records the location of the internal node (the possible
methods for pointing to an internal node are explored in the next paragraph) as containing
the longest matching prefix thus far. Then when the search terminates, we first have to
fetch the internal node corresponding to the trie node with the longest prefix match and
then from the internal node the results node can be fetched corresponding to the internal
node. Notice that the core al gorithm accesses the next hop information lazily; the split tree

algorithm accesses even the internal bit map lazily.



52

If there is no memory segmentation (all nodes are stored in the same physical
memory) then a simple way to keep pointers to internal nodes simple is to place the chil-
dren and the internal nodes of the same trie node in a contiguous array in memory. This
meansthat if an internal node exists, itslocation is simply the child_address plus the num-
ber of children (found by counting the number of *1's set in the extending bitmap) plus an
additional one. If memory segmentation does exist (segmentation could be used to
increase lookup rate by putting nodes of each level in separate memories or banks) this
pointer method is problematic since the internal nodes would be scattered across different
memories.

A nice benefit of split tree bitmaps is that if a node contained only paths and no
internal prefixes, no space will be wasted on the internal bitmap since the internal node for
the trie node will simply not exist. For the simple Tree Bitmap scheme with an initial
stride of 8 and afurther stride of 4, over 50% of the 2971 trie nodes in the Mae-East data-
base do not have any internally terminating prefixes.

A side effect of the split tree bitmap optimization is the removal of the benefit
from the end node optimization (see Section 4.3. on page 49). With the internal bitmap
removed from the trie node data structure, the advantages of the end node optimization are
not present since the internal bitmap is no longer in the trie data structure to be removed
by the end node optimization. However, when a trie node has internal prefixes and no
extending paths, there is still a benefit from treating that trie node directly as an internal
node. This means replacing the extending bitmap with an internal bitmap. We will refer to
this type of node (containing a internal bitmap but not mirroring a trie node) as an end
node (similar to the end node in Section 4.3. on page 49 since they both replace trie nodes

and contain internal bitmaps.)
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4.5. Segmented Bitmaps

After splitting the internal and extending bitmaps into separate nodes, the size of
the nodes may still be too large for the optimal memory access size (see Section 2.2. on
page 26 for a discussion of optimal memory access sizes). The next step for reducing the
node sizes is to segment the multi-bit trie represented by a multi-bit node. This optimiza-
tion alows the stride to remain constant while alowing a trade-off between memory
usage and memory fetch size.

The idea behind segmented bitmaps is to split the subtrie corresponding to the trie
node into two (or more) subtries. When splitting the original trie, theinitial root node must
be duplicated in both child subtries. The simplest case of segmented bitmaps is shown in
Figure 4-3 with atotal initial stride of 3. Notice that the bit maps for each child subtrieis
half the length (with one more bit for the duplicated root). Each child subtrie is also given
a separate child pointer as well as a bit map and is stored as a separate “segment”. Thus

each trie node contains two contiguously stored segments.

P1 P1 P1
P2 P2

Multi-Bit Node Segmented Multi-Bit Nodes
Figure 4-3 Segmented Bitmaps Optimization

Because each segment of a trie node has its own pointers, the children and result
pointers of other segmented nodes are independent. While the segments are stored contig-
uously, we can use the high order bits (of the bits that would normally have been used to
access the trie node) to access only the required segment. Thus we need to roughly access
only half the bit map size. For example, using 8 bit strides, this could reduce the bit map
accessed from 256 bits to about 128 bits. This simple approach can be extended to multi-
ple segmentations. Typically the application of bitmap segmentation would be applied to

an entire tree since the memory access size will normally be fixed.
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4.6. CAM Nodes

Empirical results show that a significant number of multi-bit nodes contain only a
few prefixes (both trie nodes and end nodes). Figure 4-4a shows a histogram for the num-
ber of prefixes per multi-bit node of the end type for the Mae-East! database from IPMA
[27]. This figure shows that while most typical trie nodes have no internal prefixes (and
therefore no internal nodes), the bin with a single prefix is larger then all other bins for
greater numbers of prefixes combined. Figure 4-4b shows a histogram for the number of
prefixes per internal node (recall internal nodes mirror a trie node with extending paths).
This figure is also for the Mae-East database and also has the property that the bin for

internal nodes with asingle prefix islarger then all other bins combined.
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a) EndCAM Node Prefix Density b) Internal Node Prefix Density

Figure 4-4 Histogram of Prefix Count for End and Internal Nodes! (Mae-East)

1. Initial Stride of 8, with afurther stride of 4.

For either end nodes or internal nodes in the cases were there are small numbers of
prefixesin amulti-bit node, the space normally occupied by internal bitmaps and a pointer
to aresults array, can be replaced by ssmple CAM type entries that have match bits, match
length, and next hop pointers. For a stride of 4, the match bits need to be 4 bits, and the

1. The main backbone database used in thisthesisisthe MAE-East database taken on Jun.
24, 1998
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match length needs to be 2 bits. The gain is that the next hop pointers are in the CAM
nodes and not in a separate results array taking up space. Even a single entry CAM node
will result in over half of the next hop pointers moving from results arrays, to inside CAM
end nodes. However, there are quickly diminishing returns.

From Figure 3-1 the multi-bit node containing P4 could be made into a CAM node
(recall P8 from Figure 3-1 was pulled into it’s parent node with the endnode optimiza-
tion). So while we cannot eliminate the multi-bit node that contains P4 (like we did for the
multi-bit node containing P8 in Section 4.3. on page 49), we can move the next hop

pointer into the P4 multi-bit node so that an additional results array is not needed.

4.7. Empirical sizeresults

In this subsection we explore empirically the size characteristics of the simple core
algorithm and the effects on size of both end nodes and initial array optimizations. Since
the split tree and segmented bitmap optimizations are primarily used to alter memory
access sizes, the empirical results of these optimizations are not explored here. The empir-
ical investigation in this section also reveals some interesting characteristics of rea data-
bases that should be taken into account when picking the initial and the normal stride.

Table 4-1 gives size results for the Mae-East database with the raw Tree Bitmap

algorithm and no optimizations.

Table 4-1 TreeBitmap Size Results (M ae-East)

Stride # Nodes S Z(T)SIeZ;) de TOtTl]OSpi Zpi)?rﬁﬁrhs)n ext
1 131058 8 1.12MB
2 72313 8 658 KB
3 51451 8 491 KB
4 43446 8 427 KB
5 17190 16 355KB
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Table 4-1 TreeBitmap Size Results (M ae-East)

Stride # Nodes S Z(T)SIeZ;) de TOtTl]OSpi Zpimgrhs)n ext
6 31129 32 1.07MB
7 18165 64 1.96 MB
8 30698 128 4.7MB

As the stride grows, the number of nodes to represent the Mae-East database gen-
erally decreases since each node covers alarger areain the prefix trie. Note that there are
anomalies to the general decrease, such as the minima at stride of 5 for the smple case.
For a stride of 5, the end of each interna bitmap is at lengths 4, 9,14,19,24,29. Since 24
bits length is a class C address from the original Internet classes, this address length till
has the largest number of prefixesin most backbone databases. Thereforeit islogical that
stride of 5 in the ssimple case has a small number of nodes.

With the end node optimization (but not using the split tree optimization), the
lengths 4,6, and 8 are all significantly below the numbers expected by the lengths 1,2,3,5,
and 7. Thisis because all three of these strides will have end nodes that can terminate with
the bottom level of the end node at 24 bits. The reason the end node optimization moves
the strides with a minima is that it allows an extra bit to be picked up due to use of the
extending bitmap space for the internal bitmap.

As can be seen from Table 4-2, for a given stride the minima occur when initial
stride added to a multiple of the stride is equal to 24. The cells that satisfy this condition
have been lightly shaded. Note the for strides that already are optimal for Class C
addresses without initial arrays (strides of 4 for example), theinitial array makes little dif-
ference to the total storage. For cases in which the initial array combined with the stride
are optimized for class C addresses (the shaded cells), there can be quite an improvement

in size compared to the case without the initial array. An interesting note is that for the
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Mae-East database the minimal number of nodes is obtained using an initial stride of 10,

and then a stride of 7.

Table 4-2 Number of Nodes with Initial Arrays& End Nodes (M ae-East)

Initial Array stride=4 stride=5 stride=6 stride=7 stride=8

4 17541

5 21556

6 28356

7 35732

8 17515 29750 14870 23290 7941
9 21536 13056 20233 28233 5074
10 28321 17085 24781 5439 7578
11 35672 20988 26313 7791 10531
12 17424 23750 8334 10883 12706
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5. Reference Design

5.1. Overview

The reference design presented in this chapter is a single chip implementation of
an IP Lookup engine using embedded SRAM. The goal of this reference design is to
explore the limits of a single chip design for backbone Internet routers. The targets of this
design are:

* Deterministic lookup rates supporting worst cast TCP/IP over OC-192c link
rates (25 million lookups per second).

* Empirical evidence of support for the largest backbone databases of today and
room for future growth

* Reasonable worst case bounds for the ratio of prefixesto memory

* Guaranteed worst case update rates

* Transparent updates

Figure 5-1 shows a block diagram of an ASIC that does IP Forwarding with IP
address L ookups embedded. Packets enter the | P Forwarding chip either asraw | P Packets
or encapsulated in adatalink layer frame (The details for handling IPPATM are not shown
in this example). The Parser block takes the packets and extracts the IP Destination
Address and passes it to the Lookup Engine block. The packets themselves are sent to the
Packet Buffer to wait the completion of the IP address lookup. Since the address |lookup

has a short deterministic latency, the Packet Buffer can be a small FIFO. For example,
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with a deterministic 500 ns lookup latency, the Packet Buffer need only be { (9.6 gigabits/
second)* 500 ns} or 4.8 Kbits. When the address lookup completes, the Lookup Engine
passes the next hop pointer to the Packet Manipulation block. At this final stage the next
hop pointer can index into atable of next hops and use the stored data for manipulating the

packet for transmission through the fabric and onto the output link.

* 10-40 Gb/s to Fabric

Packet Next Hop
Manipulation 7 |ndex

Packet
Buffer - Control |_ge! | ookup
Block \4—| Engine

Loop Back f Updates
Path from :
Ouput Side Parser |

of Port (for IP Address
Control)

Y

*10 Gb/sfrom DataLink Layer
Figure 5-1 Block Diagram of OC-192c |P Forwarding ASIC

For the control functions of the Forwarding ASIC in Figure 5-1, control messages
can originate from the data link layer or through aloop back port from the output side of
the link card. The Parser block determines which messages are control and passes them to
the Control Block. The Control Block issues forwarding table updates to the Lookup
Engine and next hop table updates to the Packet Manipulation block. When the Control
Block receives an acknowledgment for the update from either block, a response message
is placed into the Packet Buffer. Note the update messages to the next hop pointer table are
of the type:

For Next Hop Pointer 235: Output Port = 154, Fabric Priority = 2

For Forwarding Table Updates in the Lookup Engine updates are of the form:
Insert Prefix Oxabcdefgh, length = 25, Next Hop Pointer = 235

The first section of this chapter describes the framework for the reference design.

This framework will be based on the description of the Tree Bitmap algorithm in earlier
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chapters. Additional sub-sections will cover memory management and the update algo-
rithm for the reference design. The final sub-section will go into low level detail of the ref-
erence design. Chapter 6 will contain analysis of the reference design that was presented
in this chapter.

5.2. Reference Design Framewor k

5.2.1. Lookup Engine Overview

Below in Figure 5-2 is a block diagram of the IP Lookup Engine. The left side of
the engine has the lookup interface with a 32-bit search address, and a return next hop
pointer. The lookups are pipelined so that each next hop pointer is returned exactly 360 ns
after the search address enters the Lookup Engine (72 clock cycles). On the right side of
the lookup engine is an update interface. Updates take the form: type {insert, change,
delete}, prefix, prefix length, and for insertions or table changes a Next Hop Pointer.
When an update is completed the Lookup Engine returns an acknowledgment signal to
conclude the updeate.
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On-Chip SRAM | |On-Chip SRAM
Main Memory Initial Array
(16k-128k) x 3g | 512x {38+16}

Dat# ﬁﬂ Datat Address
38 Address >4 19

SRAM Interface SRAM Interface
Next Hop Pointer
- Update
Destination . B
Address Search Engine Updates and MM
L Ack -

Figure 5-2 Block Diagram of |P Lookup Engine Core

Looking inside the block diagram of Figure 5-2, there are two SRAM Interface
blocks. Theright SRAM Interface block connectsto an SRAM containing theinitial array.
Theinitia array optimization (see Section 4.2. on page 49) trades off a permanently allo-
cated memory for areduction in the number of memory accesses in the main memory. For
the reference design the initial array SRAM is 512 entries and 54 bits wide. The left
SRAM Interface block connects to the main memory of the lookup engine. The reference
design has a 38 bit wide interface to the main memory and supports implementations of up
to 128k memory entries. For all analysis of the reference design, the main memory depth
is varied from 16k entries up to the maximum supported size of 128k entries. Note that
with 128k entries the main memory is nearly 5 Mbits in size which would occupy signifi-
cant die area even in a cutting edge technology (a detailed discussion about ASIC imple-
mentation details can be found in Section 6.3. on page 88). The design could be easily be
modified to support more then 128k entries if desired, the address pointers would need to
be increased and therefore the width of the entries (and the SRAMSs) would also need to be
increased.

The final two blocks of Figure5-2 are the Search Engine, and the block for
updates and memory management (Updates and MM block). The Updates and MM block
interleaves memory accesses with the Search Engine for both SRAM interfaces. Therefore
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the Search Engine must be engineered to leave bandwidth for control memory accesses.
The Updates and MM block must do control operations in an incremental fashion that
never allows a search to get an incorrect result or result in an error state. Note that it is
allowed for searches to retrieve the “old” result that an update will change when the
update is completed.

The design parameters based on the terminology of previous chapters are:

* 9 hit initial stride (So first 9 bits of search address used to index into initial array)

* 4 bit regular stride

* Split Tree Bitmap Optimization

* End nodes (Note the lowest level of the trie must use end nodes and will encom-
pass the last 3 search address hits)

* CAM optimization for end nodes and internal nodes

For each entry of the initial array, a trie node is stored; additionally a next hop
pointer and a prefix length are stored. For each entry in theinitial array, the longest match-
ing prefix for bits 0-8 will be stored with the length of the prefix. When an update is
received with a prefix length of 9 bits or less, every initial array entry is checked that has
the update prefix as a subset (for instance an update for the prefix 0000* could possibly
effect initial array entries 000000000 to 000011111). If an initial entry checked for a pos-
sible update has a prefix with a length less the length of the update prefix, then the next
hop pointer and length in the entry are changed to match the update. This meansthat in the

worst case a prefix of length k (for k <10) will require 2 2°79

memory operations to
theinitial array memory (the factor of 2 reflects the read and write necessary in the worst

case where every entry must be changed). Below is the data structure for the initial array

entries. Note that the node data structures will be defined in future sections.

1 struct initial_array_struct {
2. node : 38;
3. next_hop pointer :12;
4. prefix_length L 4,

5 }

Figure 5-3 Initial Array data structure
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5.2.2. Path Compression

In Chapter 6, one of the properties of the reference design analyzed is the worst
case prefix to memory ratio. This analysis of the design as presented so far, yields quite
poor results due to one-way branches. The pathological worst case is that every prefix is
near maximum length (29-32 bits) and every prefix is at the end of a series of trie-nodes

that each have one extending path and no internal prefixes. In this case the storage for P

prefixes is approximately { P~ Number Level s} .For the reference design this means the
storage is roughly 6 nodes for every prefix. A simple way to improve this analysisis to
eliminate the storage of trie nodes that have no internal prefixes and only one extending
path. The resulting storage properties with this optimization will be further explored in
Section 6.2. on page 85.

The method for eliminating one-way branches in the reference design is based on a
skip length embedded in every node that can be encountered during the search down the
trie (trie, CAM or end). For the reference design with a stride of 4 bits, a node with a skip
length of 1 would indicate that the node is actually 1 level below the expected level and
therefore 4 bits of the search address should be skipped. The complexity of a scheme like
thisis related to the fact that when search bits are skipped, it is possible that the skipped
search bits do not match the corresponding bits of the prefixes below the skip point. When
asearch arrives at a node without any relevant extending paths, we would like to check the
full search address for this node to verify the prefixes below the skip point are valid for
this search. If wefind that thereis a mismatch in skipped bits, we then we want to concep-
tually back track to the last trie node that contained an internal prefix that is a match for
this search.

With hardware implementation and the Tree Bitmap algorithm, this backtracking
can be done without any additional memory accesses. As we traverse the trie, we store
each node in a separate register. When we reach the bottom of the search (no more extend-
ing paths) we check a 32 bit address representing the last node. If the last node is afailed
match, we use the 32 bit address representing the last node’ s address, to find the last valid
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node that was fetched. Since all the nodes fetched in the search are in registers, we can
directly calculate the address of the internal node that contains the longest prefix match. It
may seem that a cost of this approach is the storage with each node of the address used to
get to it. However, as described in Section 5.3. on page 70 this address is already needed
with every allocation block for memory management purposes. The additional memory
access to fetch the full address of the allocation block the final search node resides still has
to be taken into account. However, as seen in Section 5.2.4. on page 67, we only need to
fetch the full node address when at least one node has been skipped (thereby eliminating at
least 1 memory access) therefore the worst case number of memory accesses is not
affected by path compression.

5.2.3. Reference Design Data Structures

This section presents all the data structures used in the reference design. The trie
data structure is shown below in Figure 5-4. It is important to note that all addressing is
donerelative to the node size of 38 bits (While 38 bitsis a non-standard memory size, itis
not aproblem for ASIC SRAM memory generators). With a17 bit address, there isamax-
imum of 128k nodes (not counting the initial array). Figure 5-4 has a 16 bit extending bit-
map but no internal bitmap since the split tree optimization is used for the reference design
which putsinternal bitmapsin internal nodes. The bit parent_has match is used to indicate
if the parent has any prefixes that matched the search through it. When each node is

fetched, the type of node is not known in advance so the type field indicates if the nodeis
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trie, end, or end-CAM. The field skip_length indicates how many levels were skipped

between the parent and the child.
1

2
3
4.
5.
6
7
8

struct trie_node {

skip_length 2 2,
type ' 1,
xtending_bitmap : 16;
child_address - 17,
parent_has match :1;
reserved o

* Number of levels skipped /*
[* type=1 means trie node, O indicates other */

[* the 16 bit bitmap for the extending paths*/

[* pointer to children node array */

/* alindicates the parent has a matching prefix /*
* reserved */

Figure 5-4 Trie Node Data Structure

Figure 5-5 below contains the data structure for CAM nodes. CAM nodes can

replace end nodes or internal nodes with less then 2 prefixes. The fields type and

skip_length are the same as for the trie node. Note that the skip_length field will be non-

used in internal-CAM nodes and will always be set to zero. For each stored prefix thereis

a3 bit addressfield, 2 bit prefix length and a 12 bit next hop pointer.

1. struct cam_node {

2. skip_length :2;
3. type 2 2,
4. address prefix a 3
5. length_prefix_a :2;
6. next_hop pointer_a : 12;
7. address prefix b :3;
8. length_prefix_b : 2
9. next_hop pointer b : 12;
10.}

/~k

/**00" isCAM Node /*

[* address bitsfor prefix a */

* length of prefix a*/

I* next hop pointer for prefix a*/
[* address bitsfor prefix b */

I* length of prefix b */

[* next hop pointer for prefix b */

Figure 5-5 CAM Node Data Structure

Below in Figure 5-6 is the data structure for both an internal node (mirroring atrie

node) or an end node. Once again the skip_length and type fields have the same definition

as trie nodes except that for internal nodes the skip_length field is always set to zero since

internal nodes mirror atrie node and the field has no significance. A 15 bit internal bitmap
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represents 4 unibit levels with up to 15 prefixes represented. The 17 bit result_address

points to a child array of result nodes.
1. struct interna_node {

2. interna_bitmap :15;  /* Simply the 16 bit bitmap for the extending paths*/
3. result_address :17;  [* Pointer to children node array */

4. type 2, [* type=01 means internal/end node */

5. skip_length 2, [* Number of levels skipped */

6. reserved :2;  [* A lindicatesthere areinternal prefixes™*/

7. }

Figure 5-6 Internal/End Node Data Structure

Figure 5-7 shows the result pointer. Up to three next hop pointers can be stored in
asingle result node. If aresult array has a non modulo-3 number of results then there will
be wasted space since one result node will not be completely filled.

1. struct result_node {
2. next_hop pointer_a : 12
3. next_hop_pointer_b : 12;
4. next_hop_pointer_c : 12;
5. reserved : 2
6. }
Figure 5-7 Result Node Data Structure

Figure 5-8 below shows the allocation header placed at the front of every alloca

tion block. This header is used for both memory management and for checking skip bits

after a search completes of a compressed path. The type bit in allocation headers indicates

if array isthe child array of atrie node or aresult array.

1 struct allocation_header {

2. adlocation_address :29; /* the address up to thisblock */

3. dlocation_level :3;  /* What level inthistrieisthisblock represent ?*/
4. type :1;  /* What type of allocation block ?*/

5. reserved . 5;

6. }

Figure 5-8 Allocation Block Header
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5.2.4. Node Access Patterns

Figure 5-9 illustrates a possible node access pattern for the reference design. In
thisfigure, thefirst 9 bits of the search address (bits O through 8) are used to index into the
gpecidl initial array memory. At the indexed location is stored a node (in thisillustration it
is atrie node) which represents bits 9-12 of the search address. After the first trie node is
fetched from theinitial array, 4 trie nodes and then an end node are fetched from the main

memory. The end node points at a result node which contains the next hop pointer for this
example search.

512 Entries in the Initia Initial Array is indexed
Array. Each Entry has 1st with first 9 bits of Search
level node for bits 9-12 A Address (Bits 0-8)
2nd Level, Bits 13-16 A
TrieNodes
3nd Level, Bits 17-20 A -
4nd Level, Bits 21-24 A
5nd Level, Bits 25-28 A

6nd Level, Bits 29-31 A_> End Node with Internal Tree Bitmap

Result Node >

Figure 5-9 Node Sequence For afull 32 bit search

To study a variety of node access patterns, Table 5-1 presents a condensed format
for representing the patterns. The first entry of Table 5-1 is the same node pattern as
shown in Figure 5-9. For any search there is afetch from the initial array and then up to 7
memory accesses from the main memory. The node types are Allocation Block Header
(A), trie node (T), end node (E), CAM node (C), internal node (1), or result node (R). Any
node that contains a prefix that really matches the example search is noted with an under-

line under the node type (nodes after a skip that seem to match during the search, but
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really don’'t will not be underlined). Along with each node type is the level that the node
represents. For entry number 1 of the figure, there are several nodes that contain matching
prefixes. However, at the end of the search the final node contains a match which makesit
the longest matching prefix. The final memory access in the first entry is to fetch a result
node. For this example even though there were matches in the T2 and T4 nodes these were
not the longest matches and so the internal and result nodes for these matches are never
fetched.

Table 5-1 Representative Node Access Patterns

# Initial Main Memory Accesses
Array Access1l | Access?2 | Access3 | Access4 | Access5 | Access6 | Access?
1 T1 12 T3 T4 T5 E6 R6
2 T1 T2 T3 T4 T5 E6 13 R3
3 11 T2 T3 T4 T5 C6 11 R1
4 T1 T2 T4 T5 E6 A6 12 R2
5 T1 T3 T4 E6 A6 13 R3
7 T1 C4 A4

The second entry of Table 5-1 shows an example in which the search ends with an
end node but no match is found in the end node. As the search engine traversed the trie,
the field parent_has_match bit was used to maintain state on the last trie node that con-
tained a matching prefix. For this example stored state indicates that T3 contained the
longest matching prefix. So after the end node, the internal node for level 3 was fetched
and then the appropriate result node is fetched. The third example ends with a CAM node
instead of an end node. However, there is no match in the CAM node and so the search
logic conceptually backtracks like the previous example.

The fourth entry introduces a skip in the search pattern. After the 2nd level trie
node (T2) the next node fetched is a 4th level node. The skip_length field in the T4 node
will be set to 1 to indicate 1 level of the search was skipped. In this example the last node
containing a real matching prefix is T2. If we suppose that the bits for the skipped level
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did not match then is possible that any of the nodes T4, T5 and T6 can seem to have
matching prefixes even though they are not really matches. When no extending paths are
left the allocation block header of the last node (A6) is checked. In this example we find
that between the 2nd and 4th levels the search address deviated from the address of the 4th
level node. Using stored state and the fact we can now calculate the last node that was on
the valid search path, we can conceptually backtrack to the node containing the real long-
est matching prefix. In this case the 2nd level contain the prefix so after the allocation
header we fetch the internal node and then the result node for this prefix. So even in this
worst case access pattern with skips, the total number of memory accessesis 7.

Thefifth entry of Table 5-1 illustrates that there can be multiple skipsin asingle
search (between T1-T3 and T4-E6), and that node besides trie node (in this case an end
node) contain a skip length. For the sixth entry the 9 bits indexing into the initial array
only has asingle prefix encompassing them, this prefix isin the 4th level in a CAM node.
However in this case the CAM node can not be placed directly in the initial array since
there would be no corresponding allocation block header with the exact search to the 4th
level CAM node. Therefore a trie node must be placed in the initial array with a single
extending path to the CAM node. After the CAM node is fetched the corresponding allo-
cation header must be fetched. The simple rule that will prevent errorsis that the initial
array nodes must always be first level nodes for the search address bits 9-12.

With atarget of 25 million lookups per second, that allows 40 ns per lookup. At
200 Mhz operation, there are 8 memory accesses to the main memory possible per lookup.
As was seen in this section we need to dedicate 7 memory accesses per lookup slot for
search accesses. This leaves 1 memory access every 40 ns for a control operation. This
control operation is for update and memory management operations. Normally on-chip
SRAM memories have separate input and output data busses so there is no cost for inter-
leaving read and write accesses. This means the control memory accesses can be either
read or write and can be perfectly interleaved with the search memory accesses. It should

be noted that this is not normally possible with off-chip memory implementations.
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5.3. Memory Management

A very important part of an IP lookup engine design is the handling of memory
management. A complex memory management algorithm requires processor management
of updates which is expensive and hard to maintain. Hardware memory management with
poor memory utilization can negate any gains made by optimizations of the lookup algo-
rithm itself for space savings. Memory management is therefore a very important part of a
lookup engine and requires careful consideration.

Controlled prefix expansion has fixed size nodes (if you consider the simple
description of CPE without involving dynamic programming to minimize data structure
memory utilization) which makes memory management as simple as afree list implemen-
tation. Tree Bitmap requires variable length allocation of memory and thereforeisamore
difficult problem. However, hardware implementation of the memory management is till

desirable so we will carefully look at the memory management options.

5.3.1. Fixed allocation block memory management

For memory management with fixed sized allocation, the most efficient method of
memory management is list based. The worst case memory utilization of this scheme is
100% and the enqueue and dequeue of allocation blocks from the free list istrivial allow-
ing very high update rates. The only way that a simple free list implementation could be
applied to Tree Bitmap would be to always allocate the maximum size child array. In this
case you no longer need an extending bitmap since you can always directly index into
each child array. Also rather then having an internal bitmap and a pointer to an array of
results, we can simply put any internal results with the appropriate child. At this point the
controlled prefix expansion has been re-invented and all space saving advantages of Tree

Bitmap have been lost.
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5.3.2. Memory Space Segmentation for Memory Management

For variable length allocation blocks the memory management problem is more
difficult than for fixed sized allocation blocks. The simplest method of handling a small
fixed number of possible lengths, isto segment memory such that there is a separate mem-
ory space for each allocation block size. Within each memory space a simple list based
memory management technique is used. The problem with this approach isthat it is possi-
ble that one memory space will fill while another memory space goes very under-utilized.
This means that the critical point at which a filter insertion fails can happen with total
memory utilization being very low. Since the final worst case memory utilization calcula-
tions must include the effects of memory management, thisis an unacceptable characteris-
tic. For example, with 17 memory spaces memory utilization could be approximately 6%
at the point of insertion failure.

A possible way to avoid the under utilization possible with this technique is to
employ programmable pointers that divide the different memory spaces. A requirement of
this technigque is an associated compaction process that keeps nodes for each bin packed to
allow pointer movement. With perfect compaction, the result is perfect memory manage-
ment in that afilter insertion will only fail when memory is 100% utilized. Thisisthe gen-

eral approach taken by the reference design for memory management.

5.3.3. Reference Design Memory M anagement

Compaction without strict rules is difficult to analyze, difficult to implement, and
does not provide any guarantees with regards to update rates or memory utilization at the
time of route insertion failure. What is needed is compaction operations that are tied to
each update such that guarantees can be made. Presented here is a ssimple memory man-
agement algorithm that uses programmabl e pointers, and reactive compaction.

For the reference design, there are 17 different possible allocation block sizes. The

minimum allocation block is 2 nodes since each allocation block must have an allocation
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block header. The maximum allocation block size is 18 nodes. This would occur when
you have a 16 node child array, the required allocation header node, and an internal node
for a parent that is a trie node. The memory management algorithm presented here first
requiresthat al blocks of each allocation block size be kept in a contiguous array in mem-
ory. A begin and end pointer bounds the 2 edges of a given memory space. Memory
spaces for different block sizes never inter-mingle. Therefore, memory as a whole will
contain 17 memory spaces, normally with free space between the memory spaces (it is
possible for memory spaces to abut).

To fully utilize memory we need to keep the memory space for each allocation
block size tightly compacted with no holes. For the reference design there are 34 pointers
total, 17 a pointersrepresenting the ‘top’ of amemory space and 17 b pointers represent-
ing the ‘bottom’ of a memory space. For the reference design these 34 pointers (each 17
bits in length to allow addressing across the maximum of 128k nodes) are assumed to be
in registers though they could also be implemented in a small memory (17 bits wide and
34 entries deep).

Figure 5-10 shows an example of a portion of memory space near the top of main
memory with memory spaces for alocation block sizes of 2, 3, and 4 nodes. For Figure 5-
10 note that the memory spaces for 3 node allocation blocks and 4 node allocation blocks
are abutted. Also the 4 node allocation area abuts with the top of the 5 node space (not
labeled).
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Figure 5-10 Programmabl e Pointer Based Memory Management

Therulesfor alocating a new free block are:

1) When an allocation block of a given size is needed, check if there is room to
extend the size of the memory space for that block size either up or down. Note the mem-
ory spaces are kept compacted so there is no need for afree list within the memory space.
After allocating the new node, adjust the appropriate end pointer (either a or b) for the
memory space.

2)If the memory space cannot be extended either up or down, a linear search is
done in both directions until a gap is found between two memory spaces large enough for
the desired allocation size. For whatever distance from the free space to the memory space
needing an alocation, the free space will have to be passed by copying the necessary num-
ber of alocation block in each memory space from one end to the other. For each memory
space the free space must be passed through, this might require copying one or more allo-
cation blocks from one end to the other and adjusting its pointers. Additionally, for each
allocation block moved, the parent of the block must have it's child address pointer
adjusted to reflect the blocks new location. The mechanism for finding the parent of an
allocation block is not a ssmple one and is described in more detail at the end of this sec-

tion.
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For the example shown in Figure 5-10, if an allocation is needed of ablock that is
4 nodes in size, it will need the free space between a, and b, (we will assume the free

spaceis at least 6 nodesin size). To do this allocation, two blocks from the 3 node mem-

ory space will be moved from the bottom of the 3 node memory space to the top of that

space. Then a, and b, will be shifted UP 6 memory locations and a5 will be shifted
UP 4 memory locations making room for the newly allocated block. Note that 2 nodes are
left between the memory space for 3 and 4 nodes.

For the reference design, the worst case allocation scenario is that the 18 node
memory space runs out of adjacent free space, and all the free space remaining is at the
other end of memory between the 2 node memory space and the “top” of memory. With
the assumption that memory spaces are organized in order {allocation block size of 2
nodes, 3 nodes,..., 18 nodes} then for this worst case scenario 34 nodes of free space must
be passed from the far side of the 2 node memory space to the 18 node memory space. The
reason that 34 free nodes must be passed from end to end rather then the exact 18 nodes
needed is that as the free space propagates through memory, the larger nodes (9-17) must
still copy 2 nodes from one end of their memory space to the other to pass at least 18
nodes of free space. For the 17 node memory space, copying of 2 nodes means that we
actually need to be passing 34 nodes of free space. A very simple upper bounds (overtly
conservative but easy to calculate) of the number of memory accesses to allocate a block
can be found by counting the number of memory accesses to move 34 nodes across all of
memory and adding six memory accesses for every block moved to account for the search

and modify operation for the parent of each block moved (explained more later). This
would be {34" 17" 2} or 1156 memory accesses to move al the blocks and

{6” (2" 9+3" 3+5+6+7+8+9)} or 696 memory accesses to update the parent of
every alocation block moved. With 1 control memory access alowed every 40 ns, the
worst case memory allocation time is 74 microseconds. For later use we aso note that the
worst case alocation time for a node of size 2 is significantly less then 74 microseconds.

Thisis because in the worst case a single allocation block of each memory space must be
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propagated through memory. This indicates a worst case of 2~ g i or 304 memory
i=2

accesses for the movement of the allocation blocksand {16~ 6} or 96 memory accesses

for the updating of the parents of the allocation blocks being moved. Thefinal result is 400

memory accesses or 16 microseconds to allocate an allocation block of 2 nodesin size.

Deallocation of blocksis very smple. For the mgjority of the cases the deallocated
block will be inside the memory space and not on the edge. For this typical case, smply
copy one of the blocks at the edge of the memory space into the now vacant block. Then
adjust the appropriate end pointer to reflect the compressed memory space. If the deallo-
cated block is on the edge of the memory space then and all that needs to be done is
pointer manipulation. The worst case for deallocation is the copy of a single allocation
block, or up to 36 memory accesses.

One of the problems with compaction mentioned above is that when an allocation
block is moved in memory, the parent of the allocation block must have it’s pointer modi-
fied to reflect the new position. The problem with this requirement is that the normal data
structures for search do not include any pointers UP the tree. There are two ways around
this problem, one way is to simply include a parent pointer for every node or for every
allocation block. Since thereis a 17 bit address space for the reference design this pointer
would be 17 bits. The problem with this approach is that when a given allocation block is
moved all children arrays of the block must change their parent pointer. For the reference
design with a maximum of 17 children nodes (recall the 18th node of a maximum size
alocation block is the alocation header), this can significantly increase the worst case
alocation time and would be worse with alonger stride. Another method for finding a par-
ent is to put with every alocation block the search value that would be used to get to this
node. To find the parent of a block, a search is performed until the parent of node being
moved is found and modified. For the reference design we will use this second method
and require a header for every allocation block that includes the search address used to get
to this alocation block. A secondary use of this header block as mentioned previoudly is

for the efficient implementation of path compression. There can be an arbitrary skip
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between parent and child since at the bottom of the search, a complete address for the

block containing the final node is checked.

5.4. Updates

Forwarding-table updates describe any changes to the table. Types of updates
might be insertion of a new prefix, deletion of a prefix, or a change of a next hop pointer.
The classical approach to forwarding-table organization has the search structures ending
in anext hop pointer that can be used to simply index into a table with output port, Qos,
and more. This means that the most common routing operation which is the change of next
hop for agiven prefix, will result in the simple change of a next hop pointer. The less com-
mon operations of insertion and deletion only occur when anew prefix is added or deleted
from the routing database. However, thereis agrowing desire to support high update rates
of al types. With the number of ports on atypical router increasing from a dozen to sev-
eral hundred it is unclear to what degree routing update frequency will increase, but it will
increase. Therefore the following update characteristics are desirable:

* Incremental updates that can be done without affecting lookup rate and without
regenerating the forwarding table

* High speed updates

* An additional requirement which is more related to implementation, every
lookup must be correct. This means that a lookup can get the old or new entry during the

update, but there should never be an error lookup under any condition
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5.4.1. Update Procedures

Out of the three update procedures, prefix insertion is the most complex and is
detailed here for the reference design.  When an update arrives with prefix, prefix length,
and next hop pointer, the following steps are taken:

1) Traverse trie to find where the new prefix either deviates from the established
multi-bit nodes or to find the existing node in which the new prefix should be placed.

2) If the new prefix belongs within an existing multi-bit node then:

a) If the existing node is atrie node with amirror internal node of the CAM
type or an end node of the CAM type, and thereis room for another prefix in the node then
insert the new prefix and the update is done.

b) If the existing node isatrie node with amirror internal node of the CAM
type or an end node of the CAM type, and there is NO room for another prefix, then the
existing node must be converted to a bitmap type node and a new block must be allocated
as size 2 with an allocation header and a single result node with 3 prefixes.

c) If the existing node is a trie node with a mirror internal node of the bit-
map type, or an end node of the bitmap type, then modify the bitmap to include the new
prefix. Next the result array must be modified to insert the new prefix, this may involve
the addition of a new result node which means a new allocation block of a size one larger
then the old result array must be allocated, the modified array copied in, and the old allo-
cation block deallocated.

3) If the prefix does not belong within an existing multi-bit node and the longest
matching node is of the type trie, then the trie node must be updated to include an extend-
ing path to anew CAM-end node containing the new prefix (since the new node has 1 pre-
fix and no extending pathsit is of the CAM-end type). The details of this action are:

a) Allocate ablock 1 size larger then the previous child array of the parent

that is the longest matching node.
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b) Rebuild the child array in the new allocation block including the new
node of type CAM-end. Set the skip_length field to the appropriate number of levels
skipped between the last node and the new node.

¢) Modify the parent to include a pointer-bit to the new node by setting the
appropriate bit in the extending bitmap.

d) Deallocate the old allocation block.

4) If the prefix does not belong within an existing multi-bit node and the longest
matching node is of the end type, then the end node must be converted to atrie node and a
new child alocation block created with a CAM-end node. The skip_length field of the
new node should once again be set to indicate the number of levels skipped between the
node previoudly of the end type and the new CAM-end node.

For al of the above update scenarios, the alocation time will dominate. In the
worst case a block of indeterminate number of nodes and a block with 2 nodes need to be
alocated. Section 5.3.3. on page 71 presents 74 microseconds and 16 microseconds
respectively for the above alocations. Given the small number of memory accesses for the
update itself, 100 microseconds is a conservative upper bound for a worst case prefix
insertion. Since prefix deletions are similar to insertions 100 microseconds is a good upper
bound for all updates. A smaller upper bound than this could be found with a more precise

counting of clock ticks for memory management operations as well as update operations.

5.5. Design Details

5.5.1. Memory Access Patterns

One design detail glossed over up to this point is that for areal implementation, a

given lookup can not be done sequentially due to the latency involved with each memory
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access. Figure 5-11 below illustrates a conservative delay picture for a high performance
ASIC design in which the address is registered before going to the Synchronous SRAM
and the resulting data is registered again after exiting the SRAM. The register shown
inside the SRAM signifies that the SRAM is synchronous and induces a single cycle
latency itself. For the IBM SA-12 process being targeted by this design, this access is
known as a mid-cycle access[14]. In high speed designs the SRAMs in the SA-12 need an
additional cycle of latency, in this case the register for data from the SRAM to the search
logic could possibly be removed. The result is a 3 cycle latency from the point the search

logic generates an address to the point at which the search logic has the result of the mem-

Oory access.
| I ———|
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| |
| |
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. Logic

Sear ch State
Figure 5-11 RTL View of Search Engine

Given a 3 cycle latency for memory accesses, if lookups were done sequentialy it
would take 3 times longer then previous calculations suggest. However, if lookups for
three separate searches are interleaved then the throughput of lookups can be maximized
with a cost of 3 timesthe latency. Since 3 times the latency of one lookup is 120 nsfor the
reference design thisis still acceptable.

There are many different ways the low level memory access schedule could be
worked out for the lookups of three independent addresses at the same time. In each 120

ns period there will be 7 memory accesses for each of the 3 searches and 3 control
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accesses for updates and memory management. Similar to address searches, a desired
property of the schedule is that control accesses are spaced in order to allow the control
logic to be effective with each memory access.

Figure 5-12 shows a possible memory access pattern which would meet al the
requirements set forth. The signals defined in the timing diagram are Address Out and
Data_In, both of which match the signals of the same name in Figure 5-11. In clock cycle
0, Address Out is receiving the first address of a new search in the ‘A’ pipeline. During
the same cycle the data for the final access of the ‘B’ pipeline is presented to the search
logic by the Data In signal. In cycle 1 the first memory access of a search is launched for
the ‘B’ pipeline while data for the final memory access of a search for the ‘C’ pipeline
arrives for the search logic to evaluate. In cycle 3 the first memory access of a new search
in the ‘C’ pipeline is launched and the results of a control operation (denoted with **) is
received by the search logic (or in this case is really consumed by the control logic). The
basis of the schedule is a simple A-B-C pattern with a control operation injected every 8
cycles. A property of this memory access schedule isthat all three searchesin the pipeline

begin and end close together in time.

Address Out © Al ' Bl ' Cl @ A2 ' B2 ' C2 ' A3 @ *

Data_In " B7” ' Cr ! ** ' A1 ! BL ! Cl ! A2 | B2

g8 ' 9 ' 10 ' 11 ' 12 13 14 ' 15

AddressOut . B3 . C3 . A4 . B4 . C4 . A5 . B5 . **

Data. In . C2 ' A3 % : B3 : C3 ' A4 B4  C4

6 © 17 ¢ 18 ' 19 © 20 21 22 | 23

AddressOut ;, C5 | A6 . B6 . C6 , A7 . B7 ! C7 . ** |

Data In . A5, B5 ., ** | C5., A6 . B6 . C6 . A7,

Figure 5-12 Memory Access Patterns
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5.5.2. External Interfaces

For the reference design, the goal of the externa interface is to be as smplistic as
possible since the details of communication within the rest of the IP Forwarding ASIC
chip are orthogonal to most of the complexities of IP address lookup addressed in this
paper. Figure 5-13 shows al the external signals of the reference design.

The memory access schedule presented in the last section requires that lookups are
done three at atime, this requires a queue of search addresses waiting to enter the search
engine and a queue upon exit from the search engine since latency is stated to be fixed
through the lookup engine as a whole. The suggested design is the simplest which
involves room for 3 cellsin the queue before the search engine and a queue of 3 cells upon
exit of the search engine. The cells exiting from the search are delayed if necessary so that

al cells have alatency through the lookup engine of exactly 360 nsor 9 search times.

Result .
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Update/ | |32 Prefix
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Figure 5-13 Reference Design External Interface
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6. Reference Design Analysis

Since the reference design had deterministic lookup rate as a design parameter, the
lookup performance either empirically or analytically is not something that needs review.
The areas of non-determinism that need analysis are the memory usage, and the imple-
mentation cost. For memory usage both an analytic and empirical approach can be taken.
For implementation costs, the size of the design in an ASIC implementation is used as a
cost metric when considering the trade-offs of varying sizes for the main memory.

An additional area of non-determinism in the design is the update rate. In Chapter
5 a simple upper bounds of 100 us was found analytically. This yields a possible update
rate of 10k per second which is very aggressive compared to today’ s router implementa-

tions.

6.1. Empirical Memory Usage Results

This section explores the empirical results of mapping five databases from the
IPMA onto the reference design. This was done by creating a C program that models the
update and memory management algorithms that would be implemented in hardware.

Table 6-1 presents the basic results of the simulation. These results do not include
nodes stored in the initial array, additionally trie nodes skipped due to path compression
are not counted. The first row presents the number of prefixes in the database which
ranges from about 3 thousand to over 40 thousand. Rows 2 through 6 present the node

counts for the 5 major “search” nodes. These nodes are one of 3 basic types: trie nodes,
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internal nodes (nodes mirroring trie nodes with at least 1 prefix), and end nodes (replacing
trie nodes with no extending paths). For both internal and end nodes with less then 2 pre-
fixes, the node is of CAM type with the next hop pointers embedded in the node, other-
wise an internal bitmap is used. Internal bitmaps point at one or more result nodes that
each contain up to 3 prefixes. The number of result nodes are found in row 7 of the table.
For every allocation block an allocation header node is needed and row 8 presents the
number of nodes of this type. The second to last row presents the total number of nodes
needed to represent the database.

Table 6-1 Reference Design Empricial Size Results

Database Name
Mae East Mae West Pac-Bell AADS PAIX
Number of Prefixes 40902 19229 22246 23373 2994
Trie Nodes 2411 1588 1714 1775 521
CAM Internal Nodes 1117 620 632 673 55
Bitmap Internal Node 270 520 58 73 48
Bitmap End Nodes 4765 1448 2546 2709 183
CAM End Nodes 9779 6145 6832 7042 1805
Result Nodes 10568 4179 5240 5306 278
Allocation Nodes 7526 3975 2673 4221 768
Total Nodes 36436 18475 19695 21799 3658
Nodes Per Prefix .89 .96 .89 .93 1.22

Looking at the results of the simulation in Table 6-1, one simple observation is that
the total number of nodes is approximately equal to the number of prefixes within about
15%. The final row presents the number of nodes per prefix for each database. Given the
five databases the ratio of nodes per prefix seems to decrease as the database gets larger.
For future databases larger then Mae East, it could be extrapolated that the ratio of 0.89
Nodes for every prefix is a conservative estimate. For the reference design with possible
main memory sizes of 16k, 32k, 64k, 98k, and 128k nodes, we can conservatively estimate
the node to prefix ratios will be: {1.22, 0.96, 0.89, 0.89, 0.89}. This suggests that actual
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database sizes supported for the varying memory sizes might be {13k, 33k, 72k, 110k,
143k} .

Table 6-2 presents a more detailed analysis of the data presented in Table 6-1. The
first row in Table 6-2 repeats the prefix count for each database, the second row gives the
total size of thetable for each database. The third row gives the total number of bits stored
for every bit of next hop pointer. This number can be useful for comparing storage
requirements with other lookup schemes since the size of the next hop pointer variesin the
published literature for other schemes. Notice that the bit ratio generally decreases as the
number of prefixes decreases. This implies that larger databases are more efficient with
less hits per prefix bit. The third row summarizes the percent overhead of the allocation
headers used for memory management (MM). For 4 out of 5 databases the memory man-
agement overhead is around 20% and does not seem correlated with database size. The
next two rows of Table 6-2 are the table size and * bits per next hop pointer bit’ without the
allocation headers counted. The reason the table size is recalculated without the memory
management overhead, is that results for other IP address |lookup schemes (like the results

in Table 2-2) traditionally do not contain any memory management overhead.

Table 6-2 Analysis of Empirical Results

Database Name
Mae East Mae West Pac-Bell AADS PAIX
Number of Prefixes 40902 19229 22246 23373 2994
Total Size 1.4 Mbits 702 Kbits | 748 Kbits | 828 Khits | 139 Kbits
Storage per Next Hop Pointer bit 2.85 3.04 2.8 2.95 3.87
MM Overhead 20% 21% 13.5% 19.4% 21%
Total Size without MM 1.1 MBits 551 Kbits | 636 Kbits | 668 Kbits | 109 Kbits
Storage per Next Hop Pointer bit 224 2.38 2.38 2.38 3.03
(Without MM) { bits}
Path Compression Savings 16% 24% 23% 21% 35%

The total storage per next hop pointer bit without memory management for Mae
East is 2.24 bits per prefix. For Lulea[6] with the Mae-East database (dated January 1997




85

with 32k prefixes) 160 KB are required which indicates 39 bytes per prefix or 2.8 bits per
next hop pointer bit (they use 14-bit next hop pointers). This analysis suggests that the ref-
erence design and of Tree Bitmap is similar in storage to Lulea but without requiring a
complete table compression to achieve the results. The fina row of Table 6-2 gives the
trie node savings by the use of path compression. On average 1 out of every 5 original trie
nodes had only 1 extending path and no internal prefixes allowing it to be optimized out
with path compression. While the main reason path compression was introduced was to
improve worst case bounds on memory storage, the empirical results indicate a real sav-

ings in practice by the optimization as well.

6.2. Projected Worst Case Memory Usage Analysis

Aswas explored in Section 5.2.2. on page 63 without path compression the worst
case scenario is when every prefix is maximum length and therefore requires a node for
every level of the trie, (two nodes with allocation headers taken into account). With the
path compression approach, thisis no longer the worst case. In fact when path compres-
sion, CAM nodes, internal nodes, result nodes, and allocation headers are all taken into
account, the analysis of the worst case memory usage is quite difficult. The approach
taken here is to explore multiple ‘bad scenarios' that exploit various weaknesses of the
reference design in order to project a plausible worst case.

For the first scenario, we will try to recreate the non-branching path scenario
described above by placing a prefix at each node to keep path compression from working.
Imagine paths from theinitial array to the bottom of the tree in which every trie node has 1
internal prefix and 1 extending path (note this scenario is not quite possible since at the top
levels there would not be enough possible nodes for a single extending path from each
node with any reasonably large database). For this scenario each prefix isin an allocation

block with an allocation header, a trie node (from the extending path), and an interna
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node (actually a CAM internal node since there is only 1 prefix). The result is for n pre-
fixes, there will be 3n nodes in the worst case. For this scenario the maximum amount of
memory considered for the reference design (128k nodes) would yield support a worst
case database of 42k prefixes. This scenario exposes the overhead of the allocation header,
does not have any path compression, and forces an internal node for every prefix above
the leaves.

For the next scenario, the above non-branching path caseis atered to add moretrie
node overhead but keep the allocation header overhead still significant. The approach isto
create a binary tree with the nodes above the leaves each having 1 internal prefix and 2
extending paths. This arrangement requires internal nodes (but of the CAM type) for every
prefix attached to atrie node. In this scenario each allocation block above the leaves typi-
cally has the header, 2 trie nodes, and an internal node (with a single prefix). This means
there are 4 nodesto every prefix. For the prefixes at the leaves of the binary tree, there will
be an allocation header and CAM node or 2 nodes per prefix. Note the binary tree is not
full since the leaves of the binary tree do not have siblings. For a full binary tree, there
would be approximately n prefixes at the leaves and n prefixes above the leaves. In this
case there are half the number of nodes at the leaves so there are 1/3*n prefixes at the
leaves of the tree and 2/3*n above the leaves. If nisthe number of prefixes then the equa-
“n’ 4+%’ n’ 22 or 3.33n. Thismeans

that with 128k nodes (the high end of memory space possible for the reference design)

: : _ 1
tion for the required number of nodesis. |
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about 38k prefixes would be guaranteed storage if this scenario were worst case.

For the next scenario, the waste in the use of result nodes is exploited (as opposed
to having al next hop pointer resultsin CAM nodes asin the above scenarios) by thinking
about groups of 3 prefixes together. If prefixes existed alone or in groups of 2, the internal
node would be of the CAM type and not require a separate result node. We take the binary
tree scenario and substitute groups of 3 prefixes every time there was 1 before. Above the
leaves for every trie node with internal prefixes there would be a child array with an allo-

cation header, 2 trie node children, and an internal node. Additionaly the internal node in
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this case will point to a result array that will contain an allocation header and a single
result node. The result is 6 nodes for three prefixes which is aratio of 2 nodes per prefix.
For the leaves there will an allocation header and an end node which will point to a result
array with an allocation header and a single result node. Therefore the leaves will have 3

prefixes and 4 nodes for a ratio of 1.33 nodes per prefix. The final result is

g or 1.75 nodes per prefix. Clearly thisis much better then either of
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the previous scenarios. The summary for this example is that the overhead of result nodes
and additional allocation headers is more then offset by the advantages of concentrated
prefixesin one place.

In summary the worst case scenario found in this section has aratio of 3.33 nodes
per prefix which is conjectured to be the worst case for the design. To complete the analy-
sis the explicit effects of memory management on memory usage must be included (the
implicit cost of the allocation headers used for memory management have already been
counted). As presented in Section 5.3.3. on page 71, 34 nodes is the explicit overhead for
memory management. Thisis such a small number compared to the number of nodesin a
typical database (10's of thousands) it will not significantly effect any numbers.

The worst case analysis of memory usage can be an iterative one with modifica-
tions to the lookup algorithm and data structures. For example the CAM node and path
compression techniques are not fundamental to the correctness of the lookup algorithm
but smply aid in empricial and analytical memory usage numbers. Additional optimiza-
tions to counter the above pathological scenarios could include new node types that com-
press a small number of internal prefixes and extending paths into a single CAM type

node.
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6.3. Implementation Analysis

6.3.1. Gate Count Analysis

In this section the implementation costs of the reference design presented in Sec-
tion 5. on page 58 are estimated. In the early analysis of adesign there are several parame-
ters that can help characterize a design. Some of these parameters answer the following
guestions:

* How many clock domainsin the design and what are the rates of each domain?

* What is the width of the interface to the design? For analyzing an entire ASIC
this results in a pin-out analysis, for a block of an ASIC (like the reference design was
focused on) the interface isinternal.

* How many flip flop bits are there? How many gates?

* How many SRAMSs are there of types single and dual port? How many total bits
of SRAM for each type?

Some of these questions can be answered based on the details presented so far. The
reference design is a synchronous design running at 200 Mhz throughout. The externa
interface is 102 bits wide and also operates at 200 Mhz. To estimate the number of register
bitsin the design it is necessary to review the various blocks in the design and call out the

storage necessary for various functions asis donein Table 6-3.

Table 6-3 Flip Flop Count in Reference Design

Block Function Flip Flop
Count
Main Memory For every Address and Data bit interfacing to the ram, the sig- 93
SRAM Interface nals need to be registered in this block {38*2 + 17}
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Table 6-3 Flip Flop Count in Reference Design

Block Function Flip Flop
Count
Initial Array SRAM | For every Address and Data bit interfacing to the ram, the signal 117
Interface needs to be registered in this block { 56* 2 + 9}
Search Engine A complete node needs to be registered for each fetch for each 798
of the three lookups in parallel {3*(38* 7))}
Every external signal needs to be registered 45
All search addresses within the L ookup Engine at the same time 288
must be stored {9* 32)
Memory Manage- For each of the 17 memory spaces, a begin and end pointer 578
ment needs to be stored { 17* 17* 2}
When copying block anode at atime, the current node and dual 72
address pointers are needed { 17*2 + 38}
Updates Every external signal needsto be registered 57
The update logic performs searches on the prefix to be inserted 266
and must be able to store all nodes in search{ 38*7)
When adding a child to a node the old and new nodes must be 76
stored in registers for manipulation{ 38* 2).
Miscellaneous To attempt and account for the flip flops that have been over- 250
looked (like state machine storage, additional pipelining storage,
etc.), an additional 250 flip flops are added to the tally.
Tota 2640

With a total of 2640 flip flops, an estimate can be made of the gate count by
using an approximation of 7 gates per flop for atotal of 18480 gates. This approximation
includes a built-in scan path which is included with many high end ASICs produced com-
mercialy for testing. Since the target process for this reference design is the IBM SA-12
process, the gate count per flop would ideally come from the data book, but that number is
not supplied. For the estimation of combinational logic the normal approach isto first esti-
mate the size of major logic structures like comparators, multiplexors, and adders. The IP
Lookup engine while obviously having significant control logic for search, updates, and
memory management does not have any maor logic structures. Based on prior design
experience, the combinational gate count is estimated to be 50k-75k gates. With the gate
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count for the flip flops added in the total gate count ranges from 68.4k to 93.4k. Using

the rule of thumb that in a quarter micron process (drawn) the ratio of gatesto areais 40K

gatessmm? we can estimate gate area as ranging from 1.71 mm? to 2.33 mm?.

6.3.2. Design Summary

For SRAM, the reference design has assumed a range of possible main memory
sizes: 16k, 32k, 64k, 96k, and 128k nodes. Table 6-4 shows these 5 different memory
sizes and for each presents the total table size, total design area (for SA-12 process), and
the percent of an ASIC (144 mm2) the design occupies. The final two columns first report
the worst case number of prefixes supported with that table size based on the calculated
ratio of 3.33 nodes per prefix (Section 6.2. on page 85), and the empirical prediction for
table size (Section 6.1. on page 82).

Table 6-4 SRAM Quantity effect on Die Area

Size of Main Size of Main Totalb Percent of Worst Case E”.‘p'.” cal
Area ASIC for Prediction for
Lookup Table Lookup Table (Square Main Number of Number of
(Number of Nodes) in KBits? c Prefixes )
mm) Memory Prefixes
16k 608 12.63 8.8% 4800 13k
32k 1216 22.93 15.9% 9600 33k
64k 2432 43.53 30.2% 19200 72k
96k 3648 64.13 44.5% 28800 110k
128k 4864 84.73 58.8% 38400 143k

a. Given 38 bits per node
b. With 59k bits per square mm in quarter micron IBM process (SA-12)
c. Withal.2 cm per side of die
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6.3.3. Design Scalability

Given that ASIC solutions can be iterated less slowly then say software solutions,
the length of time a single implementation (like the reference design presented in this the-
sis) will be effective is an important consideration. Additionally, the long term application
of the Tree Bitmap Algorithm (with future revisions of the lookup chip) to the problem of
IP Lookupsis an interesting question.

The main area of growth that we consider hereisin database size. To project future
database sizes a history of total BGP prefixes from January 1, 1995 to January 1, 1999 was
studied[45]. The growth in a4 year time period was approximately linear and had a slope
of 9.25 thousand prefixes per year. In January 1999, the report shows approximately 61k
BGP prefixes in existence. If alookup engine was required to hold all BGP network pre-
fixes, and if the prefix growth rate continues to be linear then the reference design with
128k entries (projected typical support of up to 143k prefixes) could potentially be large
enough until the year 2008. In reality several reasons would result in not using the same
ASIC design for that length of time; Reasons includes. database change in distribution
causing worse prefix to memory ratio, increase in line rates causing OC-192c rate to
become obsolete, change in Internet standards (like increase of |P address length).

For future IP Lookup Engine designs implementing the Tree Bitmap Algorithm, an
estimate can be made of the database sizes that could be supported. A recent empirical
version of Moore's Law quantifies the growth of large commercial ASICs to be an order
of magnitude in complexity every 5 years[42]. This suggests that if today a5 Mbit lookup
table is feasible, in 5 years we could see a 50 Mbit SRAM table. As the table size
increases, the address pointers will have to increase also. With a 24 bit address pointer, up
to 16 million table entries could be handled. If table entries are increased by 7-bits to han-
dle the increased addresses, a 1 million entry lookup table could be constructed in a high
end ASIC in 5 years. If the database distributions continued to resemble the Empricial
results collected in this thesis, this would indicate that a typical database size of over 1

million prefixes could be fit in the table. Additionally, guarantees could made of support
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for hundreds of thousands of prefixes. During this same 5 year time period, if the growth
of prefix count in forwarding databases follows historical trends (discussed in the last
paragraph) they would grow to a size of approximately 107k prefixes. If prefix databases
continue to grow linearly, and ASIC complexity exponentially, the Tree Bitmap Algo-
rithm should continue to be a reasonable choice for prefix address resolution. With
increases in link rates, however, the goa will be to handle growing database sizes while
also increasing the lookup rate. Some approaches to increasing lookup rate involve paral-
lelism and pipelining with segmented tables. Both of these approaches to increasing the

lookup rate will reduce the actual number of prefixes supported.
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/. CONCLUSIONS

The goal of thisthesisisto detail a new algorithm for 1P Lookups called Tree Bit-
map and then illustrate that approach with a reference design.

The research contributions of the thesis are listed below:

Taxonomy and evaluation of existing I P Lookup schemes
There have been numerous approaches to IP Lookups in the past two years, but
thisisthefirst attempt to evaluate all known approaches for hardware implementa-
tion. The details of these approaches are explained and then a summary of the

strengths and weakness of each of the algorithms are presented.

Tree Bitmap algorithm for IP lookups
A new algorithm for IP Lookups is presented. This Algorithm is optimized for
hardware implementation and balances high insertion rates, fast lookup time, and

small memory size.

Reference implementation of an IP Lookup engine
A reference implementation is presented which illustrates the tree bitmap algo-
rithminareal system. The reference design operates at 25 million lookups per sec-
ond which is able to support the maximum packet rate for OC-192c links. The
memory usage for the reference design is better then 1 table entry (38 bits) per
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prefix across several sample databases. For Mae East (a popular 41k prefix table) a
total of 36k memory entries were required for atotal storage of 1.4 Mbits.

New memory management algorithm
A new Memory Management Algorithm was presented that is optimized for the
tree bitmap agorithm. For severa simulations across a variety of databases, the
total overhead for memory management was under 21 percent. Conventional
memory management algorithms do not provide the performance or low overhead

of the scheme presented in this thesis.

There are several questions that need to be further explored.

First, memory management and updates were explored only for the entirely on-
chip reference design. With off-chip implementations the amount of memory is potentially
orders of magnitude greater, random access rates are normally slower, the memory must
often be segmented, and the multiplexing of read and write accesses are problematic due
to asingle multiplexed data bus. Clearly table management with off-chip implementations
needs to be further explored.

Second, worst case update bounds were not aggressively analyzed in this thesis.
For area ASIC implementation, especialy a commercia one, detailed analysis must be
done down to the clock tick to provide worst case update times giving the highest possible
update rate. Improvements to the search or memory management algorithms may also
improve worst case memory usage bounds.

Finally, the problem of hardware design for more general packet classification in
which there are prefixes in both the source |P address and the destination |P addressis an

areathat needs more exploration.
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