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Abstract

Thispapempresenta Real-timeUpcall (RTU) [1] basedrcp/ipimplementatiothatguaranteethrough-
putfor continuousmediaapplicationsandensuredow latengy boundsfor interactive applications.RTU is
an endsystenrate-basedchedulingmechanisnthat provides quality of service(Qos), in termsof cpu
cycles, to applications. We restructuredhe existing NetBSD TCP/IP implementationto exploit the RTU
concurreng modelandto provide predictableperformance.

Our experimentalresultsshav thaton two 200 MHz NetBsD pcCs connectedy a 155MbpsaTM link,
the RTU basedkernel TcP/1P implementatiorprovides excellentthroughputguaranteesor periodic con-
nectionsregardlesshe systemor network load. Theroundtrip time (RTT) for low-delayconnectionsvith
messagaizeof 1 KB is typically aslow as600micro secondsandonly increaseslownly with increasing
systemload. Anotherimportantresultis thatthis performances preseredevenwhenall threetypeof con-
nectionscoeist in ourtestbedthe periodicconnectioris guaranteedts shareof bandwidth thelow-delay
connectiorachiezeslow RTT of 1.2msec while the best-efort connectiorstill makessteadyprogress.

1. Intr oduction

The emegenceof high-speedetworking providesopportunitiesor a variety of multimediaapplicationgo
communicateacrossthe internet. Theseapplicationstypically have end-to-endquality of service(Qos) re-
quirementgo achieve betterperformancefor example,continuousmedia(cMm) applicationsneedto resere
network and cpu bandwidthduring their entire executiontime, and interactve applicationsneedto mini-
mizethe queueindateng in boththe network andendsystemsProviding Qos for multimediaapplications
is essentiallyan end-to-endssuebut can be decouplednto two parts: Qos provision in networks andin
endsystemsProtocolssuchasRrsvP [2] have beenproposedo managenetwork resourcegfficiently andto
supportdifferentclasseof applicationspecificQos. Similarly, operatingsystemsnustmanagethe endsys-
temresourceso meettheapplicationQos requirementsn termsof guaranteed¢Pu bandwidthandminimum
gueueingdelays.

1.1. EndsystemQuality of Sewice

The key issuesn providing Qos in endsysteninclude: (1) policiesthat classifyapplicationtypesbasedon
their servicerequirements(2) an efficient schedulingmechanisnthat enforcescpu bandwidthguarantees;
(3) separatalatapathsfor protocolprocessingamongconnectiongo minimize interferencegndto prevent
possiblepriority inversions;(4) early packet demultiplexing sothatresourcecompetitions suchascpu and
memoryscarcity canberesohedpromptly.

We classifymultimediaapplicationdnto threecateyories:
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e Continuous mediaapplications, suchasaudio/videaapplicationstypically exhibit periodicdatagen-
erationandrequireconstantime to processanapplicationdataunit (ADU). Thequality of this type of
applicationis mainly dependentiponhow their periodic naturecanbe presered during the network
datatransferand endsystendata processing. To achiere satistctory performancan termsof pre-
dictablethroughputandjitter variation,the operatingsystemmustthenallocateadequatepu cycles
every processingperiod.In this paperwe referto this typeof connectiorastheguaranteed-bandwidth
connectioror periodicconnectiorfor short.

¢ Interacti ve applications, suchasCORBA RPCs, userelatively small messagebut are highly delay-
sensitve. For this type of application,the os mustminimize the schedulingoverheadsand queueing
delayat network interfaces.We referto this type of connectiorasthelow-delayconnection.

¢ Bulk data disseminationapplications, suchasfile transfer do not have specificbandwidthor lateng
requirementsand are commonlyreferredto asbest-effort connections.The os mustensurethat the
existenceof besteffort connectionswill not degradethe quality of otherhigher priority applications,
while alsoavoid cpu stanation of the besteffort connection. A typical solution of this problemis
to use admissioncontrol mechanismo resene a certainamountof cpu bandwidthfor best-efort
connections.

1.2. Previous work and our motivations

Real-timeUpcall (RTU) is a novel schedulingmechanisnthat usesa priority-basedschedulingpolicy to
allocatecpu cyclesto applicationsin a periodicguaranteednanner1]. FurthermoreRrTu reduceghe cost
of context switchesby adoptinga delay preemptionpolicy. The designandimplementatiordetailsof the
RTU mechanisnmaredeferredto Section3. RTU hasbeenusedto implementthe TCcr/IP protocolsuitein the
userspacd3], andexperimentaresultsshav thattherestructuregrotocolprocessingeliably providesQos
guarantees.

However, for reasonsuchasefficiency andsecurity protocolsuitescontinueto be kernel-residentAp-
plicationsand middleware, suchas CORBA, often rely on the standardsoclet systemcall interface. It is
thereforedesirableo adaptthe RTuU mechanisnto the kernelspaceandto integratethe RTu mechanisnwith
kernel-residenprotocols.

Thedataprocessindor anetwork connectiorconsistof kernelprotocolprocessing@ndapplication-level
dataprocessingThesetwo partsarecoupledby soclet databuffering, andtheir computatiortime in termsof
dataunitsshouldbebalancedo achiese higherperformanceOur goalsarethereforeto provide amonolithic
schedulingmechanismacrossthe userand kernel spaceto provide Qos on a per connectionbasis,andto
utilize cpu bandwidthefficiently.

Our experimentakesultsshav thatontwo 200MHz NetBSD PCs connectedy a 155MbpsaTtwm link, the
RTU basedkernelTcp/IP implementatiomprovidesexcellentthroughputguaranteeor periodicconnections
regardles®f thesystenmor network load. Theroundtrip time (RTT) for low-delayconnectionsvith amessage
sizeof 1 kB is typically aslow as600micro secondsandonly increaseslowly with increasingsystemioad.
Anotherimportantresultis thatthis performancés preseredevenwhenall threetype of connectiongoexist
in our testbedtheperiodicconnections guaranteeddequatéandwidth thelow-delayconnectiorachieres
low RTT of 1.2 msecwhile thebest-efort connectiorstill makessteadyprogress.

1.3. Outline of the paper

Therestof the paperis structuredasfollows. In section2, we discussotherwork relatedto providing Qos
in endsystemsWe thengive somenecessarpackgroundn the RTU approachn section3. In section4, we
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identify the problemsinvolvedin Qos supportfor protocolprocessingandthe integrationof RTUs with the
kernelTcp/Ip implementationin section5, we present®ur RTU basedrcp/ip architecturelmplementation
detailsandexperimentakesultsaregivenin section6 and7. Section8 concludeghe paper

2. RelatedWork

Earlierwork in [4, 5] identifiesthe time constraintsand computationrequirement®f continuousmediaap-
plications,andintroducescpu schedulingnechanism$o supportreal-timecommunicatiorandcomputation
servicesincluding datacomputations)/O services,and communicationprotocol processing.More recent
work in 0s schedulingsupportfor multimediaapplicationsaddressea richersetof Qos requirement$6, 7],
wherethe supportfor real-timeapplicationsis integratedwith the supportfor interactve and corventional
applications.

Protocolprocessingn multimediasystemsonstitutesa relative large part of the total computatiortime
requiredoy multimediaapplications Lots of work hasbeendonein supportingreal-timeprotocolprocessing.
In[8, 9], real-timethreadsareusedfor prioritizedprotocolprocessingEachthreachandlesadifferentpriority
classandthe priority of the threadmatcheghe priority of the pacletsit handles.The disadwantageof using
multithreadingis its context switching overheadsdue to the preemptve schedulingrequiredfor real-time
threads.Theexcessve context switchescoupledwith datalocking contentiondeadto poorperformanceand
low systemutilization. Furthermorereal-timeos, suchasSolaris,only providesa fixed numberof priority
levelsandis notgearedowardsthe periodicschedulingof variousmultimediaapplications.

Anotherapproachof supportingdifferentprioritiesin protocol processings to implementthe protocol
stackasauserlibrary [3, 10, 11, 12, 13]. As aresult,communicatiorprotocolprocessindpecomesnexten-
sionof procesghreadsandcanbetreatedasfully preemptve blocksby the os schedulerThe advantage®f
implementingprotocolin the userspaceareimplementatiorflexibility , easinesef detuggingandmodifica-
tion, andallowing applicationspecificoptimizations.However, userlevel protocolimplementationgmpose
concerndn securityissuesandits processingefficiencgy, sincethe integrationof application-leel protocols
with the restof the operatingsystem,which provideslow level systemabstractionsneedsto be properly
guardedandintroducesextra overheads.

The Scoutos [14] usesthe notion of PATHS to associateesourcaequirementsvith the flow processing
componentsin [15], a similarideaof process-pechannelis used.Qos for multiple channelsare provided
via appropriatecPu schedulingof channelhandlers. However, work in [15] only providescoarsegrained
Qos support,in thatflows areclassifiedasreal-timeor best-efort, andFiFo schedulings usedwithin each
class.

Althoughthe theory of providing Qos is well recognizedthe repetitve anditerative natureof protocol
processings clearly obsened,andthe mechanismsf real-timeschedulingarematurelydeveloped,we are
notawareof ary existingwork thatcloselyintegrategheoryandpracticeto improve performancef standard
protocolssuchasTcP/IP. We believe that our work is the first to supportcoexisting high-throughputand
low-latengy TCP/IP connectionsn anendsystem.

Ourwork focusen endsystenpos guaranteesT heiterative natureof networkedapplicationmpliesthe
dataunit boundaryto be a well-definedpreemptiorpoint, whereno datalocking is required.We restructured
the TcP/IP protocolusing cooperatie schedulingin which the lower priority flow explicitly yields cpu at
the messagdoundary The constantprotocol dataunit (PDU) processingime limits the possiblepriority
inversionandresultspredictablgperformanceOur implementatioris basedon the NetBSD operatingsystem
andreusegheexisting Bsb TCP/IP code.Thisretainsthe Tcp dynamicbehaior andallows usto moreeasily
comparewith the performancef existing protocolimplementation.
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3. Background

The solutionwe presentedin this paperof providing endsystenos is basedn the Real-timeUpcall (RTU)
mechanism.RTU is a real-time concurreng schedulingmechanisnthat allows applicationsto explicitly
registera codesggment(an RTU handler)with associatedyos parameters.The RTU scheduleusesRate-
monotonicwith DelayedPreemption(RMDP) policy that exploits the iterative natureof protocolprocessing
to reducecontext switchingoverheadandto increaseendsystenefficiency.

More detailsof the RTu mechanisntanbe foundin [1]. In this section,we briefly introducethe nec-
essaryackgroundnformationby first examininghow the cpu requirement®f protocolprocessinganbe
characterizeavith a periodicprocessingnodel. We thenexplain the RMDP schedulingpolicy andits imple-
mentationwith RTU in userspace.

3.1. The Periodic ProcessingModel

A multimediaapplicationhastwo importantproperties: the constanttime to processa dataunit and the
maximumdelayof a dataunit that canbe toleratedwithout noticeableperformancedegradation. Although
Qos requirementyary amongapplicationsthey canbe realizedusingthe periodicprocessingnodelshavn
in Figurel.

Numerousproposaldhave beenmadefor multimediacomputingprocessingnodels.[16] We choosethe
periodicmodelbecausét is easyto implementandadequatdor analysis.

T T
e c
S S+T S+2T
D D
S: start time T: Period
D:Deadline C: Computation time

Figurel: PeriodicProcessindg/odel

Usingthis modelfor real-timeprotocolprocessingye definethe period T of areal-timedatastreamto
bethecomputation time C plusthemaximumdelaythatcanbetoleratedeitherdueto applicationbuffering
or by the users perception.The period T canalsobeviewedassettinga deadlinefor processinghe current
dataunit. The processingime for a protocoldataunit (PDU) is typically constantthereforethe computation
time C is decidedby the sizeof a PDU andcanbe expressedn numberof PDus. Consequentlythe value of
% representshethroughputrequiredby the application.

To further generalizethis model,we canview C asthe time neededo processmultiple Pbus during a
singleperiod. This generalizatioris called“batching” andallows an applicationto specifya flexible band-
width requirementThescheduleensureshatatleastone,andupto B, PDUswill beprocessedh aperiod,
dependingnthe systemoad.

3.2.The RMDP SchedulingPolicy

A completeanalysisof Rate-Monotoniavith DelayedPreemption(RMDP) schedulingcanbe foundin [17].
We illustratethis policy only briefly to aid understandingf someof our experimentakesults.
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Figure2: The RMDP SchedulingAlgorithm

Figure2 shavstherRMDP schedulingalgorithm. It is designedo exploit theiterative natureof multimedia
processingpy treatingeachiterationasanatomicoperation.Preemptiongnly occurattheboundarie®f data
unitswhereno datalocking is required.Hence ,RMDP avoidsthe priority inversionproblemthatcommonly
happensn afully preemptve operatingsystemandreduceghe costof context switching.

In RMDP, the priority of a taskis inverselyproportionalto the taskperiod. Uponthe arrival of a higher
priority task,the scheduledoesnot preempta lower priority taskimmediately but rathernaotifiesthe lower
priority taskof thiseventthrougha shareccommunicatiordatastructure Cooperatiorof all RTusis expected
sothatafterthe notificationof anarrival of a higherpriority task,the lower priority taskexplicitly yieldsthe
cPuU atthe preemptiorpoint andexits the function.

In our currentimplementationwe assumecooperatie RTUS yield at iterationboundariesput the Qos
enforcemenshouldalsoconsideregulatingamisbeha&ing RTu handlerby ensuringhat: (1) anrTU handler
invocationdoesnot run pastits statedcomputatiortime; and(2) anRTuU yieldsthe cpu whenit is requested
to doso.

3.3.The Real-Time Upcall Approach

Theupcallmechanisnis awell recognizedperatiorfor efficient protocolimplementatiorj18]. A Real-Tme
Upcall (RTU) is similarto anupcallwith the additionalfeaturethatanrRTu handlerfunctiongetsaguaranteed
shareof the cpu over periodictime intervals.

RTU hasbeenimplementedin the NetBSD operatingsystem,andits overall organizationis shown in
Figure3. The RTU facility is layeredon top of the normalunix processschedulingmechanisnso thata
runnablerTu takes precedencever a runnableuNix process. When no runnablerTus are presentthe
systenrevertsto normalprocessscheduling.

An applicationprocesausesthe RTU systemcall API to registera functionasan RTU handlerwith the
Qos parametersexecutionperiod and computationtime in termsof dataunits. RTUs are scheduledising
the RMDP policy aswe presentedn the previous section. At the beginning of anRTU period,the scheduler
insertsthe RTU into therun queueandordersthe run queueby RTU priority with the highestpriority RTU at
theheadof thequeue An RTU handleiis upcalledwhenit reachesheheadof therun queue An RTU handler
exits underoneof two conditions:it hasfinishedprocessingll currentdataunits (pdu B,) orayield
requeshasbeenpostedandit hasfinishedprocessinghe minimumdataunits( ;) in thisiteration. In either
caseanRTU handlerexplicitly exits afterits critical section,avoiding the otherwisenecessargatalocking,
andreducingthe costof context switching. The systemstateis restoredafterthe handlemreturns.

To supportlow-delay streamswe alsoimplementedeactiverTus. The activation of the reactve RTUS
is event-basedeither on a paclet arrival event or on a systemcall, so the endsystenschedulingdelay is
eliminated. However, suchunschedulegbrocessingnay causeunpredictablébehaior and may jeopardize
the systemnormalscheduling so techniquesnustbe usedto preventreactive RTUs from monopolizingthe
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Figure3: RTU Organization

CcPU [19]. In our experimentsyeactive RTUS areusedonly for smallmessagewith sporadicnvocationsso
thatthe cpu time spentonreactve RTUs is smallenoughnot to disruptthe systemscheduling.

4. Problem Statementand Solution Outline

In this section,we investigatethe issuesin the existing NetBSD operatingsystemandthe BSD TCP/IP pro-
tocol suitestructurethat obstructthe provision of Qos for multimediaapplications.We alsoshov how the
integrationof the RTU mechanisnwith the Tcp/IP protocolsuiteaddressetheseproblems.

4.1. The operation of existing unix Tcp/P protocol stack

The asynchronisnof protocolprocessingnostly occursin the protocolinput datapath,wherecpu controls
aretransferreduponnetwork eventssuchaspaclet arrivals andtimer expirations. The typical BSD TCP/IP
protocolstackis illustratedin Figure4.

We briefly describehe sequencef operationsipona paclketarrival. Whenpaclet arrivesatthe network
interface, anhardwareinterruptoccursandthe cpu jumpsto the device interruptrouintefor link layerpaclet
processing. Then, the adaptorqueuesthe paclet accordingto its link layer headerand postsa software
interrupt. The interrupthandlerordersall softwareinterruptsaccordingto their priorities andscheduleshe
interruptroutinewhenits priority level is reached.For Tcp/IP protocol processingthe software interrupt
routineis thep inputfunction. The pacletis thenprocessethroughthe Tcp/1P protocolstackandenqueued
into its soclket queue.Whenthe procesghat ownsthe socletis scheduledy the uNIX processschedulerit
readsthe messagérom the socket anddoesapplicationspecificoperations.

4.2.Problems

We identify the problemsthat needto be solvedto achieve efficient real-timeprotocolprocessingvith Qos
guaranteeasfollows.



TCP/IPImplementatiorwith EndsystenQoS 7

4
Socket : KERNEL

Queue Scheduleﬂ

T USER
I

Protocol
Stack
1P
IP Packet Interrupt
Queue Handler

‘ Network Adaptor ‘

From Network
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e Concurrency control betweenprotocol and application data processing-or securityreasonspperat-
ing systemausuallyexecutekernel-lesel codein a protectedmode,andenforcekernel-anduserlevel
codeboundariesising hardware protectionfacilities[20]. As the kernelprovidesbasicsystemfacil-
ities, controlsuserprogramsto accesaunderlyinghardware (e.g. network links, disks)andsoftware
constructge.g. protocols filesystems)jt executesat a higherpriority thanthe userlevel code. Con-
sequentlykernel-residenprotocolsareprivilegedover the applicationprogramsand canpreemptthe
applicationuponthe pacletarrivals. For a TCP connectionhowever, protocolprocessingandapplica-
tion level dataprocessing@retightly coupledthroughthe soclet layerbuffering. If anapplicationdoes
not have enoughcpru cyclesto promptly readfrom or write into the soclet buffer, the Tcp protocol
will eventuallystall andwait for the application whichresultsin unpredictablgperformance.

e Asynchronous event processingProcessingdf network and protocol eventssuchas paclet arrivals is
usuallytriggeredby interruptsand happensasynchronouslyo the users processeslinterruptdriven
schedulingdisruptspriority basedschedulingschemegesultingin priority inversion. For instance,
thearrival of a packet atthe network interfaceinitiatesthe protocolprocessindor a connectiongven
thoughthe currently running processmay not be the processthat owns the connection. Therefore,
processingf pacletsbelongingto alower priority connectiorinterfereswith the executionof ahigher
priority processandleadsto Qos violations.

o Packet processingorder In the currentoperatingsystemmodel, resourcesuchasip packet queueare
sharedamongall connectionsaand sened on a first-come-first-sergd basis. Whena large paclet of
a lower priority connectionis queuedin the front of the FIFO queue,it delaysthe processingof all
subsequenpacletswhich maybelongto higherpriority connection@andleadsto priority inversion.

4.3. Solutions

We respectiely addresshe above problemsasbelow:

ConcurrencyControl

To ensurehatall datamanipulation©f a multimediastreamtake placewithin thetime limit, we needto
scheduléoththekernelspaceprotocolprocessingndtheuserspacedataoperationconsistentlywith aguar
anteedshareof cpu time. We have describedhe RTU approactin the userspacejn which anrTuU handler
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is a userspecifiedcodesegment. The extensionof RTU functionality to kernelspaceis straightforvard: to
scheduléothuserandkernelfunctionsasrTu handler$, andto allow preemptionbetweeruserandkernel
RTUS sothatthe connectiorprioritiesarepresered.

-— USER PROCESS RTU
System Calls Handler

‘{ USER

kemel) | ——] j]] Q RTU/ Procesd
RTU |—| . T - Dispatch &  —
I Restoration

Interface )
RTU Table RTU Run Queue RMDP Polic: l

‘ Kernel RTU Handlers Q Q Q
Kernel

Events

KERNEL

O =,

UNIX Policy Process Run QueuRrocess Tabl

Figure5: ExtendedRTU Organization

The extendedrTU organizationis illustratedin Figure5. KernelRTU handlersare protocolfunctions
residingin the kernel’s addressspace. Throughthe kernel RTU interface,they canbe operatedeither by
kerneleventsor by applicationamakingsystemcalls. For instancewhenthe applicationopensanRTu based
TcP connectiontwo kernelRTus will be createdfor input/outputprotocol processingespectiely. In the
othercase,a reactve RTU canbe createdupona paclet arrival at the network interface. Both kernel-and
userlevel RTUS sharea singleRTU run queueandschedulingdomain. The unified schedulingof userlevel
andkernel-level RTUS providesa meansfor cpu sharingbetweenapplicationdataprocessingand protocol
processingvithout harmingthe kernel's privilegedmode. As we shall seein Section?, this load balancing
overthesoclet buffersensureghethroughputof periodicconnections.

AsynchronousEvents

To retain the atomicity of processinga dataunit, we disablethe software interrupt postedwhen the
network interfacedeliversa pacletto the protocollayer. Insteadthe pacletis processeanly whenthe RTU
associateavith the connectioris scheduled.

e Low-delay connectionsisehigh priority reactve RTUs. Uponapacketarrival, areactve RTU isimme-
diatelyinsertedinto the RTU run queueaccordingto its priority andwill be scheduledvhenit moves
to the headof thequeue.

e Guaranteed-bandvidth connectionsiseperiodicRTus andeachof themis associatedvith a timer.
A periodicRTU is insertedinto therun queueonly whenits timer expires,soa just arrived packet may
needto wait until the beginningof the next period.

e Best-efbrt connectionsisereactize RTUs with the lowestpriority. Whena paclet arrives,a reactive
RTU is insertednto therun queuebut dueto its low priority, it is usuallyappendedo therun queue.

RTUsin therun queuearescheduledy the RMDP policy. Dueto the delayedoreemptionye avoid extra
contet switchesandachieve efficiengy in protocolimplementation.

It mustbe notedthatevents,suchasa pacletarriving atthe network interfaceor otherdevice inputs,are
handledby the device interruptroutinesat a high systempriority. Moreover, trapssuchas pagefault may
alsooccurduring an active RTU, causingthe RTU to block. Although thesehigh priority kernelactiities
may disruptthe real-timeschedulingof RTUS, they areusually not prolongedanddo not causesubstantial
performancealegradation.

1we retainthe nameof RTU for historicreasonsalthoughin the kernelspacea functionis simply calledratherthanupcalled
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Packet Queueing

To provide per flow Qos, early packet demultiplexing is neededto minimize the interferencesamong
datastreams.The connection-orientedsyntironousTransferMode (ATM) providesa one-to-onemapping
betweerconnectionandvirtual circuitidentifiers (vcis). By providing perv c packetqueuesatthe network
interface, we are able to demultiplex paclets at the link layer and schedulecpu bandwidthfor protocol
processingccordingto the Qos associatedvith theflow.

The closeintegrationof RTU schedulingwith protocolprocessingallows usto fully exploit the systemre-
sourcesaandnetwork bandwidth.We areableto provide guaranteetbandwidthfor periodicmediadatatrans-
fer, andlow delayfor request-respondeaffic. In the restof this paper we describethe designandimple-
mentationdetailsof restructuringhe Tcp/i1P protocolsuiteto exploit the RTU mechanisnandto provide Qos
guaranteefor multimediaapplications.

5. The Architecture of RTU basedProtocol Processing

In this section,we first introduceour Qos specificationdy applications thenwe describethe RTU based
protocolprocessingnodelandshov how Qos is enforcedn our systento achieve predicatablgoerformance.

5.1. QoS Specification

In our systemgachconcurrentaskin protocolprocessingndapplicationdataprocessings typically imple-
mentedasanRTU. EachRTU is associatedvith applicationspecificQos parametersvhich arespecifiedasa
two-tuple pp , andareinheritedby the protocolprocessingrTus of thesameconnec-
tion. Thetwo-tupleQos parametemdicateshetypeof the stream githerlow-delay guaranteed-bandwidth,
or best-efort, andthe urgeng of the streamwithin the samestreamtype. For example,a CORBA RPC sener
handlesrequestdrom all clientsaslow delayrequestsbut may grantsomeclientsasmoreimportantthan
othersby assigninga higherpriority to theseclients’ connections.

The Qos specificationis then mappedto the RTU schedulingparametersluring the RTU creation. The
streamtypdield is grantedcasthemoresignificantpartin RTu schedulingvith theorderof significanceaslow-
delay guaranteed-bandwidtlandbest-efort. The priority field differentiatesrTus of the sameconnection
type,additionalyit alsoindicatesthe RTU run periodsof the periodicrRTUs. As partof the Qos specification,
aperiodicrRTU alsospecifiedts neededvork load (computatiortime) in eachperiod. This computatiortime
is specifiedn termsof numberof AbDus andpassedo theRTU scheduleduringtheRTuU initiation.

Thereare moresophisticatedyos flow specificationsyhich include otherQos parametersuchasflow
jitter, losssensitvities, traffic shaping,etc.,[21] and Qos adaptationrschemeswhich allow systemso dy-
namicallyraiseor reduceqQos dependingon resourceavailability anduserrequirement$22]. In this paper
we aremainly focusingon how Qos canbe enforcedin the endsystenbasedon our integrationof protocol
processingvith real-timeschedulingratherthanproviding an entirety of Qos transportsystem.Therefore,
we choosethe simpletwo-tuple Qos flow specificatiorfor its sufficiency of our experimentaldemonstration.

5.2. The Protocol ProcessingModel

As we discussedefore,to achiese Qos guaranteesn a per connectiorbasis,we needto provide separate
datapathsamongconnectionssuchthat eachof them can be scheduledndependently In addition, both
protocolandapplicationdataprocessingnustbe givenanequalsharejn termsof dataunits, of cpu time.
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Figure6 shavsthetypical RTuU basedorotocolprocessingnodel. A userprogramcanopenasingleRTu
for uni-directionaldatatransmissioror reception. Or it canhave a single RTu to handleboth datainputs
andoutputs suchasin theclient-sener model,the senerhandlegwo-way synchronougallswithin asingle
function. Anotherapproacthis to have two RTUS to handledatainputsand outputsseparatelysuchasin a
videoconferencea hostcanreceive audiodataperiodically andtransfervideoimageat the sametime.

The datapathwithin the kernelconsistsof a pair of RTUS, for input/outputprotocol processingespec-
tively. The Qos specificatiorassociateavith kernelrRTus arespecifiedby the userprogramat the beginning
of connectiorestablishmentEachpair of RTUs is associateavith asocketandavc queue.

The sendingdir ection WhenanoutputrTu is scheduledit processethe datain the soclket buffer through
the protocol stackand passeghe paclet to the network interfacefor transmission.This sequencef
operationss notinterrupted(excepthardwareinterrupts)by othersystemor otherrRTu actiities.

Theamountof dataprocessethy anRTU is subjectot the Tcp flow andocngestiorcontorlmechanism.
A periodic RTU sendsas mary PDUs as specifedby the applicationonly if thereis enoughspace
in the Tcp congstionwindow. To eliminatethe network congestioreffect and focus on endsystem
QoS provisions,we usepoint-to-pointlink in our experimentsso thatthe Tcp window sizeis mostly

affectedonly by therecever’'s socletbuffer space Sincebothendhostsusesamepriority RTUs in data

processingthe Tcp protocolkeepsa moreconsistentvindow size.

The receving direction A pacletarrival is processedndqueuednto its vc queuein the device interrupt
context. An atomicoperationof a receving RTU includes:it movesdatafrom the vc paclet queue,
processeg throughtheprotocolstack.If datais only TCcP controlmessagethereceving RTU doesthe
correspondingontroloperationge.g.sendsan AcK backto thedatasource.If thereis ary application
data, it enqueueghe datainto the soclet receving buffer. The applicationreadsfrom the soclet
eitherusinganRTU or not. In theformercasethe RTU schedulescheduleshe correspondingrTu to
consumehe data,while the uNix scheduleischeduleshe processor dataconsumptiorin the latter
case.
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5.3. QoS Enforcement

Typically, periodic RTUs are usedfor guaranteed-bandwidtbonnectionsand reactive RTUS are usedfor
low-delay and best-efort connections.A periodic RTU is createdafter the connectionestablishmentand
is activatedat the beginning of its period. A reactve RTU for input protocol processings solely triggered
by the pacletarrival onits own vc, while for outputprotocolprocessingit is actvatedwhenthe application
writesinto the soclet buffer.

Qosis enforcedby two meansi(a) theRTU schedulealwaysinsertsthe mosturgentrTu, accordingo its
two-tuple,at the headof the RTU run queue.Therefore higherpriority RTU runsbeforelower priority RTUS,
regardlessvhetherthe higherpriority RTU is for kernelprotocolprocessingr for applicationdataoperation;
(b) alow priority RTU is notifiedthatit mustyield afterprocessinghecurrentdataunit whenahigherpriority
RTU becomesunnable Thesewo mechanismensurahehigherpriority connectionts requestedru share,
despitethe cpu competitionfrom lower priority connections.

TheRTU basedprotocolprocessingnodelprovidesanindependentatapathfor eachconnectionwhile
alsoallows preemptionat the paclket processingooundaries.lt differs from a multithreadedprotocol pro-
cessingmodelin that: (a) it allows a broademrangeof Qos specificationthanthe monotonicpriorities of the
real-timethreads;(b) it providesa unified schedulingdomainof userandkernelrRTu handlersgliminating
possiblepriority inversionimposedby the userkernelboundaryprotections;(c) it takes advantageof the
iterative natureof networked multimediaapplicationsby retainingthe atomicity of processing singledata
unit andallowing preemptioronly at dataunit boundariesthus,avoiding expensve operationsuchasdata
locking.

6. The RTU basedTCP/IP Implementation

We have restructuredhe kernel TCP/IP protocol suite basedon RTUS asa separatgrotocoldomainin the
NetBsSD operatingsystem.Sinceour implementatiorfocuseson the TcpP/1p datatransferpath, the protocol
control path including connectionestablishmentconnectiontear down, flow and congestioncontrol, and
otherprotocoloptimizationsareleft unchanged?23]. In therestof this sectionwe describethe operationof
RTUsS for thedurationof a TCP connectionRTUTCP).

The ConnectionEstablishment: An applicationcreatesa socletvia the sodket() systemcall with RTUTCP
asthe attachedprotocol. The applicationthencreatesuserlevel RTus to handledatatransmissioror
receving via the RTU systemcall interfaceq1] andassociategos with theuserlevel RTu. TheseQos
parametersirealsorecordedn the RTU control block (RCB) associateavith this connectionfor the
reasonwe discussedbelow.

Theapplicationthencallsconnect(}o establistaconnectiorto theotherendhost. After theconnection
is setupsuccessfullythe kernellevel RTUs are createdfor input and outputprotocol processingand
inheritthe Qos parametestoredin theRcCB. In addition,anATM Vv is resohedfor this connectiorand
storedin the RCB.?

The Data Transfer State: Figure 7 depictsthe datapath of our RTU basedTcpP/IP implementationon a
native modeATM network.

Dependingon the type of the connectionan RTU is activated,i.e. insertedinto the run queue,in the
following two ways: (1) A periodicRTU is invoked every time its timer expires;(2) A reactve RTU is
triggeredeitherby a pacletarrival eventor awrite() systemcall onthe soclet.

2Currently a vc tableis pre-establishebetweerhosts andlookupis donebasedn destinatioraddressindconnectionQos.
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Figure7: TheRTU basedrcr/ip DataPath

In Figure7, the functionsrtu_sendandrtu_recvarethe two RTU handlersfor protocolprocessingln
the NetBSD 0sS, protocolprocessings protectedn the softnetsystempriority level for two purposes:
to achieve exclusive accesgo shareddatastructurebetweerinput andoutputcontrolthreadswithout
datalocking operationsandto prevent possibleprotocolreentrancdrom othereventssuchastimer
expirations. Becausesoftnethasa higher priority level thanthat of the timer eventon which the RTU
schedulereliesto schedulegperiodicrRTus, in orderto properlyupdaterTu yield requestsywe needto
lowertheprotocolprocessingpriority attheRTU preemptiorpoints. Thus,we usertu_sendandrtu_recv
aswrappersfor the output/inputprotocol processingunctions. The pseudo-coddor the common

controlflow of anrRTU handleris asbelow:

if ( streamtype is |lowdelay or best-effort )

do
s = splsoftnet();
rtutcp-out put (tp);
spl x(s);

/* raise the priority */

/* release the priority */

while ( !'yieldrequest && sendal ot )

el se /* streamtype is periodic */

do
s = splsoftnet();
rtutcp_output(tp);
spl x(s);

while ( !'yieldrequest && pducount < Bp && sendal ot )

if ( yieldrequest )
rtuyiel dstatus

el se

rtu.yiel d_status

RTUYI ELD;

RTUEXI T,
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An RTU handlerprocesse®ne dataunit at a time andthen checkswhethera yield requesthasbeen
postedoit. If so,therTU handlerexplicitly yieldsthecpu by settingits yield statusflagto RTU_YIELD

andexiting thefunction. TherRTU schedulereinsertdheRTu into therunqueuesothatit cancomplete
its remainingiterationsatalatertime. If ayield requesis notpostedat every dataunit boundry thena
periodicRTU processegs batchof dataunits(pducount Bp) andexits thefunction;while areactve
RTU processess mary dataunits as enqueuedn the buffer (sendalof and exits. Thesestepsare
repeatedtthenext RTU activation.

The output RTU handlerrtu_senddequeuesiatafrom the soclet buffer, calls rtutcp_outputfor Tcp
heademprocessingand checksunmcomputationthenit calls rtuip_outputfor 1P paclket processingand
rtu_ifout for the driver to transmitthe paclet basedon the vc numberstoredin the Rce. Theinput
datapathis similar: thedriver demultiplexespacketsbasedntheirvc numberstheinput RTu handler
rtu_recv then delivers the paclet all the way upto the soclet andif the applicationhas previously
registeredauserlevel reactve RTU with this soclet, rtu_recvfiresit afterenqueueinglatain thesoclet
buffer.

The ConnectionShutdown: Whenthe datatransferphaseis over, a connectiondoneflag is set,andthe
RTUS shouldsuspendhemseles. The resourceassociateavith RTUs suchasdatastructurestimers
andv cs aredeallocatedandno futureinvocationof RTus will be scheduled.

7. Experiments and Results

We haveimplementedhe RTU basedrcp/iP protocolsuitein the NetBSD operatingsystem.Our experiments
are setup betweentwo 200 MHz PentiumPro PCsconnectedria a 155 Mbps ATM link with the Efficient
Network Inc (ENI) network adaptor

Therearethreeimportantgoalsfor our experiments:(1) the RTU schedulingmechanisnis effective in
thattheRTU computatioris decoupledrom the othersystemoad; (2) the RTU basedrcp/ip implementation
is efficientin thatit fully exploits the cpu andlink bandwidth;(3) the RTu basedrcp/iIP implementatioris
ableto deliver applicationspecificQos onaperconnectiorbasis.We investigatehethroughpuperformance
of guaranteed-bandwidttonnectionsandlateny performanceof low-delay connectionswvith and without
the presencef cpu andnetwork competitionsandshov how theresultsverify the efficacy of our RTuTCP
implementationAll resultsdiscussedbelon arethe measuredveragethroughmultiple runs.

7.1. Throughput Performance of Periodic Connections

In this experiment,we demonstrateéhatthe RTU basedrcp/ip implementatiomprovidesuserspecificband-
width guaranteefor periodicdatastreams.

We open3 RTU basedrcp connectionsimultaneouslywith differentRTu periods: 1, 2, 10 msec. Ac-
cordingly, with 8 KB sizepaclets,the expectedthroughputof thesethreeconnectionsare: 62.531.25,6.25
Mbps. In comparisonwe usethettcp programto measurehe throughputperformancenf the normalssbp
kernelTcp implementationln bothmeasurementsye setthe soclket buffer spaceo 200KB.

To show the benefitof using RTUs for protocol processingwe repeatthe above test with additional
cPU competitions.We executefour copiesof the primes program,which doesintensive cPu computation
continuouslyasthe backgroundsystemload.

Figure8 left sideshaws the throughputmeasuredt eachof the threerTU basedrcp connectionsThe
solidline shavsthroughputchievedwhenthereis no cpu competition andthedashedine shavsthroughput
whencpu competitionis added.As we canseefrom the figure, the throughputof all threeperiodicconnec-
tionsstayalmostconstanattheapplicationspecifiedvalue, regardles®f whetherthereis cPu competitionor
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not. Thisresultclearlydemonstratethe effectivenesof RTU basedrcp implementatiorwherethroughputs
guaranteedby preservingheperiodicnatureof the datastreamanddecouplingreal-timeprotocolprocessing
from othersystemload. We alsoobsenre thatthe applicationlevel RTu andthe kernellevel RTU cooperates
well throughsoclet buffering sothatboth applicationprocessingndprotocolprocessingrescheduledn a
timely manner In addition,the Tcp flow controlmechanismidoesnot affect our throughputoticeably since
both endshave similar processingpower andtransferpacketssmoothlywithout causingcongestiorat either
side.Yet, alargesocletbuffer is neededo mitigatethe effect of Tcp slow start.

On the contrary the kernel Tcp performspoorly in guaranteeinghroughput.In Figure 8 right side,we
shav our throughputmeasuremendf threecompetingTcp connectionin the sametestervironment. The
bandwidthof the 155 Mbps ATM link is sharedamongthe three TCP connectionsso we would expecta
meanof 50 Mbps for eachconnection. The solid line ( no cpu competition)in Figure 8 right side shavs
approximatelythe expectedneanvaluebut with alargevariationin throughput Additionally, thethroughput
of all threeconnectionglropto aboutonly 25 Mbpswhenwe startedthe backgroundcompetingprocesses.
This reductionof half of the throughputis solely due to endsystentongestionsincethe 0s is unableto
provide predictablepaclet processingresultingdatatransferto stall.

7.2.Latency Performanceof Low Delay Connections

As we describedefore,low delayRTU TCP connectionsareimplementedusingreactiverTus. In our ex-
perimentmodel,input/outputprotocol processingat both endhostsand dataprocessingt the recever side
functionasreactive RTU handlerswhile the datasourcetransmitspacletscontinuouslywith afixedinterval.
We usel00msasthetime interval in our experiment.

We openthreelow delayRTu TcP connectionandseparateha singlekernel Tcp connection.Figure9
shavs our measurediateng performancdor both cases.Theleft sidefigure shavs the measuredoundtrip
time undemo cpu competitionandtheright sideshavstheperformancavhencpu competitionis presented.

TheRrTU TCP andkernelTcp performcloselyunderno cpu competition.Theroundtrip time (RTT) for a
64 bytespacletis about0.4 msecfor RTU TCP connectionand0.35msecfor kerneltcp. For 8 KB paclet,
RTT increase$o 1.5msecandl1.7 msecrespectiely. This resultdemonstratethatthe additionalprocessing
of RTU schedulings very low anddoesnot degradedatapathperformance The advantageof RTU TCP for
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packetsize | RTT Deviation (msec)| RTT Deviation (msec)| Round Trip Delay (msec)
(bytes) (nocpucompetition) | (with cpucompetition) | (with cpucompetition)
64 0.17836 0.18645 0.45148
1024 0.18645 0.18773 0.58133
2048 0.21145 0.20616 0.71318
4096 0.19244 0.22080 1.08946
8192 0.12217 0.23222 1.62567

Tablel: AverageRTT Deviation for Low Delay Connections

its timely schedulings shawvn in theright side of figure 9. Whenthe kernelTcp connectionsuffers much
higherdelayfrom othercpu competingorocesseRTu TCP retainsthesamdow delayperformanceWe also
shav in Table1 themeasuredkTT deviation of the RTU TCP connectionsWe obsenethatthe RTT deviation
remainsconsistenbverall cases.

TheRTT performancef low-delayconnectiongoncludeshattheuseof reactve RTus eliminatesendsys-
temschedulindateng in thefaceof competingprocessesandefficiently deliversdatapacletsto the appli-
cation. Thus,the RTU basedrcp implementatiorprovidespredictabledelayperformanceon datatransferto
theapplication.

7.3. Coexistenceof Multiple ConnectionTypes

An importantaspectof RTU TCP is thatit is ableto provide applicationspecificQos on a per connection
basis.In this sectionwe experimentwith a combinationof guaranteed-bandwidtlow-delayandbest-efort
connectionsandshaw theinteractionamongthem.

Coexistenceof guaranteed-bandvidth and best-efbrt connections We first measurethe effect of
best-efort connectionon periodic connections.We setupthreeperiodic connectionsvith respectie RTU
periodof 1, 5, 10 msec,anda best-efort connectionat the sametime. The best-efort connectiorusesrTu
TcP asthe underlyingtransportprotocol,but doesnot userTu at the applicationlevel for datatransmission
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Figure10: Coexistenceof Guaranteed-BandwidtiindBest-Efort Traffic

or reception.Thebandwidthspecifiedor eachperiodicconnectioris variedaswe changehenumberof data
unitsto transmitin eachperiod.All four connectionsisel KB sizepaclets.

The periodicconnectionsave higherQos priority thanthe best-efort connectionsowhenwe increase
thespecifiedbandwidthof periodicconnectionsthey achieve their specifiedhroughputwvhile thethroughput
of best-efort connectiondropsdrastically In Figure 10(a), the left side shaws the throughputof the four
connectionsvhen we vary the numberof paclets sentper period (x-axis), and the right side shavs the
expectedthroughputversusthe measuredhroughputof the periodicconnectionsThe measuredhroughput
of all threeperiodic connectiondncreasdinearly, and matchexactly asthe expectedvalue. This clearly
shaws that the existenceof best-efort traffic doesnot interfereor degradethe performanceof guaranteed
bandwidthtraffic.

We repeathe sameexperimentwith theadditionalcPu competitionprocessesasshovn in Figure10(b).
Again, the periodic connectionsacquiretheir specifiedthroughput,demonstratinghat the RTu scheduling
mechanismeffectively decoupleghe RTu computatiortime from othersystemload. We alsoobsene from
this experimentthe importanceof schedulingapplicationdataprocessingaswell asprotocolprocessingn
real-time,asthethroughputecreasef the best-efort connectioris solelydueto thefactthattheapplication
competedor cpu time with the backgroundorocesseandis unableto promptly procesghe dataqueuedn
thesocletbuffer. Thedataoverflow atthe soclet buffer resultsthewindow basedlow controlmechanisnof
TCP to detectcongestiorandto reducethe sendetransmissiomrate.

Coexistenceof low-delay and guaranteed-bandvidth connections In this experimentwe shov how
a low-delayconnectioninteractswith the periodicconnections We setupthreeguaranteed-bandwiditon-
nectionsandonelow-delayconnectiorsimultaneouslyeachof themusesl KB sizepaclets.

FromFigure 11, we first obsene thatno matterthereis cpu competition(right sidefigure) or not (left
sidefigure), the periodic connectionsalways achieve their guaranteedhroughput. Becausehe low-delay
connectioronly transmitsmessagesporadicallyandconsumes smallportion of thelink bandwidth,t does
not disruptthe periodicschedulingof guaranteedbandwidthconnections.On the otherhand,the measured
RTT time of low-delayconnectiorincreaseslightly from 0.6 msecto 1.0 msecwith theincreasingaggrejate
bandwidthof periodic connections. We accounttwo reasondor this increase: (a) With the increaseof
aggrejatebandwidthof periodic connectionsthereis a higher probability that a low-delay paclet arrives
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Figure11: Coexistenceof Guaranteed-Bandwidi#ndLow-Delay Connections

duringthe executionof a periodicRTU. BecausarTu usesthe delayed-preemptioapproachthe processing
of a dataunit of a periodicconnectioncan not be immediatelypreemptecduponthe arrival of a low-delay
paclet. Thus,preemptiordelayis introducedto the roundtrip time of the low-delayconnectionyb) Packet
arrivals at the network interfaceare processedn hardwareinterruptswhich causeanimmediatetransferof
cpu control from the RTU handler and contritute extra delayin the RTT measurementsNeverthelessthe
increasef theRTT, asobsenedfrom Figurel1l,is notsubstantiandis boundedy the dataunit sizeof the
periodicconnectionsandthe link capacity Anotherobsenationis thatthe low-delayconnectiorretainsits
performancen thefaceof addedcpPu competition.Eachsamplepointin Figure11 right sideappeargo be
only slightly higher, about0.1 msecthanthatin theleft sidefigure,becausef the extra context switchfrom
thebackgroundrocesseto the RTU handlersn bothendhosts.

In conclusiontheRTU basedrcp/ip implementatiorcanconcurrentlysupportguaranteed-bandwidénd
low-delayconnectionsvith Qos guaranteesyithout degradethe absolutegperformance.

Coexistenceof low-delay, guaranteed-bandvidth and best-efort connections The mainadwantage
of the RTU basedrcp/iIp implementatioris the closeintegrationof schedulingandprotocolprocessingand
consequentlyos is guaranteedn a perflow basis.In this experimentwe mixedtwo guaranteed-bandwidth
connectionsiwo best-efort connectionswith a low-delay connection,and show the effectivenessof our
implementation.

As we discussedefore the RTT performanceof alow-delayconnectioris affectedby the accumulatie
bandwidthof all coexisting connectionsdue to the preeemptiordelay and interrupt overheads. Yet, the
increasef theRrTT is independendnthenumberof coexistingconnection®r theirtypes ratherit is bounded
by thedataunit sizeof theotherconnectionsandtheoveralllink capacity Thelargerthedataunit, the higher
the preemptiondelay andthe higherthe aggreyatebandwidthof other connectionsthe higher possibility
of an RTU experiencingthe preemptiondelay As obseredin Figurel1?2 left side,the measuredRTT of the
low-delayconnectioris analmostl msec.Additionally, the guaranteetbandwidthconnectiongchieve their
specifiedthroughputandthe best-efort connectionsharethe restof thelink bandwidth.In theright sideof
Figure12, the RTT of the low-delayconnectiorshavs a steadyincreasefrom 0.7 msecto 1.5 msec,asthe
increasingof the aggreyatebandwidthof the othercoexisting connections.The RTT in theright sidefigure
startsatalowervaluethanthatin theleft side,becaus¢heschedulingf RTU is insensitve to thebackground
CPU competitionbut is sensitve to the accumulatie bandwidthof all coexisting connections.
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Thus,the RTU basedrcp/IP implementatioris ableto provide Qos guaranteesf bandwidthsharingand
low responséime, evenwith cpu andlink bandwidthcompetition.

8. Conclusion

We have presente@new TCP/IP implementatiormodelbasedn areal-timeschedulingnechanisnmwith Qos
guaranteesNe describeheinsufficiency of realtime serviceguaranteem thenormaltcp/IPimplementation
andshow how this insufficiency canbe avoidedby applyingthe RTu method. The experimentresultsshov
that the RTU basedTcp/IP implementationprovides throughputguaranteesprioritized bandwidthsharing

amongmultiple connectionsandlow request-respongene evenin thepresencef heary systembackground
loadandnetwork load.

Our explorationof integratingkernelresidentprotocolswith real-timeschedulingoringstheoryandprat-
ice togetherto achieve efficient andeffective protocolimplementationsWe believe thatour work is thefirst
to supportcoexisting high-throughputandlow-lateng/ TCP/IP connectionsn the endsystemand provides
goodperformanceguaranteese hopethatour experimentakresultsprovide a prliminary setof benchmarks
for otherimplementationgo reference.
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