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ABSTRACT
High-speedpacket contentinspectionand�ltering devicesrely on
afastmulti-patternmatchingalgorithmwhichis usedto detectpre-
de�nedkeywordsorsignaturesin thepackets.Multi-patternmatch-
ing is known to requireintensive memoryaccessesandis often a
performancebottleneck. Hencespecializedhardware-accelerated
algorithmsarebeingdevelopedfor line-speedpacket processing.
While several patternmatchingalgorithmshave alreadybeende-
velopedfor suchapplications,we �nd that most of them suffer
from scalabilityissues.To supporta largenumberof patterns,the
throughputis compromisedor viceversa.

We presenta hardware-implementablepatternmatchingalgo-
rithm for content�ltering applications,which is scalablein terms
of speed,thenumberof patternsandthepatternlength.Wemodify
theclassicAho-Corasickalgorithmto considermultiple characters
at a time for higherthroughput.Furthermore,we suppressa large
fraction of memoryaccessesby usingBloom �lters implemented
with a small amountof on-chipmemory. The resultingalgorithm
cansupportmatchingof severalthousandsof patternsatmorethan
10Gbpswith thehelpof a lessthan50KBytesof embeddedmem-
ory anda few megabytesof externalSRAM. We demonstratethe
merit of ouralgorithmthroughtheoreticalanalysisandsimulations
performedon Snort'sstringset.

Categoriesand SubjectDescriptors
C.2.3[Inter networking]: Network Monitoring

GeneralTerms
Algorithms,Design,Performance,Security
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1. INTRODUCTION
Several modern packet processing applications including

Network Intrusion Detection/Prevention Systems(NIDS/NIPS),
Layer-7 switches,packet �ltering andtransformationsystemsper-
form deeppacket inspection.Fundamentally, all thesesystemsat-
tempt to make senseof the applicationlayer datain the packet.
Oneof the most frequentlyperformedoperationin suchapplica-
tions is searchingfor prede�nedpatternsin thepacket payload.A
webserver loadbalancer, for instance,maydirecta HTTP request
to a particularserver basedon a certainprede�nedkeyword in the
request. Signature-basedNID(P)S looks for the presenceof the
prede�nedsignaturestringsdeemedharmful to the network such
asan Internetworm or a computervirus in the payload. In some
casesthestartinglocationof suchprede�nedstringscanbedeter-
ministic. For instance,theURI in a HTTP requestcanbespotted
by parsingthe HTTP headerand this precisestring can be com-
paredagainsttheprede�nedstringsto switchthepacket. In certain
casesonedoesn't know wherethestringof our interestcanstartin
the datastreammakingit imperative for the systemto scanevery
byte of the payload. This is typically true of the signaturebased
intrusiondetectionsystemssuchasSnort[1].

Snortis a light-weight NIDS which can�lter packetsbasedon
prede�nedrules.EachSnortrule�rst operatesonthepacketheader
to checkif thepacket is from a sourceor to a destinationnetwork
addressand/orport of interest. If the packet matchesa certain
headerrule thenits payloadis scannedagainsta setof prede�ned
patternsassociatedwith theheaderrule. Matchingof oneor mul-
tiple patternsimpliesa completematchof a ruleandfurtheraction
canbetakenon eitherthepacket or theTCP�o w. Thenumberof
patternscanbe in theorderof a few thousands.Snortversion2.2
containsover 2000strings.

In all theseapplications,thespeedat which patternmatchingis
performedcritically affectsthesystemthroughput.Henceef�cient
andhigh-speedalgorithmictechniqueswhich canmatchmultiple
patternssimultaneouslyareneeded.Ideally we would like to use
techniqueswhich are scalablewith numberof stringsas well as
network speed. Software basedNIDS suffer from speedlimita-
tions,they cannot sustainwire-speedof morethana few hundred
mega bits persecond.This hasled thenetworking researchcom-
munity to explorehardwarebasedtechniquesfor patternmatching.
Several interestingpatternmatchingtechniquesfor network intru-
sion detectionhave beendeveloped,a majority of themproduced
by theFPGAcommunity. Thesetechniquesusetherecon�gurable
andhighly parallellogic resourceson anFPGAto contrive a high-
speedsearchengine.However, thesetechniquessuffer from scal-
ability issues,either in termsof speedor the numberof patterns
to be searched,primarily due to the limited and expensive logic
resources.



We presentan algorithm that is scalablein termsof network
speed,numberof patternsandpatternlength.Ouralgorithmmodi-
�es theclassicAho-Corasickalgorithm(see[2]) to allow it to con-
sideranalphabetconsistingof symbolsformedby groupof char-
actersinsteadof a singlecharacter. We show how a regularAho-
Corasickautomatoncanbe transformedinto an automatonwhich
is suitablefor matchingmultiple charactersata timeasopposedto
singlecharacter. Moreover, we alsoshow how this transformation
allows usto parallelizetheAho-Corasickalgorithm.Oncewe par-
allelizetheAho-Corasickautomaton,wecanusemultipleinstances
of it to achieve arequiredspeedupby advancingthetext streamby
multiplecharactersata time. Most importantly, weshow how each
automationcanbeimplementedusingBloom�lters [4] whichhelp
ussuppressoff-chip memoryaccesstoagreatextent.Whenastring
of interestappearsin thetext streamourmachineperformsthenec-
essarymemoryaccessesandhenceslowsdown thestringmatching
process.However, sincethe typical text streamin the context of
NIDS rarelycontainstringsof interest,our algorithmcanmaintain
thedesiredspeedupfor sucha text stream.

Therestof thepaperis organizedasfollows. In thenext section
we summarizethe relatedwork in hardware-basedmulti-pattern
matching.Then,in Section3 we begin with anintroductionto the
Aho-Corasickalgorithmandhighlight theproblemsit suffersfrom.
In Section4 weillustrateouralgorithmandanalyzeitsperformance
in Section5. Wereportthesimulationresultswith thestring-setex-
tractedfrom SnortNIDS in Section6. Finally Section7 concludes
thepaper.

2. RELATED WORK
Multi-patternmatchingis oneof thewell studiedclassicalprob-

lems in computerscience. The most notablealgorithmsinclude
Aho-Corasick (explained in the next section) and Commentz-
Walter algorithmswhich can be consideredas the extensionof
well-known KMP andBoyer-Mooresinglepatternmatchingalgo-
rithmsrespectively [7]. Both thesealgorithmsaresuitableonly for
software implementationand suffer from throughputlimitations.
Thecurrentversionof SnortusesanoptimizedAho-Corasickalgo-
rithm.

In the past few years,several interestingalgorithmsand tech-
niqueshave beenproposedfor multi-patternmatchingin thecon-
text of network intrusiondetection.Thehardware-basedtechniques
make useof commoditysearchtechnologiessuchasTCAM [13]
or recon�gurablelogic/FPGAs[6][11][3][10] Someof the FPGA
basedtechniquesmake useof theon-chiplogic resourcesto com-
pile patternsinto parallel state-machinesor combinatoriallogic.
Although very fast, thesetechniquesare known to exhaustmost
of thechip resourceswith just a few thousandpatternsandrequire
biggerandexpensive chips. Therefore,scalabilitywith patternset
sizeis theprimaryconcernwith purelyFPGA-basedapproaches.

An approachpresentedin [5] usesFPGA logic with embed-
ded memoriesto implementparallel Pattern DetectionModules
(PDMs). PDMs canmatcharbitrarily long stringsby segmenting
themin smallersubstringsandmatchingthemsequentially.

Thetechniqueproposedin [11] alsoseeksto acceleratetheAho-
Corasickautomationby consideringmultiple characters,however,
ourunderlyingimplementationis completelydifferent.While they
usesuf�x matching,weusepre�x matchingwith multiplemachine
instances.Moreover, their implementationusesFPGA lookup ta-
blesandhenceis limited in the patternsetsizewhereasour im-
plementationis basedonBloom�lters, whicharememoryef�cient
datastructures.

From the scalabilityperspective, memory-basedalgorithmsare
attractive sincememorychipsarecheap.Unfortunately, while us-

ing memory-basedalgorithms,thememoryaccessspeedbecomes
a bottleneck. A highly optimizedhardware-basedAho-Corasick
algorithmwasproposedin [12]. Thealgorithmusesa bit-mapfor
compressedrepresentationof astatenodein Aho-Corasickautoma-
ton. Although very fasteven in the worst case(8 Gbpsscanning
rate), the algorithm assumesthe availability of excessively large
memorybussuchas128bytesto eliminatethememoryaccessbot-
tleneckandwould suffer from power consumptionissues.

A Bloom-�lter basedalgorithm proposedin [8] makes useof
a smallamountof embedded-memoryalongwith commodityoff-
chipmemoryto scanalargenumberof stringsathighspeed.Using
on-chipBloom�lters, aquick checkis doneon thepayloadstrings
to seeif it is likely to matchastringin theset.UponaBloom�lter
match,the presenceof the string is veri�ed by usinga hashtable
in theoff-chip memory. Theauthorsarguethatsincethestringsof
interestarerarely found in thepackets,thequick checkin Bloom
�lter reducesmoreexpensive memoryaccessesandimprovesthe
overall throughputgreatly. However, sincethealgorithminvolves
hashingover a maximumlengthpatternsizetext window, it does
not scalefor arbitrarily long strings(100sof bytes). It is reported
that up to 16 bytes is a feasiblepatternlength for a high-speed
implementation.As we will see,our algorithmcombinesthetech-
niquesin [8] with Aho-Corasickalgorithmto get rid of thestring
lengthlimitation.

A TCAM basedsolutionfor patternmatchingproposedin [13]
breaksa long patternsinto shortersegmentsand keepsthem in
TCAM. A window of charactersfrom the text is looked up in the
TCAM anduponapartialmatch,theresultis storedin a temporary
table.Thewindow is movedforwardby acharacterandthelookup
is executedagain.At every stage,theappropriatepartialmatchta-
ble entry is taken into accountto verify if a completestring has
matched. The authorsdeal with the issueof decidinga suitable
TCAM width for ef�cient utilization of TCAM cells. They also
useTCAM cleverly for supportingwild cardpatterns,patternswith
negationsandcorrelatedpatterns.Althoughthis techniqueis very
fast,beingTCAM based,it suffers from otherwell known prob-
lemssuchasexcessive power consumptionandhigh cost.Further,
thethroughputof this algorithmis limited to a singlecharacterper
clock tick. Scanningmultiple charactersat a time would require
multiple TCAM chips.

3. AHO­CORASICK ALGORITHM
In multi-stringmatchingproblem,wehave asetof stringsS and

we would like to detectall the occurrencesof any of the strings
in S in a text streamT . We will denoteby T [i:::j ] the character
sequencefrom i th characterto j th characterof streamT . For a
givensetof strings,theAho-Corasickalgorithmconstructsa �nite
automaton.This �nite automatoncanbeaDeterministicFiniteAu-
tomaton(DFA) or a Non-deterministicFinite Automaton(NFA).
For our purpose,we will focuson NFA versionof the algorithm
sincethat is the one we will improve upon. Figure 1 shows an
exampleof a constructedNFA for a setof strings.

Patternmatchingis easy:givena currentstatein theautomaton
andthenext input character, themachinechecksto seeif thechar-
actercausesa failure transition. If not, thenit makesa transition
to the statecorrespondingto thecharacter. Otherwise,it makesa
f ail ur e transition.In caseof a failuretransitionthemachinemust
reconsiderthe charactercausingthe failure for the next transition
andthesameprocessis repeatedrecursively until thegivencharac-
ter leadsto a non-failuretransition.Notethateventuallytherewill
beonenon-failuretransitionsinceall thetransitionsfrom q0 areal-
waysnon-failuretransitionsandby falling down thechainof failure
transitions,machinecanreachstateq0 in theworstcase.Only after
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Figure 1: Building an Aho-Corasick NFA for a set of strings.
Failur e transitions to only non q0 statesare shown for the pur-
poseof clarity. All the other statesmake a failur e transition to
q0

the transitionsettlesto a particularstate,the next characterfrom
thetext canbeconsidered.

The �rst fundamentalproblemAho-Corasickalgorithmsuffers
from is a high memoryaccessrequirement.At leastonememory
accessis neededto readthestatenodeoneachinputcharacter. Fur-
thermore,thesequentialfailuretransitionscancausemorememory
accesses.In the worst case,the averagenumberof memoryac-
cessesrequiredper input characteris two. Therefore,given the
high latency andslow speedof commoditymemorychips,using
themto implementAho-Corasickalgorithmcanseverely degrade
thethroughputof thesystem.

Thesecondproblemwe observe in theregularAho-Corasickal-
gorithm is that it can not be readily parallelized. Hence,we are
forcedto consideronly onecharacterata timefrom thetext stream
nomatterhow muchlogicandmemoryresourcesareavailable.The
processingof onecharacterperclockcycleof thesystemclockcan
createa bottleneckfor highspeednetworks.

A naive approachto improve thethroughputby scanningmulti-
ple charactersat a time is to simply usemultiple instancesof the
automatonworking in paralleleachconsuminga singlecharacter
at a time. While this is implementable,dueto thememoryrequire-
mentof eachautomaton,wewouldneedseparateexternalmemory
chips for eachof the automatonto achieve the desiredspeedup.
Multiple memorychipsis not anattractive solutiondueto thehigh
cost,thelargernumberof pinsto interfacethechipsandtheresult-
ing power consumption.Moreover, with suchan implementation,
a singleTCP �o w alwaysneedsto be handledby only oneof the
automatawhich canpotentiallyleadto an imbalancedthroughput
across�o ws.

We describea hardwarebasedimplementationof our modi�ed

versionof Aho-Corasickalgorithmwhichattacksthetwo problems
mentionedabove. First we parallelizetheAho-Corasickalgorithm
andthenuseon-chipBloom�lters tosuppressthememoryaccesses
to off-chip memory.

4. A SCALABLE AND HIGH­SPEED AL­
GORITHM

4.1 BasicIdeas
We reorganizetheAho-Corasickautomatonto considerk char-

actersat a time. While executingthis NFA, giventhecurrentstate
of theNFA, wedirectly jump to a stateto which we would eventu-
ally goby consideringonecharacterata time in thenext k charac-
ters.

With respectto Figure 1 and assumingthat we would like to
considerk = 4 charactersat a time, if themachineis in thestate
q0 anda string “tech” is given asan input then it jumps to state
q4 andcontinuesits executionfrom this stateby looking at next k
characters.If the next four charactersare“nica” thenit jumpsto
q8 . While in q4 , if any otherstring (e.g. “nice”) is seenthenwe
simply make a failuretransitionto thefailurestateassociatedwith
q4 sincewe know thatthis resultsin a failuretransitioneventually.
Thus,we donotneedto trackthestatessequentiallyall thewayup
to q7 by consideringthecharacters̀n', `i' and`c' and�nally make
a failure transitiondueto `e'. Fromthe failurestateof q4 we can
reconsiderthesamek charactersagain.

By comparingthenext k characterswith all thevalid k character
segmentsassociatedwith a given statewe can�nd out if the ma-
chineeventuallygoesto a non-failure stateor a failure state. For
instance,the valid 4-characterstringsassociatedwith stateq0 are
“tech”, “tele”, “phon” and“elep” which leadthemachineto states
q4 ; q13 ; q22 ; and q27 respectively. Likewise, “nica” is a valid 4-
charactersegmentassociatedwith q4 which leadstheautomatonto
q8 .

Thus, in our new NFA we treat a group of k� charactersas a
singlesymbol. Thenew NFA essentiallyjumpsk charactersahead.
We call this variationof thealgorithmJump-aheadAho-CorasicK
NFA (JACK-NFA). Tracking the statesin this fashion,however,
eventuallyrequiresusto matchfewerthank charactersto detectthe
string completely. For instance,after matching“tech” and“nica”
we go to q8 . From this statewe needa matchfor either “l” or
“lly” to detectanentirevalid stringandthesesegmentscontainless
thanfour characters.Wereferto thesesegmentsastails associated
with strings.“l” and“lly” aretailsof “technical”and“technically”
respectively. TheJACK-NFA for theexamplestringsetis shown in
Figure2.

Brie�y , our algorithm�rst matchesthe longestpre�x of strings
having alengthof multipleof k charactersusingJACK-NFA. After
this pre�x is found to be matching,we checkto seeif the tails
associatedwith thatparticularstring matchwith any pre�x of the
next k� charactertext. Whena matchingtail is found in thenext
k characters,we saythat a string matchescompletely. Whenwe
scank charactersto look for a matchingtail, we canstartfrom the
longestpre�x of thesek charactersandmove towardsa shortest
pre�x. We canstopwhenwe �nd a longestmatchingpre�x. By
keepingthe information regardingany shorterpre�x that should
matchwith this longerpre�x thealgorithmcancorrectlymatchall
thepatterns.For instance,whenthemachineis in stateq5 andupon
inspectingnext four charactersif it �nds a matchfor “lly” thenit
canstopright thereandreporta matchfor strings“technical” and
“technically”. It doesn't needto matchshorterpre�x “l”. Likewise,
whenthemachineis in q0 and�nds amatchfor thefour characters
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Figure 2: (A) The original string set and modi�ed string set.
The spacebetweenthe k character boundary is is shown as a
demarcation (B) Jump-aheadAho-Corasick (JACK) NFA. The
nodeswith pattern indicatea statecorrespondingto a matching
substring. Failur e transition to only non q0 statesare shown.
Failur e transitions of restof the statesare to q0 (C) JACK-NFA
with tails associatedwith states.

“tele” thenit candirectly jump to stateq2 andalsoreporta match
for thestring“tel”. It doesn't

Thus,at any state,the machinelooks at next k charactersand
looks for a matchfor all of them(in which caseit makesa transi-
tion to anotherstate)or looksfor a matchingpre�x of k characters
(for tail matching). Therefore,it is the sameas looking for the
longestmatchingpre�x of k� charactersubstringwherethe pre-
�x esto besearchedarespeci�c to astateandthey changewhenthe
statechanges.

To matchthestringcorrectly, our machinemustcaptureit at the
correctk� characterboundary. If a string were to appearin the
middle of the k charactergroup, it will not be detected.For in-
stance,if we begin scanningtext “xytechnical...” thenthemachine
will view the text as“xyte chni cal..” andsince“xyte” is not the
beginningof any stringandis notavalid 4-charactersegmentasso-
ciatedwith stateq0 , theautomatonwill never jump to a valid state
causingthemachineto missthedetection.Thus,we mustensure
that thestringsof interestappearat thecorrectbyteboundary. To
do this, we deploy k machineseachof which scansthe text with
onebyteoffset. In our example,if we deploy 4 machinesthenthe
�rst machinescansthetext as“xyte chni cal..” whereasthesecond
machinescansit as“ytec hnical..” andthethird machinescansit as

“tech nical..” and�nally thefourth machinescansit as“echnical
...”. Sincethe string appearsat the correctboundaryfor the third
machine,it will bedetectedby it. Therefore,by usingk machines
in parallelwewill never missdetectionof a string.

Thesek machinesneednot bephysicalmachines. They canbe
four virtual machinesemulatedby a singlephysicalmachine.We
illustratethis conceptwith help of Figure3. In this �gure we use
k = 4 virtual machineseachscansthe text by a characteroffset
with respectto theneighbormachines.
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Figure 3: Illustration of Virtual Machines. (A) Each virtual
machine i maintains its state i . This state is updated every k
iterations. In eachiteration we update k statescorresponding
to k virtual machines.(B) Machinesvirtual sinceonly the state
variable of eachmachine is independent. The componentthat
updatesthestateis thesamefor all thestates.Wecall it physical
machine. (C) Multiple virtual machinescan be implemented
using the samephysical machine. The �gur e shows that ma-
chine 1 and 3 are implemented by one physical machine and
machine2 and 4 by another. This givesa speedupof two

To implementthesevirtual machines,we maintaink indepen-
dentstates,state1 to statek andinitialize eachto q0 . Whenwe
startscanningthetext, we consider�rst k charactersT [1:::k], and
computeastatetransitionof state1 andassignthenext stateto the
state1. Thenwe move a characteraheadandconsidercharacters
T [2:::k + 1] andupdatethestate2 with thesecharactersasthenext
symbol. In this way, we keepmoving a byteaheadandupdatethe
statefor eachvirtual machine.After having considered�rst k � 1
bytes,bytesT [k:::2k � 1] will beconsideredto updatethelastvir-
tual statemachineandthenwe would completea cycle of updates.
Now we considercharactersT [k + 1:::2k], andupdatemachine1.
We repeatthis round-robinupdatesof eachvirtual machine.This



ensuresthateachcharacteris consideredonly onceby avirtual ma-
chineandeachmachinewill alwayslook at k charactersat a time.
Clearly, oneof themachineswill alwayscapturethestringsat the
correctboundariesanddetectthem. Notehow machine2 makesa
transitionfrom q0 to q4 afterreceiving thesymbolphon at thecor-
rectboundary. After reachingin q4 andconsideringthenext four
characters,themachineoutputsphone.

With virtual machines,we still consumeonly a characterat a
time. We gainthespeedupby usingmultiple physicalmachinesto
implementthevirtual machines.Notethatthevirtual machineop-
erationis independentfrom eachotherandcanbeimplementedin
parallel. Moreover, thenumberof physicalmachinesneednot be
equalto numberof virtual machines;they canbelessthanthenum-
berof virtual machineswhereeachphysicalmachinesimplements
multiple virtual machines.To shift thetext streamby r characters
at a time, we user physicalmachinesto emulatek virtual ma-
chineswherer � k. Thiscanbeillustratedwith Figure3(C).If we
considerk = 4 virtual machineswhich keepstate1 to state4 and
would like a speedup of just two thentwo machinescanbeused.
In the �rst clock cycle, two machinesupdatestate1 and state2

and shift the streamby two characters.In the next clock cycle,
they updatestate3 andstate4 andshift the streamagainby two
characters.Thesameprocedurerepeats.

To reducememory accessesin each cycle, we use on-chip
Bloom �lters containingcompressedtransitiontablesof the ma-
chine. Whenwe look up the transitiontableto get the next state
from the currentstateandcurrentsymbol,we �rst checkthe on-
chipBloom�lters to seeif thestatetransitionshouldbesuccessful
or a failure. Only for successfultransitionswe needto look up the
input key in theoff-chip table.

The exact detailsof the algorithm and datastructuresare ex-
plainedin thenext subsection.

4.2 Data structuresand Algorithm
Thechallengeis to implementeach“physicalmachine”shown in

Figure3 suchthatit requiresvery few memoryaccessesto execute
astatetransition.Webegin by representingtheJACK-NFA usinga
hashtable. Eachtableentryconsistsof a pair hstate; substr ing i
which correspondsto a transitionedgeof this NFA. For instance
hq0 ; tel i , hq0 ; phoni etc. arethetransitionedgesin theNFA. This
pair is usedas a key for hashtable. Associatedwith this key
wekeepthetuplef N extS tate; M atching Str ing s; F ail ur eChain g
whereF ail ur eChain is the set of statesthe machinewill fall
throughif it fails on N extS tate. For instance,the tuple associ-
atedwith the key hq0 ; telei is f q2 ; s3 ; q0g which meansthat the
machinegoesfrom stateq0 to q2 with substringtele andfrom q2 it
canfail to q0 . Whenit is in q2 , it impliesamatchfor strings3 . Like-
wise, the tupleassociatedwith hq2 ; phoni is f q6 ; N ULL; q3 ; q0g
implying thattherearenomatchingstringsatq6 andupona failure
from q6 , themachinegoesto q3 from whereit canfail to q0 . The
entire transitiontable for the exampleJACK-NFA is asshown in
Table1. It shouldbenotedthatthe�nal stateof eachFailureChain
is alwaysq0 . Secondly, the keys in which the substringare tails
don't leadto any actualtransitionandneitherthey have any failure
statesassociated.

This tablecanbe kept in the off-chip commoditymemory. We
now expressour algorithmfor just a singlephysicalmachine em-
ulating k virtual machines (Figure 3(B)) with the pseudo-code
shown in theFigure4.

j denotesthe virtual machinebeingupdatedandi denotesthe
currentpositionin the text. All thevirtual machinesaremodi�ed
in theroundrobin fashion( expressedby themodk counterof line
12). All the statescorrespondingto the virtual machinesare ini-

hstate; substr ing i Next Matching failure
State Strings chain

hq0 ; techi q1 NULL q0

hq0 ; telei q2 s3 q0

hq0 ; phoni q3 NULL q0

hq0 ; elepi q4 NULL q0

hq1 ; nica i q5 NULL q0

hq2 ; phoni q6 NULL q3 ; q0

hq4 ; hant i q7 s6 q0

hq0 ; tel i NULL s3 NULL
hq3 ; ei NULL s5 NULL
hq5 ; l i NULL s1 NULL
hq5 ; lyi NULL s2 ; s1 NULL
hq6 ; ei NULL s4 ; s5 NULL

Table 1: Transition table of JACK-NFA. This table can be im-
plementedin the off-chip memory asa hashtable.

DetectStrings
1. j  1,i  1
2. for (l = 1 to k) state l  q0

3. while (text available)
4. x = T [i:::i + k � 1]
5. f state; str ing sg  LPM(state j ; x)
6. report str ing s
7. l  0
8. while (state = N ULL )
9. f state; str ing sg  LPM(state j :f [l++]; x)
10. report str ing s
11. state j  state
12. i  i + 1,j  (j + 1 mod k)

Figure4: Algorithm for detectingstrings.

tialized to q0 (line 2). To executeJACK-NFA, we considernext k
charactersfrom thetext (line 4) andsearchfor thelongestmatching
pre�x associatedwith thecurrentstateof thevirtual machinebeing
updated,state i (line 5). Shortlywe will seehow exactly we per-
form LPM with very few memoryaccesses.For now, assumethat
theLPM processreturnsa setof matchingstrings,thenext stateof
themachineandthefailurechainassociatedwith thenext state.If
thenext stateis valid, weupdatethestateof thecurrentvirtual ma-
chine(line 11). If thenext stateis NULL thenweexecutethesame
procedurewith eachof the statesin the failure chain (line 9-11)
startingfrom the �rst (line 8). We stopfalling throughthe failure
chainoncewe�nd asuccessfultransitionfrom oneof them.When
we performLPM for failurestates,we reportthematchingstrings
at eachfailurenodeaswe trickle down thefailurechain(line 10).

Now, considertheLP M (q; x) processto �nd thelongestmatch-
ing pre�x of x whichis associatedwith q. Thiscouldbeeasilyper-
formedby probingthehashtablewith thekeyshq; x[1:::i ]i starting
from the longestpre�x, x[1:::k]. We couldcontinueprobinguntil
we �nd a matchingpre�x. If nonewasfoundthenwe couldreturn
NULL. However thisnaiveprocesswill requirek memoryaccesses
in the worst casefor asmany hashprobes.However, for applica-
tionssuchasNIDS, thetruematchesarerareandmostof thetime
the machineresultsin a failure transition. We canuseBloom �l-
tersto �lter outunsuccessfulsearchesin theoff-chip table.We�rst
groupall thekeys containingthepre�xesof thesamelength. For
instance,thekeys hq5 ; l i , hq3 ; ei , hq6 ; ei form onegroup.hq0 ; l lyi
forms anothergroup and so on. Then we storeall the keys of



a group in oneBloom �lter which is implementedusinga small
amountof on-chipmemory. Sincek groupsare possiblewith k
uniquepre�x lengths,we maintainasmany parallelBloom �lters
eachof which correspondsto a uniquepre�x lengthasshown in
Figure5.

B1

Current State

Current Symbol

Direction of text steam

State Transition Hash Table

Arbitration for Hash Table access

B2 B3 B4

matching strings
Failure Chain

Next State

Figure5: Implementation of a physicalmachine.For this �gur e
k = 4. The pair hstate; pref ix i is looked up in the associated
Bloom �lter before off-chip table accesses.

Before,we look up thepair hq; x[1:::i ]i in theoff-chip table,we
probetheon-chipBloom �lter correspondingto lengthi . In total
k parallelqueriesareperformedto Bloom �lters andthebit array
of their results,match vector, is obtained.Sincewe canengineer
a Bloom �lter to give the result in a singleclock cycle (see[8]),
we immediatelyknow which of thek keys area possiblematchby
looking at the bits in match vector. We, then walk throughthe
match vector from the longestto the shortestpre�x andexecute
thehashtablelookup,whichwereferto asHTL(hq; x[1:::i ]i ), for a
pre�x showing amatchin the�lter . Theseoperationsaredescribed
throughthepseudo-codegivenin theFigure6.

LPM (q; x)
1. for (i = k downto 1)
2. match [i ]  BFLi (hq; x[1:::i ]i )
3. for (i = k downto 1)
4. if (match [i ] = 1)
5. fhq0; y[1:::i ]i ; next; str ing sg  HTL(hq; x[1:::i ]i )
6. if (hq0; y[1:::i ]i = hq; x[1:::i ]i )
7. return f next; str ing sg
8. if (q = q0) next  q0

9. elsenext  N ULL
10. return f next; N ULL g

Figure6: Algorithm for the LongestPre�x Matching.

Thespeedadvantagecomesfrom thefact that theoperationsof
line 1-2 canbeexecutedin parallelanda resultcanbeobtainedin
a singleclock cycle. Furthermore,match vectoris usuallyempty
with theexceptionof rarefalsepositivesandtruepositives.There-
fore, we hardlyneedto accessthehashtable.Notethat in theend
if no matchingpre�x is foundandif thecurrentstateis q0 thenwe
return q0 as the next statesincethis is a failure but thereareno
failurestatesfor q0 .

5. ANALYSIS
Now we analyzethe performanceof our algorithmin termsof

thenumberof memoryaccessesperformedafterprocessingt char-
actersof thetext. Thenumberof k� charactersymbolsseenby the
�rst machineis dt=ke. Sincethe secondmachinescansit with a
byte offset, the numberof symbolsit seesis d(t � 1)=ke. Like-
wise,thenumberof symbols,yi seenby thei th machineis

yi =

8
><

>:

l
t � ( i � 1)

k

m
for t � i

0 otherwise

(1)

Beforewe analyzethe algorithm,we will derive an expression
for the numberof memoryaccessesrequiredto executean LPM.
Recall that in the LPM algorithm,we start inspectingthe match
vector from the longestto the shortestpre�x andexecutea hash
tablesearchfor any bit that is set. If the bit wassetdueto false
positive of Bloom �lter we wastea memoryaccessandproceedto
searchthenext matchingpre�x. If thebit is setdueto a truematch
thenwe stopafterthehashtablesearch.Let Ti denotethecumula-
tive numberof memoryaccessesspentin hashtableaccessesfrom
bit i down to bit 1. Let pi denotetheprobability that the input to
�lter i wasa truestring(alsoknown astruepositive probabilityor
successfulsearchprobability). Finally, let f i denotethe falsepos-
itive probabilityof Bloom i . With thesenotations,we canexpress
Ti asfollows

Ti = pi + (1 � pi )( f i + Ti � 1 ) (2)

with boundaryconditionT0 = 0. This equationsaysthat with
probabilitypi we make onememoryaccessfor successfulhashta-
ble searchandwith probability(1 � pi ) we make anunsuccessful
hashtablesearchif �lter shows a falsepositive with probabilityf i

andalsoproceedto thenext bit. Thetotal timespentin LPM is Tk .
This recursive relationwill beusedin furtheranalysis.

A specialcaseof this equationin which pk = 0 will be used
later. In this case,we know that the �lter k did not have a true
input. This is thecasein which a machinefails from a givenstate
andstartsevaluatingfailurestates.We will denotethecumulative
numberof memoryaccessesfor this particularcaseasT 0

k which is

T 0
k = f k + Tk � 1 (3)

whereTk � 1 is givenby therecursive relationof Equation2.
Wewill now prove thefollowing theorem

Theorem: Ti � 1 +
P i

j =2 f j for i � 2 andT1 � 1

proof: Theproof is by inductionon i .

For i = 1,

T1 = p1 + (1 � p1 )( f 1 + T0 )

= f 1 + p1(1 � f 1)

� 1

For i = 2,

T2 = p2 + (1 � p2 )( f 2 + T1 )

� p2 + (1 � p2 )( f 2 + 1)

� 1 + f 2

For i = 3,

T3 = p3 + (1 � p3)( f 3 + T2 )

� p3 + (1 � p3)( f 3 + 1 + f 2)

� 1 + f 3 + f 2



Now we will assumethattheresultholdsfor j , i.e.

Tj � 1 +
jX

l =2

f l

Hence,

Tj +1 = pj +1 + (1 � pj +1 )( f j +1 + Tj )

� pj +1 + (1 � pj +1 )( f j +1 + (1 +
jX

l =2

f l ))

� (1 +
j +1X

l =2

f l )

Hencetheproof. �

As a resultof this theorem,thefollowing holds

T 0
k � 1 +

kX

i =2

f i (4)

Wewill analyzetheperformancefor threedifferentcases:

� Worst casetext: the text that triggersthe mostpathological
memoryaccessespattern

� Randomtext: thetext composedof uniformly randomlycho-
sencharacters

� Synthetictext: Text is randombut with someconcentration
of thestringsof interest

5.1 Worst CaseText
To evaluatetheworstcasebehavior, let'sassumethattheJACK-

NFA hasgonedown to astateatdepthd afterwhichit falls through
thefailurechainby consumingthenext symbol(Thedepthof state
q0 is 0). Thus,at this state,whenit consumesa symbol, it needs
T 0

k memoryaccessesfor LPM. Further, theworstcaselengthof a
failurechainassociatedwith astatehaving adepthd is d, including
thestateq0 . We executea LPM on eachof thesestates,requiring
T 0

k d memoryaccesses.Thus,aftera failure from depthd state,in
theworstcasewerequireT 0

k d+ T 0
k = T 0

k (d+ 1) memoryaccesses.
To reachto a statewith depthd, the machinemust have con-

sumedat leastd symbols.Moreover, for eachof thesesymbolsit
executesaLPM whichstopsatthe�rst memoryaccessitself return-
ing a matchfor a k� charactersymbol(andnot lessthank) since
only a successfulk� charactersymbolmatchpushesthe machine
to thenext state.This impliesthatto reacha depthd state,exactly
d memoryaccessesareexecutedafter consumingd symbols. Fi-
nally, d + 1th symbolcausesfailureandsubsequentlyT 0

k (d + 1)
memoryaccessesasexplainedabove. Hence,theworstcasemem-
ory accessesfor machinei after consumingyi characterscanbe
expressedas

wi = yi (T 0
k + 1) � 1

The total numberof worst casememoryaccessesby all the k
machinesafterprocessingt charactertext canbeexpressedas

W =
kX

i =1

wi =
kX

i =1

(yi (1 + T 0
k ) � 1)

=
kX

i =1

��
t � (i � 1)

k

�
(1 + T 0

k ) � 1
�

If t >> i i.e. thenumberof charactersconsumedis morethan
thenumberof machinesthenwe have t � (i � 1) � t . If t >> k
i.e. thenumberof charactersconsumedis greaterthanthesymbol
sizethendt=ke � t=k. Therefore,

W �
kX

i =1

�
t

k
(1 + T 0

k ) � 1
�

= t(1 + T 0
k ) � k

UsingEquation4, we have

W � t(2 +
kX

i =2

f i ) � k < t(2 +
kX

i =2

f i )

andtheworstcasememoryaccessespercharacter, M w ,

M w = 2 +
kX

i =2

f i (5)

By keepingthe falsepositive probabilitiesf i moderatelylow,
we canreducethe factor

P k
i =2 f i . It shouldbe recalledthat the

worst casememoryaccessesfor the original Aho-Corasickis 2t.
Thus,ourtechniquedoesn't provideany gainovertheoriginalAho-
Corasickin the worst casescenario. However, aswe will seein
the next two subsections,the averagecasetext, which is what is
expectedto be seenin a typical network traf�c, canbe processed
very fast.

5.2 RandomText
We would like to know how our algorithmperformswhenthe

text beingscannedis composedof randomcharacters.It shouldbe
recalledthatourstatemachinemakesamemoryaccesswhenevera
�lter shows a matcheitherdueto a falsepositive or a truepositive.
Hencethe performancedependson how frequentlythe true posi-
tivesareseen. Let bq

l denotethe numberof l characterbranches
sproutingfrom stateq. With respectto Figure2, bq0

4 = 4, bq0
3 = 1.

While themachineis in stateq, theprobabilityof spottingoneof
its l characterbranchesin next k-charactersymbolfrom thetext is
pq

l = bq
l =256l . Since,theaveragecaseevaluationof thealgorithm

dependson the true positive probability, we mustmake someas-
sumptionsregardingthevalueof branchingfactorfor states.Weas-
sumethatbq

l << 256l . Thisisclearlyjusti�able for valuesof l � 3
where2563 = 16M andthepracticalvaluesof bq

l arelessthana
few thousand.For instance,whenwe constructedtheJACK-NFA
with Snortstringsetwe foundthatbq0

4 = 1253which wasalsothe
maximum.Therestof thestateshadbq

4 � 4. Hence,for Bloom�l-
terscorrespondingto lengthl � 3 theprobabilityof a truepositive,
bq

l =256l canbeconsiderednegligibly small for practicalpurposes.
Further, wealsoassumethatwehavevery few 2� characterstrings
in our setandthereareno singlecharacterstrings.With theseas-
sumptionspq0

2 � 0 andbq0
1 = 0. Sincefor all i , pq0

i � 0, the
JACK-NFA never leaves stateq0 (in other words, it leaves state
q0 very rarely, like onceevery million charactersscannedcausing
negligibly small numberof memoryaccesses).Therefore,all the
memoryaccessesperformedwhile scanningrandomtext aredueto
thefalsepositivesshown by Bloom �lters. Formally, by substitut-
ing pi = 0 in Equation2,weobtaintheaveragenumberof memory
accesseseachmachineperformswhile scanningasinglesymbolas
Tk =

P k
i =1 f i Sincetherearek charactersin onesymbol,theav-

eragememoryaccessespermachinepercharacteris Tk =k. Since
thereare k machines,the averagememoryaccessper character,
M a = Tk :



M a =
kX

i =1

f i (6)

By keeping the false positive probability of eachBloom �l-
ter moderatelylow, the overall memoryaccessescan be reduced
greatly. Therefore,the randomtext canbe scannedquickly with
hardlyany memoryaccesses.Wewill shortlyconsiderBloom�lter
designfor low falsepositivesandevaluateit with Snortstrings.

5.3 Synthetic Text
In subsection5.1weconsideredthemostpathologicaltext which

causestwo memoryaccessesper characterandin subsection5.2,
we assumedthat the text was composedof randomcharacters.
However, thesetwo casesaretwo extremesof whatis seenin real-
ity. Typically, thestringsto besearchedoccurwith some�nite fre-
quency. In Snort,thestringsaresearchedin thepacketpayloadonly
whenthepacket headermatchesacertain“headerrule”. Hence,al-
thoughcertainstringsarecommonlyseenin the datastream,it is
of interestor is saidto occurtruely only whenit appearswithin a
particularcontext. To quantify the frequency of appearanceof the
stringsin mostly randomtext, we de�ne a new parametercalled
concentration which we denoteby c, astheratio of thenumberof
string charactersin the text to the total numberof text characters.
For instance,if we spota 10 characterlong stringof our setin the
1000charactertext thentheconcentrationis c = 10=1000 = 0:01.
We usethis valueof concentrationto modelour text input for fur-
ther analysis.This valuemay seemratherarbitrary, however, our
experimentswith Snortindicatethattypically concentrationisquite
smallerthanwhat we have assumed:approximately1/20000. To
beconservative,weassumethatwhenthestringappearsin thetext
(with concentrationc), it triggersthemostpathologicalmemoryac-
cessespatternof two memoryaccessespercharacter(M w ). Other-
wise,for randomcharacters(with concentration1� c), thememory
accessesaregivenby M a . Wecanrepresenttheaveragenumberof
memoryaccesses,M s , for a synthetictext asapproximately

M s = M w c + M a (1 � c)

= (2 +
kX

i =2

f i )c + (1 � c)
kX

i =1

f i (7)

On the onehand,the assumptionof two memoryaccessesper
stringcharactertendsto overestimatethevalueof M s , ontheother
handpracticalBloom �lters with a givencon�gurationof memory
andhashfunction show a higher falsepositive ratewhich causes
M s to beunderestimated.In orderto getasenseof actualvalueof
M s wesimulateouralgorithmoverSnortstringsandsynthetictext
with a givenconcentrationof strings.

6. EVALUATION WITH SNORT
We usedthe Snort version2.0 for our experimentswhich has

2280content�ltering rules.Thetotal numberof stringsassociated
with all theserules is 2259. The string length distribution is as
shown in Figure7.

We simulatedour algorithmwith k = 16. Rememberthat the
largerthek, smalleris thetotal numberof segmentsandtails. Ide-
ally we would like thek to be the largeststring length. However,
sincecalculationof hashoversuchalongstringis notpracticaland
it wouldrequireseveralBloom�lters to beoperatingin parallel,we
resortto theAho-Corasick,which is indeedthemotivationbehind
our work. Theexperimentsresultsin [8] indicatethat k = 16 is
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Figure7: String length distrib ution. Maximum string length is
122bytes.

a feasiblevalue.Secondly, around70%stringsarewithin 16 char-
actersandhencedon't needto be broken up (theseendup asthe
tails associatedwith the stateq0) if k = 16. With a JACK-NFA
constructedfrom Snortstrings,the resultingnumberof items,n i ,
in i th Bloom �lter within anengineof k Bloom �lters is asshown
in theTable2.

It is noteworthy that the numberof items in k th Bloom �lter
is larger than the items in eachof the other �lters. This is ex-
pectedsinceall the stringsare �rst broken up in the segmentsof
k charactersandthuscreatingmaximumnumberof itemsof this
lengthwhereassegmentsof any shorterlengthsare just left over
tails. Theamountof memoryto beallocatedto each�lter depends
onthenumberof hashfunctions,h, usedperBloom�lter . Weused
two valuesof hashfunctionsh = 8; 16. For a Bloom �lter i with
numberof hashfunctionsh andnumberof stringsn i , theoptimal
amountof memorym i to beallocatedis givenby theformula[9]:

m i = 1:44hn i (8)

We roundthis numberto the next power of 2 sinceusuallythe
embeddedmemoriesare available in the power of 2 sizes. The
memoryallocatedto all the Bloom �lters for eachcon�guration
of hashfunctionsis alsoshown in the Table2. The falsepositive
probabilityof theBloom �lter constructedin this way is givenby
theformula[9]:

f i =
�

1 � e� n i h=m i
� h

(9)

Thesetheoreticalfalsepositive probabilitiesare shown in the
table. We createda synthetictext with a string concentrationof
c = 0:01. To achieve this, we scannedall thestringswith which
we createdtheJACK-NFA oneby onewith randomcharactersin-
terspersedin betweentwo strings. The total numberof random
charactersinsertedwere1000timesthetotalcharactersin thestring
set. The total numberof memoryaccessesandaccessesper char-
acterwerenoted. The observed falsepositive probability of each
Bloom �lter wasalsoobtained.Thevaluesareasshown in theTa-
ble 2. The tableclearly indicatesthat the observed falsepositive
rateof eachBloom �lter is very closeto theonepredictedtheoret-
ically.

In scanninga largetext with t characters,we spendtM s � time
in externalmemoryaccesseswhere� is the averagetime for one
memoryaccess.Moreover, with r physicalengines,we spentt=r
clock ticks of thesystemclock in just shifting thetext. If F is the



hashfunctionsh = 8 hashfunctionsh = 16
observed theoretical observed theoretical

i n i m i (bits) f i f i m i (bits) f i f i

1 70 1024 0.000000 0.000991 2048 0.005719 0.000001
2 76 1024 0.000972 0.001614 2048 0.000000 0.000003
3 146 2048 0.001092 0.001273 4096 0.000000 0.000002
4 228 4096 0.000290 0.000278 8192 0.000000 0.000000
5 173 2048 0.003331 0.003389 4096 0.000010 0.000011
6 138 2048 0.001240 0.000909 4096 0.000000 0.000001
7 127 2048 0.000490 0.000547 4096 0.000000 0.000000
8 172 2048 0.002490 0.003281 4096 0.000010 0.000011
9 131 2048 0.000620 0.000662 4096 0.000000 0.000000
10 156 2048 0.001720 0.001879 4096 0.000120 0.000004
11 159 2048 0.002700 0.002098 4096 0.000000 0.000004
12 172 2048 0.003859 0.003281 4096 0.000010 0.000011
13 155 2048 0.001600 0.001810 4096 0.000000 0.000003
14 123 2048 0.000490 0.000448 4096 0.000020 0.000000
15 94 2048 0.000070 0.000080 4096 0.000000 0.000000
16 968 16384 0.000180 0.000405 32768 0.000000 0.000000

Table2: Resultsof Bloom �lter construction.

systemclock frequency thenthe total averagetime spentin scan-
ningt charactertext is tM s � + t=r F giving usanaveragethrough-
putof

R =
8t

tM s � + t
r F

=
8

M s � + 1
r F

bps (10)

In orderto storethe off-chip tablewe will assumethe useof a
250MHz, 64bitwide,QDRII-SRAM whichareavailablecommer-
cially. WealsoassumeF = 250M H z, sincelatestFPGAssuchas
Virtex-4 from Xilinx canoperateat this frequency which canalso
operatein synchronizationwith the off-chip memory. In orderto
calculate� we mustknow thesizeof theoff-chip tableentry. We
assume4 bytesfor staterepresentation.Also, Insteadof keeping
the list of all the matchingstring IDs, we will keepa pointer to
suchlist which canbe implementedin a differentmemoryor the
samememory. A pointerwill make thetableentrymorecompact.
Secondly, with k = 16 charactersymbols,the resultingJACK-
NFA exhibits a failurechainlengthof just one,i.e. failureto state
q0 for morethan97%of thestates.Hencewe will keepspacefor
only onefailurestateor alternatively apointerto achainof statesif
therearemorethanonestatesin thefailurechain.Therefore,each
table entry can be representedin a 32 byte datastructure(4+16
bytesfor hstate; symboli + 4 bytesfor NextState+ 4 bytesfor
MatchingStringsPtr+ 4 bytesfor FailureChain/Ptr).In acarefully
constructedhashtable,we requireapproximatelyonememoryac-
cessesto readonetableentry, i.e. two clockcyclesof dualdatarate
250MHz 64 bit widedatabus.Hence,� = 8ns.

Weusethevaluesof thetheoreticalfalsepositiveprobabilitiesof
all the Bloom �lters from Table2 to computethe theoreticalpes-
simisticaveragememoryaccessespercharacterusingEquation7.
Substitutingit in Equation10 we obtainthetheoreticalthroughput
value. At thesametime we observe theaveragememoryaccesses
per characterduring the simulationanduseit to computethe ob-
servedthroughput.Theseresultsareshown in theTable3.

We seefrom the tablethat the observed throughputhasalways
beenbetterthanthetheoreticallypredicteddueto somepessimistic
assumptionsinvolved in deriving the theoreticalthroughput. The
resultsalso indicatethat we canconstructan architectureto scan
dataat theratesashigh as10 Gbpswith just 376Kbits of on-chip

memory. Moreover, we also observe that increasingthe number
of hashfunctionsgives diminishing returnssincewith the same
amountof memory, anarchitecturewith 8 hashfunctionsper�lter
candoa betterjob thanthearchitecturewith 16 hashfunctionsper
�lter . Thus, in this particularcase,it is feasibleto build several
lessperfectengines(i.e. with high falsepositive rate)thanto build
fewer but nearperfectengines(i.e. with very low falsepositive
rate).

7. CONCLUSIONS
We have presenteda hardwareacceleratedversionof the Aho-

Corasickmulti-patternmatchingalgorithmfor network content�l-
teringandintrusiondetectionapplications.We modify theoriginal
algorithmto scanmultiple charactersat a time. We thensuppress
theunnecessarymemoryaccessesusingBloom�lters, to speedup
the patternmatching. The logic resourcesrequiredto implement
our algorithmin hardwareareindependentof the numberof pat-
ternsor patternlengthssinceit primarily makesuseof embedded
on-chipmemoryblocksin VLSI hardware. Due to its relianceon
only embeddedmemory, we arguethat it is morescalablein terms
of speedandthe sizeof the patternset,whencomparedto other
hardwareapproachedbasedon FPGA andTCAM. It is alsoscal-
ablein termsof patternlength,unlike theearlierBloom�lter based
approacheswhich worked well for only shortpatterns.With less
than50 KBytesof on-chipmemory, our algorithmcanscanmore
than2000Snortpatternsat morethan10Gbpsdatarate.
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