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ABSTRACT

High-speedpaclet contentinspectionand Itering devicesrely on
afastmulti-patternmatchingalgorithmwhichis usedto detectpre-
de ned keywordsor signaturesn thepaclets. Multi-patternmatch-
ing is known to requireintensve memoryaccesseandis oftena
performancebottleneck. Hencespecializechardware-accelerated
algorithmsare being developedfor line-speedpaclet processing.
While several patternmatchingalgorithmshave alreadybeende-
velopedfor suchapplications,we nd that most of them suffer
from scalabilityissues.To supporta large numberof patternsthe
throughpuis compromisedr vice versa.

We presenta hardware-implementablgatternmatchingalgo-
rithm for content Itering applicationswhich is scalablein terms
of speedthenumberof patternsandthe patternlength. We modify
theclassicAho-Corasickalgorithmto considemultiple characters
at atime for higherthroughput.Furthermorewe suppress large
fraction of memoryaccesseby usingBloom lters implemented
with a smallamountof on-chipmemory The resultingalgorithm
cansupportmatchingof severalthousandsf patternsat morethan
10 Gbpswith thehelpof alessthan50 KBytesof embeddednem-
ory anda few megabytesof external SRAM. We demonstratehe
merit of our algorithmthroughtheoreticalnalysisandsimulations
performedon Snort's string set.
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1. INTRODUCTION

Several modern paclet processing applications including
Network Intrusion Detection/Preention Systems(NIDS/NIPS),
Layer7 switches paclet Itering andtransformatiorsystemser
form deeppaclet inspection.Fundamentallyall thesesystemsat-
temptto make senseof the applicationlayer datain the paclet.
One of the mostfrequentlyperformedoperationin suchapplica-
tionsis searchindgor prede nedpatternsn the paclet payload.A
websener load balancerfor instancemaydirecta HTTP request
to a particularsener basedon a certainprede nedkeyword in the
request. Signature-basedllID(P)S looks for the presenceof the
prede nedsignaturestringsdeemecharmful to the network such
asan Internetworm or a computervirus in the payload. In some
caseghe startinglocationof suchprede nedstringscanbe deter
ministic. For instancethe URI in a HTTP requesttanbe spotted
by parsingthe HTTP headerand this precisestring can be com-
paredagainstheprede nedstringsto switchthe paclet. In certain
casenedoesnt know wherethe string of our interestcanstartin
the datastreammakingit imperatve for the systemto scanevery
byte of the payload. This is typically true of the signaturebased
intrusiondetectionsystemsuchasSnort[1].

Snortis a light-weight NIDS which can Iter pacletsbasedon
prede nedrules.EachSnortrule rst operate®nthepacletheader
to checkif the pacletis from a sourceor to a destinatiometwork
addressand/or port of interest. If the paclet matchesa certain
headerule thenits payloadis scannedigainsta setof prede ned
patternsassociatedvith the headerule. Matchingof one or mul-
tiple patterndmpliesa completematchof arule andfurtheraction
canbetakenon eitherthe paclet or the TCP o w. The numberof
patternscanbein the orderof a few thousandsSnortversion2.2
containsover 2000strings.

In all theseapplicationsthe speedat which patternmatchingis
performedcritically affectsthe systemthroughput.Henceef cient
and high-speedalgorithmictechniquesvhich can matchmultiple
patternssimultaneouslhare needed.ldeally we would like to use
techniqueswhich are scalablewith numberof stringsaswell as
network speed. Software basedNIDS suffer from speedlimita-
tions, they cannot sustainwire-speedf morethana few hundred
mega bits per second.This hasled the networking researctcom-
munity to explore hardwarebasedechniquedor patternmatching.
Several interestingpatternmatchingtechniquedor network intru-
sion detectionhave beendeveloped,a majority of themproduced
by the FPGA community Thesetechniquesisetherecon gurable
andhighly parallellogic resource®n an FPGAto contrive a high-
speedsearchengine. However, thesetechniquesufer from scal-
ability issues,eitherin termsof speedor the numberof patterns
to be searchedprimarily dueto the limited and expensve logic
resources.



We presentan algorithm that is scalablein terms of network

speednumberof patternsaandpatternlength. Our algorithmmodi-
es theclassicAho-Corasickalgorithm(see[2]) to allow it to con-

sideran alphabetconsistingof symbolsformedby groupof char
actersinsteadof a singlecharacter We shov how a regular Aho-
Corasickautomatorcan be transformednto an automatorwhich
is suitablefor matchingmultiple charactersitatime asopposedo
singlecharacter Moreover, we alsoshav how this transformation
allows usto parallelize the Aho-Corasickalgorithm. Oncewe par
allelizethe Aho-Corasickautomatonywe canusemultiple instances
of it to achieve arequiredspeedupby adwancingthetext streamby
multiple charactersitatime. Mostimportantly we shav how each
automatiorcanbeimplementedisingBloom lIters [4] which help
ussuppressff-chip memoryaccesso agreatextent. Whenastring
of interestappearsn thetext streamour machineperformsthenec-
essarynemoryaccesseandhenceslows down thestringmatching
process.However, sincethe typical text streamin the context of
NIDS rarely containstringsof interest,our algorithmcanmaintain
thedesiredspeedugor suchatext stream.

Therestof the paperis organizedasfollows. In the next section
we summarizethe relatedwork in hardware-basednulti-pattern
matching.Then,in Section3 we begin with anintroductionto the
Aho-Corasickalgorithmandhighlighttheproblemst suffersfrom.
In Sectiord weillustrateouralgorithmandanalyzdts performance
in Section5. Wereportthesimulationresultswith thestring-setex-
tractedfrom SnortNIDS in Section6. Finally Section7 concludes
the paper

2. RELATED WORK

Multi-patternmatchingis oneof thewell studiedclassicalprob-
lemsin computerscience. The mostnotablealgorithmsinclude
Aho-Corasick (explained in the next section) and Commentz-
Walter algorithmswhich can be consideredas the extension of
well-knovn KMP andBoyer-Moore singlepatternmatchingalgo-
rithmsrespectiely [7]. Boththesealgorithmsaresuitableonly for
software implementationand suffer from throughputlimitations.
Thecurrentversionof SnortusesanoptimizedAho-Corasickalgo-
rithm.

In the pastfew years,several interestingalgorithmsand tech-
niqueshave beenproposedor multi-patternmatchingin the con-
text of network intrusiondetection.Thehardware-basetechniques
make useof commaoditysearchtechnologiessuchas TCAM [13]
or recon gurablelogic/FPGAS[6][11][3][10] Someof the FPGA
basedechniguesnake useof the on-chiplogic resourceso com-
pile patternsinto parallel state-machinesr combinatoriallogic.
Although very fast, thesetechniquesare known to exhaustmost
of the chip resourcesvith justa few thousandpatternsandrequire
biggerandexpensve chips. Therefore scalabilitywith patternset
sizeis the primary concernwith purely FPGA-basedpproaches.

An approachpresentedn [5] usesFPGA logic with embed-
ded memoriesto implementparallel Pattern DetectionModules
(PDMs). PDMs canmatcharbitrarily long stringsby segmenting
themin smallersubstringsandmatchingthemsequentially

Thetechniqueproposedn [11] alsoseekdo accelerat¢he Aho-
Corasickautomationby consideringmultiple charactershowever,
ourunderlyingimplementatioris completelydifferent. While they
usesufx matchingwe usepre x matchingwith multiple machine
instances.Moreover, their implementatiorusesFPGA lookup ta-
blesandhenceis limited in the patternsetsize whereasour im-
plementatioris basednBloom lters, whicharememoryef cient
datastructures.

From the scalability perspectie, memory-basedlgorithmsare
attractve sincememorychipsarecheap.Unfortunately while us-

ing memory-basedalgorithms,the memoryaccesspeedbecomes
a bottleneck. A highly optimized hardware-based\ho-Corasick
algorithmwasproposedn [12]. Thealgorithmusesa bit-mapfor
compressetkpresentationf astatenodein Aho-Corasickautoma-
ton. Although very fasteven in the worst case(8 Gbpsscanning
rate), the algorithm assumeghe availability of excessvely large
memorybussuchas128bytesto eliminatethememoryaccesot-
tleneckandwould suffer from power consumptiorissues.

A Bloom- Iter basedalgorithm proposedin [8] malkes use of
a smallamountof embedded-memorglongwith commodityoff-
chipmemoryto scanalargenumberof stringsathigh speed Using
on-chipBloom lters, aquick checkis doneonthe payloadstrings
to seeif it is likely to matcha stringin theset.UponaBloom lter
match,the presencef the stringis veri ed by usinga hashtable
in the off-chip memory The authorsarguethatsincethe stringsof
interestarerarely foundin the paclets, the quick checkin Bloom
Iter reducesmore expensve memoryaccesseandimprovesthe
overall throughputgreatly However, sincethe algorithminvolves
hashingover a maximumlength patternsize text window, it does
not scalefor arbitrarily long strings(100sof bytes). It is reported
that up to 16 bytesis a feasiblepatternlength for a high-speed
implementation As we will see,ouralgorithmcombineghetech-
niquesin [8] with Aho-Corasickalgorithmto getrid of the string
lengthlimitation.

A TCAM basedsolutionfor patternmatchingproposedn [13]
breaksa long patternsinto shortersegmentsand keepsthem in
TCAM. A window of charactergrom thetext is looked up in the
TCAM anduponapartialmatch theresultis storedin atemporary
table. Thewindow is movedforwardby acharacteandthelookup
is executedagain. At every stage the appropriateartial matchta-
ble entry is taken into accountto verify if a completestring has
matched. The authorsdeal with the issueof decidinga suitable
TCAM width for ef cient utilization of TCAM cells. They also
useTCAM cleverly for supportingwild cardpatternspatternswith
negationsandcorrelatedpatterns.Althoughthis techniques very
fast,being TCAM based,it suffers from otherwell knovn prob-
lemssuchasexcessie power consumptiorandhigh cost. Further
thethroughputof this algorithmis limited to a singlecharacteper
clock tick. Scanningmultiple charactersat a time would require
multiple TCAM chips.

3. AHO-CORASICK ALGORITHM

In multi-stringmatchingproblem,we have asetof stringsS and
we would like to detectall the occurrence®f ary of the strings
in S in atext streamT. We will denoteby T|i::;j ] the character
sequencdrom i charactetto | charactemf streamT. For a
givensetof strings,the Aho-Corasickalgorithmconstructsa nite
automatonThis nite automatorcanbeaDeterministicFinite Au-
tomaton(DFA) or a Non-deterministicrinite Automaton(NFA).
For our purpose,we will focuson NFA versionof the algorithm
sincethat is the one we will improve upon. Figure 1 shavs an
exampleof a constructedNFA for a setof strings.

Patternmatchingis easy:given a currentstatein the automaton
andthenext input characterthe machinechecksto seeif thechar
actercauses failure transition. If not, thenit makes a transition
to the statecorrespondindo the character Otherwise,it malkesa
f ail ur e transition.In caseof afailuretransitionthe machinemust
reconsidetthe charactericausingthe failure for the next transition
andthe sameprocesss repeatedecursvely until thegivencharac-
ter leadsto a non-failure transition. Note thateventuallytherewill
beonenon-failuretransitionsinceall thetransitionsrom qo areal-
wayshon-failuretransitionsandby falling down thechainof failure
transitionsmachinecanreachstateqp in theworstcase.Only after
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Figure 1: Building an Aho-Corasick NFA for a set of strings.
Failur e transitions to only non ¢p statesare showvn for the pur-
poseof clarity. All the other statesmake a failur e transition to
Go

the transitionsettlesto a particularstate,the next characterfrom
thetext canbe considered.

The rst fundamentaproblemAho-Corasickalgorithmsuffers
from is a high memoryaccessequirement.At leastone memory
accesss neededo readthestatenodeon eachinputcharacterFur-
thermorethesequentiafailuretransitionscancausemorememory
accesses.In the worst case,the averagenumberof memoryac-
cessegequiredper input characteris two. Therefore,given the
high lateny and slow speedof commoditymemorychips, using
themto implementAho-Corasickalgorithm canseverely degrade
thethroughputbf the system.

Thesecondoroblemwe obsere in theregular Aho-Corasickal-
gorithm is thatit cannot be readily parallelized. Hence,we are
forcedto considernly onecharacteatatime from thetext stream
nomatterhov muchlogicandmemoryresourceareavailable. The
processingf onecharacteperclock cycle of thesystemclock can
createa bottleneckior high speechetworks.

A naiwe approacho improve the throughputoy scanningnulti-
ple charactersat a time is to simply usemultiple instancef the
automatorworking in paralleleachconsuminga single character
atatime. While thisis implementablegdueto the memoryrequire-
mentof eachautomatonye would needseparatexternalmemory
chips for eachof the automatonto achieve the desiredspeedup.
Multiple memorychipsis not anattractize solutiondueto the high
cost,thelargernumberof pinsto interfacethe chipsandtheresult-
ing power consumption.Moreover, with suchanimplementation,
asingleTCP o w alwaysneedsto be handledby only oneof the
automatawhich can potentiallyleadto animbalancedhroughput
acrosso ws.

We describea hardware basedmplementatiorof our modi ed

versionof Aho-Corasickalgorithmwhich attackshetwo problems
mentionedabore. Firstwe parallelizethe Aho-Corasickalgorithm
andthenuseon-chipBloom lters to suppresshememoryaccesses
to off-chip memory

4. A SCALABLE AND HIGH-SPEED AL-
GORITHM

4.1 Basicldeas

We reoiganizethe Aho-Corasickautomatorto considerk char
actersatatime. While executingthis NFA, giventhe currentstate
of theNFA, we directly jump to a stateto which we would eventu-
ally goby consideringonecharacteatatime in thenext k charac-
ters.

With respectto Figure 1 and assumingthat we would like to
considerk = 4 characterst atime, if the machineis in the state
o anda string “tech” is given asan input thenit jumpsto state
G andcontinuests executionfrom this stateby looking at next k
characterslf the next four charactersare “nica” thenit jumpsto
gs. While in qa, if ary otherstring (e.g. “nice”) is seenthenwe
simply make a failuretransitionto thefailure stateassociatedvith
as sincewe know thatthis resultsin afailuretransitioneventually
Thus,we do notneedto trackthe statessequentiallyall theway up
to gz by consideringhecharactersn’, "i' and’c' and nally malke
afailuretransitiondueto “e'. Fromthe failure stateof ¢4 we can
reconsidethesamek characterggain.

By comparinghenext k charactersvith all thevalid k character
segmentsassociatedvith a given statewe can nd out if the ma-
chine eventually goesto a non-failure stateor a failure state. For
instance the valid 4-charactestringsassociatedvith stateqy are
“tech”, “tele”, “phon” and“elep” which leadthe machineto states
Os; Chs; Cp2; and gy respectiely. Likewise, “nica” is a valid 4-
charactesggmentassociateavith qu which leadstheautomatorto
Os-
Thus, in our nev NFA we treata groupof k charactersasa
singlesymbol Thenew NFA essentialljumpsk characterahead.
We call this variationof the algorithm Jump-aheadho-CorasicK
NFA (JACK-NFA). Trackingthe statesin this fashion,however,
eventuallyrequiresusto matchfewerthank characterso detecthe
string completely For instance after matching“tech” and“nica”
we go to gg. From this statewe needa matchfor either“l” or
“lly” to detectanentirevalid stringandthesesegmentscontainless
thanfour charactersWe referto thesesegmentsastails associated
with strings.“l” and“lly” aretails of “technical” and“technically”
respectrely. The JACK-NFA for theexamplestringsetis shavnin
Figure2.

Brie y, our algorithm rst matcheghe longestpre x of strings
having alengthof multiple of k charactersisingJACK-NFA. After
this pre x is found to be matching,we checkto seeif the tails
associatedvith that particularstring matchwith ary pre x of the
next kK charactetext. Whena matchingtail is foundin the next
k characterswe saythata string matchescompletely Whenwe
scank characterso look for amatchingtail, we canstartfrom the
longestpre x of thesek charactersand move towardsa shortest
pre x. We canstopwhenwe nd alongestmatchingpre x. By
keepingthe information regardingary shorterpre x that should
matchwith thislongerpre x thealgorithmcancorrectlymatchall
thepatternsForinstanceywhenthemachines in stategs andupon
inspectingnext four charactersf it nds a matchfor “lly” thenit
canstopright thereandreporta matchfor strings“technical” and
“technically”. It doesnt needto matchshortempre x “I". Likewise,
whenthemachineis in ¢p and nds amatchfor thefour characters
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Figure 2: (A) The original string setand modi ed string set.
The spacebetweenthe k character boundary is is shovn asa
demarcation (B) Jump-aheadAho-Corasick (JACK) NFA. The
nodeswith pattern indicate a statecorrespondingto a matching
substring. Failur e transition to only non g, statesare shown.
Failur etransitions of restof the statesareto go (C) JACK-NFA
with tails associatedwith states.

“tele” thenit candirectly jump to stateg, andalsoreporta match
for thestring“tel”. It doesnt

Thus, at ary state,the machinelooks at next k charactersand
looks for a matchfor all of them(in which caseit malesa transi-
tion to anotherstate)or looksfor amatchingpre x of k characters
(for tail matching). Therefore,it is the sameas looking for the
longestmatchingpre x of k charactersubstringwherethe pre-
X esto besearchedrespeci c to astateandthey changevhenthe
statechanges.

To matchthe string correctly our machinemustcaptureit atthe
correctk charactetboundary If a string were to appearin the
middle of the k charactergroup, it will not be detected. For in-
stancejf we begin scanningext “xytechnical..” thenthe machine
will view the text as“xyte chnical.” andsince“xyte” is not the
beginningof ary stringandis notavalid 4-charactesegmentasso-
ciatedwith stateqp, the automatorwill never jump to avalid state
causingthe machineto missthe detection. Thus,we mustensure
thatthe stringsof interestappearat the correctbyte boundary To
do this, we deplgy k machineseachof which scansthe text with
onebyte offset. In our example,if we deplo/ 4 machineghenthe
rst machinescanghetext as“xyte chnical.” whereaghesecond
machinescanst as“ytec hnical.” andthethird machinescanst as

“technical..” and nally thefourth machinescanst as“echnical
. Sincethe string appearsat the correctboundaryfor the third
machinejt will bedetectedby it. Therefore by usingk machines

in parallelwe will never missdetectionof astring.

Thesek machinesmeednot be physicalmadines They canbe
four virtual madhinesemulatedby a single physicalmachine.We
illustratethis conceptwith help of Figure3. In this gure we use
k = 4 virtual machinessachscansthe text by a characteroffset
with respecto theneighbomachines.
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Figure 3: lllustration of Virtual Machines. (A) Each virtual

machinei maintains its state;. This stateis updated every k
iterations. In eachiteration we update k statescorresponding
to k virtual machines.(B) Machinesvirtual sinceonly the state
variable of eachmachineis independent. The componentthat
updatesthe stateis the samefor all the states.Wecall it physical
machine. (C) Multiple virtual machinescan be implemented
using the samephysical machine. The gur e shows that ma-
chine 1 and 3 are implemented by one physical machine and
machine 2 and 4 by another. This givesa speedupof two

To implementthesevirtual machineswe maintaink indepen-
dentstatesstate; to statex andinitialize eachto ¢o. Whenwe
startscanninghetext, we considerrst k characterd [1:::k], and
computea statetransitionof state; andassignthenext stateto the
state:. Thenwe move a charactelaheadand considercharacters
T[2::k+ 1] andupdatethestate , with thesecharacterasthenext
symbol. In this way, we keepmoving a byte aheadandupdatethe
statefor eachvirtual machine.After having consideredrst k 1
bytes,bytesT [k:::2k 1] will beconsideredo updatethelastvir-
tual statemachineandthenwe would completea cycle of updates.
Now we considercharacterd [k + 1:::2k], andupdatemachinel.
We repeatthis round-robinupdatesof eachvirtual machine. This



ensureshateachcharacters considereanly onceby avirtual ma-
chineandeachmachinewill alwayslook atk charactersitatime.
Clearly oneof the machineswill alwayscapturethe stringsat the
correctboundarieanddetectthem. Note how machine2 makesa
transitionfrom qo to a4 afterreceving thesymbolphon atthecor
rectboundary After reachingin gs andconsideringthe next four
charactersthemachineoutputsphone.

With virtual machineswe still consumeonly a characterat a
time. We gainthe speedugpy usingmultiple physicalmachinego
implementthe virtual machines Note thatthe virtual machineop-
erationis independenfrom eachotherandcanbeimplementedn
parallel. Moreover, the numberof physicalmachineseednot be
equalto numberof virtual machinesthey canbelessthanthenum-
ber of virtual machinesvhereeachphysicalmachinesmplements
multiple virtual machines.To shift thetext streamby r characters
at a time, we user physicalmachinesto emulatek virtual ma-
chineswherer k. Thiscanbeillustratedwith Figure3(C). If we
considerk = 4 virtual machinesvhich keepstate ; to state, and
would like a speedup of just two thentwo machinesanbe used.
In the rst clock cycle, two machinesupdatestate; and state»
and shift the streamby two characters.In the next clock cycle,
they updatestates andstates andshift the streamagainby two
charactersThe sameprocedureepeats.

To reduce memory accessesn each cycle, we use on-chip
Bloom lIters containingcompressedransitiontablesof the ma-
chine. Whenwe look up the transitiontableto getthe next state
from the currentstateand currentsymbol,we rst checkthe on-
chipBloom lters to seeif the statetransitionshouldbe successful
or afailure. Only for successfutransitionswe needto look up the
inputkey in the off-chip table.

The exact details of the algorithm and data structuresare ex-
plainedin the next subsection.

4.2 Data structuresand Algorithm

Thechallengastoimplementeach‘physicalmachine”shavnin
Figure3 suchthatit requiresvery few memoryaccesse® execute
astatetransition.We begin by representinghe JACK-NFA usinga
hashtable. Eachtable entry consistsof a pair hstate; substringi
which correspondgo a transitionedgeof this NFA. For instance
hop; teli, hop; phoni etc. arethetransitionedgesn the NFA. This
pair is usedas a key for hashtable. Associatedwith this key
wekeepthetuplef N extS tate; M atching Str ing s; F ail ur eChain g
where F ail ureChain is the set of statesthe machinewill fall
throughif it fails on N extState. For instance the tuple associ-
atedwith the key hgo; telei is f op; S3; g which meansthat the
machinegoesfrom stateq, to g with substringel e andfrom ¢ it
canfail to go. Whenitisin oz, it impliesamatchfor stringss. Like-
wise, the tuple associateavith hap; phoni is fgs; NULL; 0s; Gog
implying thatthereareno matchingstringsatgs anduponafailure
from gs, the machinegoesto gz from whereit canfail to gp. The
entire transitiontable for the example JACK-NFA is asshavn in
Tablel. It shouldbenotedthatthe nal stateof eachFailureChain
is alwaysgp. Secondlythe keys in which the substringaretails
don't leadto ary actualtransitionandneitherthey have ary failure
statesassociated.

This tablecanbe keptin the off-chip commoditymemory We
now expressour algorithmfor just a single physicalmadine em-
ulating k virtual madines (Figure 3(B)) with the pseudo-code
showvn in the Figure4.

j denoteghe virtual machinebeingupdatedandi denotesthe
currentpositionin the text. All the virtual machinesaremodi ed
in theroundrobin fashion( expressedy themodk counterof line
12). All the statescorrespondingo the virtual machinesareini-

hstate; substringi Next | Matching | failure
State | Strings | chain
hop; techi (o} NULL (o)
hoo; telei 07 S3 Qo
hop ; phoni B NULL [+
hop; elepi (o1 NULL [0
hap; nicai Os NULL o
hep; phoni Os NULL ;G
hou; hanti (o7 S6 Qo
hop; teli NULL S3 NULL
hog; e NULL S5 NULL
hos; 1i NULL S1 NULL
hos; lyi NULL S2;S1 NULL
hog; ei NULL S4; Ss NULL

Table 1: Transition table of JACK-NFA. This table can be im-
plementedin the off-chip memory asa hashtable.

DetectStrings

1. Li 1

2. for (I = 1to k) state, ()

3. while (text available)

4. x =Tl +k 1]

5. f state; stringsg  LPM(state; ; x)
6. report strings

7. I 0

8. while (state = NULL)

9. f state; stringsg  LPM(state; :f [I++]; x)
10. report strings

11. state; state

12. i+ (j +1 mod k)

Figure 4: Algorithm for detectingstrings.

tializedto ¢ (line 2). To executeJACK-NFA, we considemext k
character§romthetext (line 4) andsearctor thelongestmatching
pre x associatedavith thecurrentstateof thevirtual machinebeing
updatedstate; (line 5). Shortlywe will seehow exactly we per
form LPM with very few memoryaccesseskor now, assumehat
theLPM procesgeturnsa setof matchingstrings,the next stateof
the machineandthefailure chainassociatedavith the next state.If
thenext stateis valid, we updatethe stateof the currentvirtual ma-
chine(line 11). If thenext stateis NULL thenwe executethesame
procedurewith eachof the statesin the failure chain (line 9-11)
startingfrom the rst (line 8). We stopfalling throughthe failure
chainoncewe nd asuccessfulransitionfrom oneof them.When
we performLPM for failure stateswe reportthe matchingstrings
ateachfailurenodeaswe trickle down thefailure chain(line 10).
Now, considetheLP M (q; x) processo nd thelongestmatch-
ing pre x of x whichis associateavith g. This couldbe easilyper
formedby probingthehashtablewith thekeys hg; x[1:::i]i starting
from the longestpre x, x[1:::k]. We could continueprobinguntil
we nd amatchingpre x. If nonewasfoundthenwe couldreturn
NULL. Howeverthisnaive processwill requirek memoryaccesses
in the worst casefor asmary hashprobes.However, for applica-
tionssuchasNIDS, thetrue matchesarerareandmostof thetime
the machineresultsin a failure transition. We canuseBloom |-
tersto Iter outunsuccessfidearche theoff-chip table.We rst
groupall the keys containingthe pre x esof the samelength. For
instancethekeys hogs; li, hgs; ei, hgs; el form onegroup. hop; Ilyi
forms anothergroup and so on. Then we storeall the keys of



a groupin oneBloom lter which is implementedusinga small
amountof on-chipmemory Sincek groupsare possiblewith k
uniquepre x lengths,we maintainasmary parallelBloom lters
eachof which corresponds$o a uniquepre X lengthasshavn in
Figure5.

State Transition Hash Table

Next State
matching string
Failure Chai
]

Current State

Current Symbol
——————— I \ \ \

Direction of text steam

Figure5: Implementation of a physicalmachine. For this gur e
k = 4. The pair hstate; prefixi is looked up in the associated
Bloom Iter before off-chip table accesses.

Before,we look up thepair hg; x[1:::i]i in theoff-chip table,we
probethe on-chipBloom Iter correspondingo lengthi. In total
k parallelqueriesare performedto Bloom Iters andthe bit array
of their results,matc vector is obtained. Sincewe canengineer
aBloom lIter to give theresultin a single clock cycle (see[8]),
we immediatelyknow which of thek keys area possiblematchby
looking at the bits in match vector We, thenwalk throughthe
match vectorfrom the longestto the shortestpre x and execute
thehashtablelookup,whichwe referto asHTL(hg; x[1:::i]i), for a
pre x shaving amatchin the lter . Theseoperationsiredescribed
throughthe pseudo-codgivenin the Figure6.

LPM (g; x)

1. for (i = k downto 1)

2 match[i]  BFL;(hg; x[1::i]i)
3. for (i = k downto 1)

4 if (match[i]= 1)

5. fho® y[L::i]i; next; stringsg  HTL(hg; x[1:::i]i)
6 if (hg®y[L::ili = hop x[L:z:i]i)

7 return f next; stringsg

8. if(g= qp)next

9. elsenext NULL

10. returnfnext; NULLg

Figure6: Algorithm for the LongestPre x Matching.

The speedadwantagecomesfrom the factthatthe operationsof
line 1-2 canbe executedin parallelanda resultcanbe obtainedin
asingleclock cycle. Furthermorematch vectoris usuallyempty
with the exceptionof rarefalsepositvesandtrue positives. There-
fore, we hardly needto accessghe hashtable. Notethatin theend
if nomatchingpre x is foundandif the currentstateis go thenwe
returngp asthe next statesincethis is a failure but thereare no
failure statedfor .

5. ANALYSIS

Now we analyzethe performanceof our algorithmin termsof
thenumberof memoryaccesseperformedafterprocessing char
actersof thetext. Thenumberof k charactesymbolsseenby the

rst machineis dt=ke. Sincethe secondmachinescansit with a
byte offset, the numberof symbolsit seesis d(t  1)=ke. Like-
wise, the numberof symbolsy; seerby thei® machineis

8 | oom

2 % fort i

Yi =

M

0 otherwise

Before we analyzethe algorithm,we will derive an expression
for the numberof memoryaccessesequiredto executean LPM.
Recallthatin the LPM algorithm, we startinspectingthe match
vector from the longestto the shortestpre x and executea hash
table searchfor ary bit thatis set. If the bit wassetdueto false
positive of Bloom Iter we wastea memoryaccessandproceedo
searchthenext matchingpre x. If thebit is setdueto atruematch
thenwe stopafterthe hashtablesearchLet T; denotethecumula-
tive numberof memoryaccessespentin hashtableaccessegom
bit i down to bit 1. Let pi denotethe probability thatthe input to

Iter i wasatrue string (alsoknown astrue positive probability or
successfusearchprobability). Finally, let f; denotethe falsepos-
itive probability of Bloomi. With thesenotationswe canexpress
T; asfollows
Ti=pi+@ p)fi+tTi 1) (2)

with boundaryconditionTo = 0. This equationsaysthat with
probabilityp; we make onememoryaccesgor successfuhashta-
ble searchandwith probability (1  pi) we make anunsuccessful
hashtablesearchf Iter shavs afalsepositive with probabilityf
andalsoproceedo thenext bit. Thetotaltime spentin LPM is Tk.
This recursve relationwill beusedin furtheranalysis.

A specialcaseof this equationin which py = 0 will be used
later In this case,we know thatthe Iter k did not have a true
input. Thisis the casein which a machinefails from a given state
andstartsevaluatingfailure states.We will denotethe cumulatve
numberof memoryaccessefor this particularcaseas T whichis

TO=f+ Tk 1 (3)

whereTy 1 is givenby therecursve relationof Equation?2.
We will now prove thefollowing theorem

=3
Theoem:T; 1+ |, fjfori 2andT: 1

proof: Theproofis by inductiononi.

Fori = 1,
Ti=p1+ (1 pa)(f1+ To)
=fi+p( fa1)
1

To=p2+ (1
p2 + (1
1+ fo

p2)(f2 + T1)
p2)(f2 + 1)

Ts=ps+ (1 p3)(fs+ T2)
ps+ (1 p3)(fs+ 1+ f2)
1+ fz+ fo



Now we will assumehattheresultholdsforj, i.e.
X
Tj 1+ f
1=2
Hence,

Ti+1 = pj+1 + (1 pj+a )(Fjea + Tj)

X
pj+ )(fjen + (14 f1)
1=2

pi+1 + (1

Hencetheproof.

As aresultof thistheoremthefollowing holds
TS 1+ @)

Wewill analyzethe performancdor threedifferentcases:

Worst casetext: thetext thattriggersthe mostpathological
memoryaccessepattern

Randomtext: thetext composeaf uniformly randomlycho-
sencharacters

Synthetictext: Text is randombut with someconcentration
of the stringsof interest

5.1 Worst CaseText

To evaluatetheworstcasebehaior, let's assumehatthe JACK-
NFA hasgonedown to astateatdepthd afterwhichit fallsthrough
thefailure chainby consuminghenext symbol(The depthof state
(o is 0). Thus,at this state,whenit consumes symbol,it needs
T2 memoryaccessefor LPM. Further the worst caselengthof a
failurechainassociateavith astatehaving adepthd is d, including
the stateqy. We executea LPM on eachof thesestatesyequiring
T2d memoryaccessesThus,after a failure from depthd state,in

theworstcasewerequireT2d+ TP = T2(d+ 1) memoryaccesses.

To reachto a statewith depthd, the machinemusthave con-
sumedat leastd symbols. Moreover, for eachof thesesymbolsit
executesaLPM whichstopsatthe rst memoryaccesdtself return-
ing amatchfor ak characteisymbol(andnot lessthank) since
only a successfuk characteisymbolmatchpusheshe machine
to the next state. This impliesthatto reacha depthd state exactly
d memoryaccesseare executedafter consumingd symbols. Fi-
nally, d + 1" symbolcausedailure andsubsequentir2(d + 1)
memoryaccesseasexplainedaborve. Hence theworstcasemem-
ory accessefor machinei after consumingy; charactersanbe
expresseds

wi =y (TP+ 1) 1

The total numberof worst casememoryaccessesy all the k
machinesafterprocessing charactetext canbe expresseds

=
I

=
I

i@+ T) 1)

= ta D @a+TdH 1

If t >> i i.e. thenumberof charactergonsumeds morethan
thenumberof machineshenwehavet (i 1) t.Ift>> k
i.e. thenumberof character€onsumeds greaterthanthe symbol
sizethendt=ke t=k. Therefore,

Xk
W %(1+Tk0) 1 =t1+TY) k
i=1

Using Equationd, we have

» »
W t@+  f)) k<t@+ fp)
i=2 i=2

andtheworstcasememoryaccessepercharacterM

My = 2+ fi (5)

By keepingthe false ppsitive probabilitiesfi moderatelylow,
we canreducethe factor  ¥_, fi. It shouldbe recalledthat the
worst casememoryaccesse$or the original Aho-Corasickis 2t.
Thus,ourtechniquedoesnt provide ary gainovertheoriginal Aho-
Corasickin the worst casescenario. However, aswe will seein
the next two subsectionsthe averagecasetext, which is whatis
expectedto be seenin atypical network trafc, canbe processed
very fast.

5.2 Random Text

We would like to knowv how our algorithm performswhenthe
text beingscanneds composeaf randomcharacterslt shouldbe
recalledthatour statemachinemakesamemoryaccessvheneera

Iter shavs a matcheitherdueto afalsepositive or atrue positive.
Hencethe performancedependson how frequentlythe true posi-
tivesareseen. Let b denotethe numberof | charactetbranches
sproutingfrom stateq. With respecto Figure2,b°® = 4,b3° = 1.
While the machineis in stateq, the probability of spottingone of
its | charactebranchesn next k-charactesymbolfrom thetext is
p! = b'=256 . Since,the averagecaseevaluationof the algorithm
dependon the true positive probability we mustmake someas-
sumptiongegardingthevalueof branchingactorfor statesWe as-
sumethatb << 256 . Thisisclearlyjusti able for valuesof| 3
where256° = 16M andthe practicalvaluesof b arelessthana
few thousand.For instancewhenwe constructedhe JACK-NFA
with Snortstringsetwe foundthatb® = 1253whichwasalsothe
maximum.Therestof thestateshadbﬂ 4., Hence for Bloom I-
terscorrespondindo lengthl 3 theprobabilityof atruepositive,
qq=256 canbe consideredggligibly smallfor practicalpurposes.
Further we alsoassumehatwe have veryfew 2 charactestrings
in our setandthereareno singlecharactestrings. With theseas-
sumptionspl® O andb® = 0. Sincefor all i, p? 0, the
JACK-NFA never leaves stateqp (in otherwords, it leaves state
0o very rarely like onceevery million characterscannedtausing
negligibly smallnumberof memoryaccesses)Therefore,all the
memoryaccesseperformedwhile scanningandomtext aredueto
the falsepositvesshavn by Bloom Iters. Formally, by substitut-
ingpi = 0in Equation2, we obtaintheaveragenumberof memory
accesgesachmachineperformswhile scanningasinglesymbolas
T« = [, fi Sincetherearek characterin onesymbol,the av-
eragememoryaccesseper machineper characteiis Ty =k. Since
thereare k machinesthe averagememory accessper character
M a = Tk:



Ma = f ©)

By keepingthe false positive probability of eachBloom |-
ter moderatelylow, the overall memoryaccessesan be reduced
greatly Therefore the randomtext canbe scannedjuickly with
hardlyarny memoryaccessesNewill shortlyconsideBloom Iter
designfor low falsepositvesandevaluateit with Snortstrings.

5.3 Synthetic Text

In subsectiors. 1we consideredhemostpathologicatext which
causeswo memoryaccesseger characterandin subsectiorb.2,
we assumedhat the text was composedof random characters.
However, thesetwo casesaretwo extremesof whatis seenin real-
ity. Typically, thestringsto be searcheaccurwith some nite fre-
gueng. In Snort,thestringsaresearchedh thepacletpayloadonly
whenthepacletheadematchesa certain“headerrule”. Hence al-
thoughcertainstringsarecommonlyseenin the datastreamiit is
of interestor is saidto occurtruely only whenit appearsithin a
particularcontext. To quantifythe frequeng of appearancef the
stringsin mostly randomtext, we de ne a newv parametercalled
concentation which we denoteby c, astheratio of the numberof
string charactersn the text to the total numberof text characters.
For instancejf we spota 10 charactetong string of our setin the
1000charactetext thentheconcentrations ¢ = 10=1000= 0:01.
We usethis valueof concentratiorto modelour text input for fur-
ther analysis. This value may seemratherarbitrary however, our
experimentswith Snortindicatethattypically concentratioris quite
smallerthanwhat we have assumedapproximatelyl/20000. To
beconserative, we assumehatwhenthe stringappearsn thetext
(with concentratior), it triggersthemostpathologicalmemoryac-
cessegatternof two memoryaccessepercharacte(M ). Other
wise,for randomcharactergwith concentratiori c), thememory
accessearegivenby M .. We canrepresenthe averagenumberof
memoryaccessedVl s, for asynthetictext asapproximately

Ms

MwcC+ Ma(l C)

1
—
N
+

fi)ex @ ¢ f ("
i=2 i=1

On the one hand, the assumptiorof two memoryaccesseger
stringcharactetendsto overestimatehevalueof M s, ontheother
handpracticalBloom lters with a givencon guration of memory
and hashfunction shav a higherfalse positive rate which causes
M s to beunderestimatedin orderto geta senseof actualvalueof
M we simulateour algorithmover Snortstringsandsynthetictext
with a givenconcentratiorof strings.

6. EVALUATION WITH SNORT

We usedthe Snortversion2.0 for our experimentswhich has
2280contentltering rules. Thetotal numberof stringsassociated
with all theserulesis 2259. The string length distribution is as
showvn in Figure?.

We simulatedour algorithmwith k = 16. Remembethatthe
largerthek, smalleris the total numberof sggmentsandtails. Ide-
ally we would like the k to be thelargeststring length. However,
sincecalculationof hashover suchalong stringis notpracticaland
it would requireseveralBloom lters to beoperatingn parallel,we
resortto the Aho-Corasickwhich is indeedthe motivation behind
our work. The experimentsresultsin [8] indicatethatk = 16is

180
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#strings
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40
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0 20

Figure7: String length distrib ution. Maximum string length is
122bytes.

afeasiblevalue. Secondlyaround70% stringsarewithin 16 char
actersand hencedon't needto be broken up (theseendup asthe
tails associatedvith the stateqp) if k = 16. With a JACK-NFA
constructedrom Snortstrings,the resultingnumberof items,n;,
ini™ Bloom lter within anengineof k Bloom lters is asshovn
in theTable2.

It is notavorthy that the numberof itemsin k™ Bloom lter
is larger than the itemsin eachof the other lters. This is ex-
pectedsinceall the stringsare rst broken up in the segmentsof
k charactersindthus creatingmaximumnumberof items of this
lengthwhereassegmentsof ary shorterlengthsare just left over
tails. Theamountof memoryto beallocatedo each Iter depends
onthenumberof hashfunctions,h, usedperBloom lter . We used
two valuesof hashfunctionsh = 8; 16. For aBloom lter i with
numberof hashfunctionsh andnumberof stringsn;, the optimal
amountof memorym; to beallocateds givenby theformula[9]:

m; = 1:44hn; (8)

We roundthis numberto the next power of 2 sinceusuallythe
embeddednemoriesare available in the power of 2 sizes. The
memoryallocatedto all the Bloom Iters for eachcon guration
of hashfunctionsis alsoshawn in the Table2. Thefalsepositive
probability of the Bloom Iter constructedn this way is given by
theformula[9]:

fr= 1 e mhemi " (9)
=

Thesetheoreticalfalse positive probabilitiesare shavn in the
table. We createda synthetictext with a string concentratiorof
¢ = 0:01. To achieve this, we scannedill the stringswith which
we createdhe JACK-NFA oneby onewith randomcharactersn-
terspersedn betweentwo strings. The total numberof random
characterinsertedvere1000timesthetotal characterin thestring
set. Thetotal numberof memoryaccesseandaccesseper char
acterwere noted. The obsered false positive probability of each
Bloom lter wasalsoobtained.Thevaluesareasshavn in the Ta-
ble 2. Thetable clearly indicatesthat the obsered falsepositive
rateof eachBloom lter is very closeto theonepredictedtheoret-
ically.

In scanninga large text with t charactersye spendtM s time
in externalmemoryaccesseshere is the averagetime for one
memoryaccessMoreover, with r physicalengineswe spentt=r
clock ticks of the systemclock in just shifting thetext. If F is the



hashfunctionsh = 8 hashfunctionsh = 16

obsered | theoretical obsered | theoretical
i nj m; (bits) | fi fi m; (bits) | fi fi
1 70 | 1024 0.000000(| 0.000991 | 2048 0.005719( 0.000001
2 76 | 1024 0.000972| 0.001614 | 2048 0.000000( 0.000003
3 146 | 2048 0.001092| 0.001273 | 4096 0.000000( 0.000002
4 228 | 4096 0.000290| 0.000278 | 8192 0.000000( 0.000000
5 173 | 2048 0.003331| 0.003389 | 4096 0.000010( 0.000011
6 138 | 2048 0.001240| 0.000909 | 4096 0.000000( 0.000001
7 127 | 2048 0.000490| 0.000547 | 4096 0.000000( 0.000000
8 172 | 2048 0.002490| 0.003281 | 4096 0.000010( 0.000011
9 131 | 2048 0.000620| 0.000662 | 4096 0.000000( 0.000000
10 || 156 | 2048 0.001720| 0.001879 | 4096 0.000120( 0.000004
11 || 159 | 2048 0.002700| 0.002098 | 4096 0.000000( 0.000004
12 || 172 | 2048 0.003859| 0.003281 | 4096 0.000010( 0.000011
13 || 155 | 2048 0.001600(| 0.001810 | 4096 0.000000( 0.000003
14 || 123 | 2048 0.000490| 0.000448 | 4096 0.000020( 0.000000
15| 94 | 2048 0.000070| 0.000080 | 4096 0.000000( 0.000000
16 || 968 | 16384 0.000180| 0.000405 | 32768 0.000000( 0.000000

Table 2: Resultsof Bloom Iter construction.

systemclock frequeny thenthe total averagetime spentin scan-
ningt charactetextistM s + t=r F giving usanaveragethrough-
putof

t
R = 8 = 8
+

bps 10
W T T p (10)

1
rF

In orderto storethe off-chip tablewe will assumehe useof a
250MHz, 64bitwide, QDRII-SRAM which areavailablecommer
cially. Wealsoassumé- = 250M H z, sincelatestFPGAssuchas
Virtex-4 from Xilinx canoperateat this frequeng which canalso
operatein synchronizatiorwith the off-chip memory In orderto
calculate we mustknow the size of the off-chip tableentry We
assumet bytesfor staterepresentationAlso, Insteadof keeping
the list of all the matchingstring IDs, we will keepa pointerto
suchlist which canbe implementedn a differentmemoryor the
samememory A pointerwill make the tableentry morecompact.
Secondly with k = 16 charactersymbols, the resulting JACK-
NFA exhibits a failure chainlengthof just one,i.e. failureto state
oo for morethan97% of the states.Hencewe will keepspacefor
only onefailure stateor alternatvely apointerto achainof statesf
therearemorethanonestatesn thefailure chain. Therefore gach
table entry can be representedn a 32 byte datastructure(4+16
bytesfor hstate; symboli + 4 bytesfor NextState+ 4 bytesfor
MatchingStringsPtr + 4 bytesfor FailureChain/Ptr)In acarefully
constructechashtable,we requireapproximatelyonememoryac-
cesseso readonetableentry, i.e. two clock cyclesof dualdatarate
250MHz 64 bit wide databus. Hence, = 8ns.

We usethevaluesof thetheoreticaFalsepositive probabilitiesof
all the Bloom lters from Table 2 to computethe theoreticalpes-
simistic averagememoryaccesseper charactemusing Equation?.
Substitutingt in Equation10 we obtainthe theoreticathroughput
value. At the sametime we obsere the averagememoryaccesses
per characteiduring the simulationand useit to computethe ob-
senedthroughput.Theseresultsareshavn in the Table3.

We seefrom the tablethatthe obsered throughputhasalways
beenbetterthanthetheoreticallypredicteddueto somepessimistic
assumptionsnvolved in derving the theoreticalthroughput. The
resultsalsoindicatethat we can constructan architectureto scan
dataat theratesashigh as10 Gbpswith just 376 Kbits of on-chip

memory Moreover, we also obsere that increasingthe number
of hashfunctions gives diminishing returnssince with the same
amountof memory anarchitecturewith 8 hashfunctionsper Iter
cando abetterjob thanthearchitecturevith 16 hashfunctionsper
Iter. Thus,in this particularcase,it is feasibleto build several
lessperfectenginegqi.e. with high falsepositive rate)thanto build
fewer but nearperfectengines(i.e. with very low false positive
rate).

7. CONCLUSIONS

We have presentedh hardware acceleratedrersionof the Aho-
Corasickmulti-patternmatchingalgorithmfor network content |-
teringandintrusiondetectiorapplications We modify the original
algorithmto scanmultiple charactersat a time. We thensuppress
theunnecessarynemoryaccessesasingBloom lters, to speedup
the patternmatching. The logic resourcesequiredto implement
our algorithmin hardware areindependentf the numberof pat-
ternsor patternlengthssinceit primarily makesuseof embedded
on-chipmemoryblocksin VLSI hardware. Dueto its relianceon
only embeddednemory we arguethatit is morescalablen terms
of speedandthe size of the patternset, whencomparedo other
hardware approachedasedon FPGAand TCAM. It is alsoscal-
ablein termsof patternlength,unlike theearlierBloom lter based
approachesvhich worked well for only shortpatterns.With less
than 50 KBytes of on-chipmemory our algorithmcanscanmore
than2000Snortpatternsat morethan10 Gbpsdatarate.
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