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Abstract

This paper describesthe design, implementationand
performancef anopen highperformancedynamicallyex-
tensiblerouterunderdevelopmenat WashingtonJniversity
in St. Louis. Thisrouter supportsthe dynamicinstallation
of softwae and hardware pluginsin the data path of appli-
cationdata ows. It providesan experimentalplatformfor
reseach on programmablenetworks protocols routersoft-
ware andhardware design networkmanaementguality of
serviceandadvancedpplications.lt is designedo be e x-
ible, without sacri cing performance It supportsgigabit
links and usesa scalablearchitectuie suitablefor support-
ing hundredsor eventhousand®f links. Thesystens ex-
ibility malesit anideal platformfor experimentakeseach
on dynamicallyextensiblenetworksthat implementhigher
level functionsin direct supportof individual application
sessions.

1. Intr oduction

In the last decadethe Internethasundegonea funda-
mentaltransformationfrom a small-scalenetwork serving
academicsindselecttechnologycompaniesto a globalin-
frastructureservingpeoplein all walks of life andall parts
of theworld. As thelnternethasgrown, it hasbecomemnore
comple, makingit dif cult for researcherandengineers
to understandts behaior andthat of its mary interacting
components.This increaseghe challengedacedby those
seekingto createnew protocolsandtechnologieghat can
potentially improve the Internets reliability, functionality
and performance. At the sametime, the growing impor-
tanceof thelnternetis dramaticallyraisingthe stales.Even
smallimprovementscanhave a big payof.

In this context, experimentalstudiesaimed at under
standinghow Internetroutersperformin realistic network
settingsare essentiato ary seriousresearcheffort in In-
ternettechnologydevelopment. Currently academicre-

searcherdhiave two main alternatvesfor experimentalre-
searchin commercialroutersand routing software. With
commercialrouters, researchersre using state-of-the-art
technologybut are generallylimited to treatingthe router
as a black box with the only accessprovided by highly
constrainednanagemennterfaces. The internaldesignis
largely hidden,and not subjectto experimentalmodi ca-
tion. The otheralternatve for academiaesearcherss to
useroutingsoftware,runningon standarccomputersOpen
sourceoperatingsystemssuchasLinux andNetBSDhave
madethis a popularchoice. This alternatve providesthe
researchewith direct accesdo all of the systems func-
tionality andprovidescompleteextensibility but lacksmost
of theadwancedarchitecturafeaturedoundin commercial
routersmakingsuchsystemainrealistic.

The growing performancelemandof the Internethave
madethe internal designof high performanceroutersfar
morecomple. Routersnow supportlarge numbersof gi-
gabitlinks andusededicatechardwareto implementmary
protocol processindgunctions. Functionalityis distributed
amongthe line cardsthat interfaceto the links, the con-
trol processorghat provide high level managemerdéndthe
interconnectiometwork thatmovespacketsfrom inputsto
outputs. The highestperformancesystemsusemultistage
interconnectiometworkscapableof supportinghundred®r
eventhousand®f 10 Gb/slinks. To understandhow such
systemgerform,onemustwork with systemghathavethe
samearchitecturalcharacteristicsA single processomwith
a handfulof relatively low speednterfacesusesan archi-
tecturewhich is both quantitatvely and qualitatively very
different. The kinds of issuesonefacesin systemsof this
sortarevery differentfrom the kinds of issuedacedby de-
signersof modernhigh performanceouters. If academic
researchis to be relevantto the designof suchsystemsit
needgo be supportedby systemgesearchusingcompara-
ble experimentaplatforms.

This paper describesa highly e xible router that is
dynamically extensibleunderdevelopmentat Washington
University. It providesanideal platformfor advancednet-



working researchn the increasinglycomplex ervironment
facing researcheraind technologydevelopers. It is built
arounda switch fabric that can be scaledup to thousands
of ports. While typical researchsystemshave small port
counts,they do usethe sameparallel architectureusedby
muchlarger systemsrequiringresearcherto addressn a
realisticway mary of theissueghatarisein largersystems.
Thesystemhasembeddedprogrammabl@rocessorat ev-
erylink interface allowing paclet processin@gtthesenter
facesto be completely e xible andallowing dynamicmod-
ule installationthat can add specializedprocessingo in-
dividual applicationdata o ws. An extensionto the system
architecturewhichis now in progresswill enableall paclet
processingo be implementedn recon gurablehardware,
allowing wire-speedorwardingatgigabitrates.Thedesign
of all software and hardware usedin the systemis being
placedin the publicdomain,allowing it to be studiedmod-
i ed andreuseddy researcheranddevelopersnterestedn
adwancingthe developmentof open, extensible,high per
formancelnternetrouters.

This papercontainstwo parts. Part | containsSec-
tions 2 to 4 and describeghe architectureof Washington
University's Dynamically ExtensibleRouter (DER). Sec-
tion 2 describeghe overall systemarchitectureand some
novel hardware components.The principle con gurations
are distinguishedby the type of hardware performingthe
port processindunctions.In the simplestcon guration, all
port processorsare SmartPort Cards(SPCs)which con-
tain a general-purpos@rocessar This SPC-onlysystem
canbe extendedby off loading most of the traditional IP
processindunctionsto a recon gurablehardware module
calledtheField Programmablg@orteXtende(FPX). In this
FPX/SPCsystemthe SPChandlesspecialprocessinguch
asactive pacletsandsomelP options. Section3 describes
the designand implementatiorof system-lgel processing
elementsand someof the designissuesrelatedto its dis-
tributed architecture. Section4 describesthe processing
doneatthe port processorén an SPC-onlysystem.

Part Il containsSections5 to 9 and describeshe use
and evaluationof the DER. Section5 describesour expe-
riencewith an active networking applicationthat exploits
the systems extensibility. Section6 describeperformance
measurementsf paclet forwardingspeedon an SPC-only
prototypesystem. The measurementguantify the abil-
ity of an SPC-onlysystemto forward pacletsand provide
fair link access.Section7 describegshe evaluationof our
combinedpaclet queueingandschedulingalgorithmcalled
QueueStateDe cit RoundRobin (QSDRR).Section8 de-
scribegheevaluationof our distributedqueueingalgorithm
which is aimedat maximizing outputlink utilization with
considerablyower costthanoutputqueueingsystems.

Section9 describetiow anFPX/SPCsystemwould han-
dle active IP paclets and presentspreliminary measure-

mentsof its paclet forwardingspeedwith andwithout ac-
tive trafc. Thesemeasurementguantify the effect of ex-
tendingan SPC-onlysystemwith eld programmablenod-
ules. Finally, Section10 closeswith nal remarkson the
currentstatusof the systemandfuture extensions.

Part |: Architecture

2. SystemOverview
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Figure 1. DER Hardware Con guration

The Washington University Dynamically Extensible
Router (DER) is designedto be a scalable, high-
performance,open platform for conductingnetwork re-
search.It employs highly recon gurabletechnology(pro-
grammablehardware and dynamic software modules)to
provide high-speedprocessingof IP paclets and can be
extendedto provide application-speci cprocessindor se-
lected o ws. Becausaet is built aroundan ATM core,it can
alsosupportATM virtual circuits. Figure1 shavsthe over-
all architectureof the DER andits maincomponentsCon-
trol ProcessofCP),ATM switchcore,Field Programmable
port eXtendergFPXs), SmartPortCardgSPCs)andLine
Cards(LCs). Figure2 shavs one DER unit with its cover
off in theright photograph.

The main function of the routeris to forward paclets
at a high speedfrom its input sideto its outputside. The
systemusesa multistageinterconnectiometwork with dy-
namicroutingandasmallinternalspeechdvantagdi.e., the
internaldatapathscanforward pacletsat a fasterratethan
theexternallinks) to connecttheinput sidePortProcessors
(PPs)to theoutputsidePPs.Ouruseof anATM switchcore
is atypical approachusedby commerciakystemswvherelP
is oftenimplementedbver ATM in orderto getthe bene ts
of cell-switching.A PPcanbeeitheraField Programmable
port eXtender(FPX) or a SmartPortCard(SPC)or both.



Figure 2. Washington Univer sity Dynamicall y Extensib le Router

ThesePPsperformpaclet classi cation, routelookup and
pacletscheduling.

The systememploys a numberof interestingtechniques
aimedatachieving high performancend e xibility . A dis-
tributedqueueingalgorithmis usedto gainhigh throughput
even underextremeoverload. A queuestatede cit round
robin paclet schedulingalgorithmis usedto improve av-
eragegoodput(throughputexcluding retransmissionsand
goodputvariability with lessmemoryutilization. The PPs
includeanef cient dynamicpluginframework thatcanpro-
vide customizedserviceghatareintegratedinto thenormal
pacletprocessingath. ThePPsalsouseapacletclassi ca-
tion algorithmthatcanrunatwire speedvhenimplemented
in hardware. The CP runsopensourceroutedaemonghat
supportstandardprotocolssuchas OSPFas well as the
DER's own o w-speci ¢ routing protocol. Furthermore,
thekey routerfunctionsareef ciently distributedamongits
hardwarecomponent®y exploiting thehighbandwidthand
connection-orientedircuits provided by the ATM switch
core.Theremaindeof this sectiongivesanoverview of the
DER hardwarecomponents.

2.1 Control Processor

The Control ProcessofCP) runs software that directly
or indirectly controlsand monitorsrouterfunctions. Some
of thesefunctionsinclude:

Con gurationdiscovery andsysteminitialization
Resourceisageandstatusmonitoring
Routingprotocols

Controlof port-level active processingrvironments
Forwardingtableandclassi er databasenaintenance

Participationin higher level protocolsfor both local
andglobalresourcemanagement

The processingassociatedvith someof thesefunctionsis
describedn Sections3 and4. The CPis connectedo one
of the DER's portsandusesnative ATM cells andframes
(AALO and AAL5) to communicatewith and control the
individual port processors.

2.2 Switch Fabric and Line Cards

TheDER's ATM switchcoreis aWashingtorUniversity
Gigabit ATM Switch (WUGS)[1, 2]. The currentWUGS
haseight (8) portswith Line Cards(LCs) capableof oper
atingatratesupto 2.4 Gb/sandsupportsATM multicasting
usinganovel cell regycling architecture.

EachLC providescorversionandencodingunctionsre-
quiredfor the target physicallayer device. For example,
anATM switchlink adaptemprovidesparallel-to-serialen-
coding, and optical-to-electricatorversionsnecessaryor
datatransmissiorover ber usingoneof the optical trans-
missionstandardse.g.,SONET CurrentLCsincludeadual
155Mb/sOC-3SONET][3] link adaptera622Mb/s OC-12
SONETIink adapteranda 1.2 Gb/sHewlett Packard(HP)
G-Link [4] link adapter A gigabitEthernet_C is currently
beingdesigned.

2.3 Port Processors

Commercialswitchesandrouterstypically employ spe-
cialized integratedcircuits to implementcomplex queue-
ing and paclet Itering mechanisms. Active process-
ing ernvironmentsthat use commercialroutersrely on a
general-purposegrocessingervironment with high-level
languagesupportsuch as Javza and NodeOS (XXX ref-
erences). This approachresultsin an in e xible, high-
performancestandardpaclket forwarding path and a rela-
tively low-performancective processingath.

The DER also supportsactive processingand high-
performancepaclet forwarding, but takes a different ap-
proach. The port processorsare implementedusing two



separatelevices: anembeddedjeneral-purposeomputing
platform calledthe SmartPort Card (SPC)andan embed-
ded programmablehardware device called the Field Pro-

grammableport eXtender(FPX). Figure 4 illustrateshow

the SPC,FPX andWUGS areinterconnectedIn general,
the FPX performsbasiclP paclet processingforwarding
and scheduling[5] and leaves non-standargrocessingo

anSPCwhich actsasa network processarThis implemen-
tationapproachakesadvantageof thebene tsof acooper

ative hardware/softvarecombination6, 7].

While a high-performanceon guration would contain
bothFPXsandSPCsthisis notrequired.The SPCcanhan-
dle all IP forwardingfunctions(i.e., IP routelookup, o w
classi cation, distributed queueingand paclet scheduling)
aswell asactive processing.

Smart Port Card (SPC): As shavn in Fig. 3, the Smart
Port Card (SPC) consistsof an embeddedintel proces-
sor module, 64 MBytes of DRAM, an FPGA (Field Pro-

grammableGate Array) that provides south bridge func-

tionality, and a WashingtonUniversity APIC ATM host-
network interface [8]. The SPC runs a version of the

NetBSD operatingsystem[9] that hasbeensubstantially
modi ed to supportfastpaclet forwarding,active network

processing@ndnetwork management.
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Figure 3. Block Diagram of the Smart Port
Card (SPC)

The Intel embeddednodulecontainsa 166 MHz Pen-
tium MMX processgmorthbridge[10] andL2 cache.(We
arecurrentlydevelopingan SPC2, a fasterversionof this
module,which will replacethe currentSPC.)The“System
FPGA” providesthe functionality of the southbridge chip
[11] foundin anormalPentiumsystemandis implemented
usinga Xilinx XC4020XLA-08 Field Programmabldéate
Array (FPGA)[12]. It containsa smallbootROM, a Pro-

grammabldnterval Timer (PIT), a Programmablénterrupt
Controller (PIC), a dual UART interface,and a modi ed
RealTime Clock (RTC"). See[13] for additionaldetails.

On the SPC,ATM cells are handledby the APIC [14,
15]. Eachof the ATM portsof the APIC canbe indepen-
dently operatedat full duplex ratesrangingfrom 155Mb/s
to 1.2 Gb/s. The APIC supportsAAL-5 andis capable
of performingsegmentationand reassemblyat maximum
bus rate (1.05 Gb/s peakfor PCI-32). The APIC directly
transfersATM framesto andfrom hostmemoryandcanbe
programmedothatcells of selectecchannelgpasddirectly
from oneATM portto another

We have customized\NetBSDto usea diskimagestored
in main memory a serialconsole a self con guring APIC
device driver and a “fake” BIOS. The fake BIOS pro-
gramactslike a boot loader: it performssomeof the ac-
tionswhich arenormally doneby a PentiumBIOS andthe
NetBSDbootloaderduring power-up.

WUGS FPX SPC
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Figure 4. An FPX/SPC Port Processor

Field Programmable Port Extender (FPX): The FPXis
a programmablénardwaredevice that processepacletsas
they passbetweenthe WUGS backplaneandthe line card
(shavn in the middle of Figure4). All of thelogic on the
FPXis implementedvith two FPGA devices: the Network
InterfaceDevice (NID) andthe Reprogrammablépplica-
tion Device (RAD) [5]. The FPX s implementecbn a 20
cm  10.5cm printed circuit boardthat interconnectghe
FPGAswith multiple banksof memory

TheNetwork InterfaceDevice (NID) controlshow pack-
ets are routedto and from its modules. It also provides
mechanismdo load hardware modulesover the network.
Thesetwo featuresallow the NID to dynamicallyload and
unloadmoduleson the RAD without affecting the switch-
ing of othertrafc o wsor the processingf pacletsby the
othermodulesin the systen{16].

As shavn in the lower-centerof Figure4, the NID has
severalcomponentsall of which areimplementedn a Xil-
inx Virtex XCV-600EFPGAdevice. It contains:1) A four-
port switchto transferdatabetweerports;2) Flow look-up



tableson eachport to selectvely route o ws; 3) An on-
chip Contmol Cell Processorto processcontrol cells that
aretransmittedandreceved over the network; 4) Logic to
reprogramthe FPGA hardware on the RAD; and5) Syn-
chronousand asynchronounterfacesto the four network
portsthatsurroundtheNID.

A key featureof the FPX is thatit allows the DER to
perform paclet processingunctionsin modularhardware
components. As shavn in the uppercenterof Figure 4,
thesemodulesareimplementedasregionsof FPGA logic
onthe RAD. A standardnterfacehasbeendevelopedthat
allows a moduleto procesghe streamingdatain the pack-
etsasthey ow throughthe moduleandto interfacewith
off-chip memory[17]. Eachmoduleon the RAD connects
to oneStaticRandomAccessMemory (SRAM) andto one
wide SynchronouPynamicRAM (SDRAM). In total, the
modulesimplementedon the RAD have full control over
four independenbanksof memory The SRAM is usedfor
applicationghatneedto implementtablelookupoperations
suchastheroutingtablefor the FastIP Lookup(FIPL) mod-
ule. The othermodulesin the systemcanbe programmed
over the network to implementuserde ned functionality
[18].

3. System-Level Processing

[+ J[e s][ =
 — —
4

J

3 3 3
A

dE_

4 ry

1=
[
— ([
—w—
i \

[

Figure 5. DER Logical View

Figure5 givesaglobalview of anSPC-onlyDER show-
ing someof the functionsalongthe controlanddatapaths.
Section9 describeshow the SPCworks with the FPX in
an FPX/SPCsystem. This sectiondescribeghe actvities
thatinvolve the Control Processo(CP) andits interaction
with the PPs. The software framework runningon the CP
supportssystemcon guration, statusmonitoring, PP (SPC

andFPX) control, resourcemanagementouting, anddis-
tributed queueing. The managedesourcesnclude output
link bandwidth, SPC buffers, active plugin ervironment,
routetablesandclassi errules.

3.1 Inter nal Communication

Communicationamongthe DER's distributed compo-
nentsis built on top of a setof ATM virtual circuits using
VCI (Virtual Circuit Identi er) allocationrulesthatsimplify
theiruse.Also, the CPusegheconcepbf virtual interfaces
to easilysggregatetraf ¢ arriving fromthe PPs.It shouldbe
pointedout thatusingVCls to segregatetraf ¢ hasseveral
practicalconsequences:

Allows for early trafc demultipling in the SPC
therebyreducingthe per paclet/cell processingover-
head[19];

IP pacletsand AALS5 control trafc may be sentsi-
multaneouslyon differentVCs without the possibility
of interleaving ATM cells;

Providesa simple abstractiorand mechanisnfor im-
plementingvirtual interfaceqa physicalinterfacemay
have multiple virtual interfaceseachassociateavith a
differentVCl).

TheVCI spacds partitionedinto into threegroups,one
for eachof thethreetraf ¢ types:

1) ATM Device Control: The CP sendsAALO cells to
con gure and monitor the variousATM speci ¢ de-
vices in the DER (e.g., FPX, SPC ATM interface
(APIC), ATM switch).

2) IP Datagrams:IP traf ¢ travelsfrom input PPsto out-
put PPsusingspeci ¢ VCls. TheVCI allocationrules
for inter-PP communicationsimpli es the identi ca-
tion of the sendingandreceving portsby treatingthe
VCIl asa“tag”. For example,inputPP sendgo out-
putPP onVCI ( ). The ATM switchtranslates
the VCI sothatPP receivesthe sameframeon VCI
( ). Here, 40 is the baseVCI for transitingIP
traf c. Othertrafc typesusedifferentbaseVCls.

3) Commandand ManagementTrafc: A similar ap-
proachis usedto sendcommanddrom the CP to the
PPs. For example,the CP sendscommandgo SPC
onVCI ( ) while eachSPClistensfor thesecom-
mandson VCI 62.

3.2 SystemCon guration

System initialization sets up communication paths
amongall processor¢CP, PPs)andinitializesthe PPswith



instructionsand data. This boot processis multi-tiered.
First, it performsalow-level initialization sequencsothat
the CP cancommunicatewith the PPs. Next, it discovers
thenumberlocation,andtypesof computingresourcesand
links at eachport.

Thefollowing sequencés executed:

Con guration: The CP controlsthe operationof its PPs
usingATM control cells. Therefore,communicationrmust
be establishedetweenthe CP andits PPseven beforethe
discoverystepcanbeperformed.The CPsetsup prede ned
ATM virtual circuits (VCs). TheseincludeVCs for control
cells, for programloading and for forwarding IP paclets
from input portsto outputports.

Discovery: TheCPdiscoversthelow-level con gurationof
aportby sendingcontrolcellsto eachpotentialprocessoat
eachport usingthe VCls in stepl. Eachprocessomill

reportthe characteristicef the adjacentardthatis further
from the switch port. The responsesndicatethe type of
processorateachportandthelink rate.

SPC Initialization: The CP downloadsa NetBSD kernel
andmemory-residentesystemto eachSPCusinga multi-
castVC andAAL5 framesandcompletesachSPCSsiden-
tity by sendinghemtheir portlocationusinga DER control
message.

FPX Initialization: Initialization of anFPX follows asim-
ilar sequenceA programandcon gurationis loadedinto
the RAD reprogram memoryundercontrol of the NID us-
ing control cells. Oncethe last cell hasbeensuccessfully
loaded,the CP sendsa control cell to the NID to initiate
the reprogrammingpf the RAD usingthe contentsof the
reprogrammemory

The DER canalsodynamicallyalter a large numberof
systemparametersnakingit ideal for an experimentalket-
ting. Thesechangeganbe performedatafull rangeof sys-
tem levels. Examplesat the policy level include selecting
apacletclassi er or a particulardistributedqueueingalgo-
rithm. Examplesat the lowestlevelsinclude the enabling
of dehug messageandthe selectionof the systemmessage
recipients.The DER's controlcell framevork makesit easy
to addandcontrolnew dynamiccon gurationoptions.

3.3 Classi er

At the top-level, the DER architectureis basedon a
relatively simple architecturalmodel which is similar to
the integrated servicesrouting architecturedescribedin
RFC1633[20]. The classi er is responsibldor determin-
ing the dispositionof a paclket. Whena pacletis receved
ataninput PR it is classi ed resultingin a setof associ-
atedattributes. ZZ Theseattributesare expressedn terms
of actionsandresourceallocations. Additionally informa-
tion associatewvith apaclketmayinclude , whethertheroute

is pinned(i.e. x edby a signalingprotocol),arepresenta-
tion of the next hop's addressQoSresenations,whethera
copy of thepacletshouldbesentto amanagemennodule.
Actionssupportedn the DER include:

Deny: Drop paclet, typical of a re wall implementa-
tion wherea setof rulesarede ned to speci cally list

application aws or traf ¢ classeghatarenot permit-
tedto be forwardedby therouter

Permit: Theinverseoperationof Dery, implicit unless
otherwiseindicated

ReservedThis o w hasanexisting resourcaesena-
tion.

Active: Flow is associatedvith an active plugin, so
paclet mustbe sentto the active processingerviron-
ment.

In the DER implementation(see Figure 6) the classi-
er function is performedby the generalmatch and the
0 w/routelookup modules. While the actualimplementa-
tion of theclassi er mayincludeoneor morelookupopera-
tionson oneor moretables the following discussiortreats
theclassi er asasinglelogical operation.

The standardP routelookup functionusesaroutingta-
ble thatis calculatedrom and maintainedby one or more
interior and exterior routing protocols such as OSPF or
BGPR Theroutelookup operationcompareghe destination
hostaddresgo the network pre xesof all possibleroutes
selectinghelongestmatching(mostspeci c) pre x. If sev-
eral matchesare found thenthe one with the lowest cost
(bestroute)is selected.A router may also employ policy
basedrouting wherethe route selectionis augmentedy a
setof rulesor constraintantendedto optimize pathselec-
tion. For example,policiesmay be usedfor load balancing
or restrictingspeci c links to certaintypesof traf c.

However, if a paclet belongsto a o w which haspre-
allocatedresourcesalong a path, then the classi er must
associateghe paclet with both a local resourceresenation
(possiblyNULL) anda speci ¢ route (possibly x ed). In
this later case,the routesare usually x ed andthe match
is anexactmatchon multiple headerelds (seedescription
below).

Whencon guring andmaintainingthe classi er the CP
sendsa setof rulesto the PPswhich togethewith therout-
ing tablede ne the classi er. A ruleis composedf a I-
ter (alsoknown asa predicate) an actionand someaction
speci ¢ data(suchasresourcaequirementgor aresened
ow).

A lter speci eshit patternthatis comparedagainsthe
receved paclet header(IP andtransportheaders). There
aretwo categoriesof lter supportedoy the DER, general
matchandlongestpre x match. A generalmatchpermits



partial matchesas speci ed by a setof pre x esand wild-
cardsThe longestpre x match lter comparesup to 104
bits from the IP andtransportheadersandselectshe lter
with longestmatchingpre x.

Theform of ageneraimatch lter is givenbelow:

(DstAddr, DstMask, SrcAddr, SrcMask, DstPort, Src-
Port,Proto,RxIF).

Wherethe elementdave thefollowing de nitions:

1. DstAddr: IP destinatioraddresg32 bits).

2. DstMask: A bit mask correspondingo the desired
destinationaddressre x. For example, DstMask=
Oxffff0000 speci esa pre x of 16 bits corresponding
to aclassB IP network. An equivalentrepresentation
schemaeis to specifyjust the pre x width, 16 in this
case.

3. SrcAddr: IP sourceaddresg32 bits).

4. SrcMask: Sourceaddresbit mask,sameanterpretation
asfor DstMask.

5. Dsthort: If UDP or TCPthenthedestinatiorportnum-
ber, otherwisenot used(16 bits). Zero (0) is the wild-
cardvalue- matchesll destinatiorport numbers.

6. SrcPort: Sameinterpretatiorasthe DstPort eld.

7. Proto: Protocol eld from IP headen(8 bits). Zerois
thewildcardvalue.

For example the Iter

(192.168.200.2, Oxffffffff,
2345,3456,17)

speci esan exactmatchon ary pacletoriginatingfrom
thehostwith IP addres4.92.168.220.andUDP sourceport
3456, destinedfor the hostwith IP addressl92.168.200.2
andUDP port number2345. The CPwill install this Iter
onaspeci c interface(i.e. PP)soonly pacletsarriving on
thatinterfacewill becomparedhgainsthis Iter. While the
Iter,

(192.168.200.00xffffff00, 192.168.220.00x{fffff00, O,
3456,17)

will matchUDP pacletsreceved from ary hoston the
192.168.200.0/2dubnetwvith adestinatiorportof 3456and
destinationaddressn the 192.168.220.0/24ubnet. Note
the destinationport numberhasbeenwild cardedso ary
portnumbemwill matchthis eld.

Conceptually longestpre x match lter are similar to
the above generalmatch Iter with the constraintthat bit
elds usedin the matchcannot be disjoint. The CPusesa
singlebit eld of 13 bytes(104 Bits) with a pre x length.
Below werepresenthepredicateasa”Match Pattern”com-
prisedof the normalpredicateelds, andapre x length(0

192.168.220.5, Oxffffffff,

- 104): Thebit eld is the concatenatioof the same elds
usedin thegeneramatchandit is representedy:
(DstAddr, SrcAddr DstPort, SrcPort, Proto, Pre-
xLength)
This may of coursebe put into our previous format for
the predicatewherewe corvert the single maskwidth into
asetof masksandwildcards.

3.4. Route Management

The DER maintainsinformation aboutother routersin
the network by runningZebra[21], anopen-sourceouting
frameawork distributedunderthe GNU license. Zebrasup-
portsvariousinterior (OSPF RIP) andexterior (BGP)rout-
ing protocols.Eachindividual routing protocolcontributes
routesto acommonroutingtablemanagedy the CP. Based
on this routing table, the CP computesa forwardingtable
for eachport, which it keepssynchronizedvith the routing
table. As routing protocolsreceve updatedrom neighbor
ing routersthat modify the routing table, the CP continu-
ouslyrecomputeshe forwardingtablesandpropagateshe
changedo eachport.

Theforwardingtablesstoredin theFPXsandSPCausea
treebitmapstructurefor fastpaclet classi cationwith ef -
cientmemoryusagg22]. The FastIP Lookup (FIPL) algo-
rithm employs multibit trie datastructureghat areideally
suitedfor fast hardware implementation[5]. Section9.1
describeghe algorithmandits performancen a prototype
con guration.

Whenthe CPrecevesarouteupdatefrom anotherouter
to addor deletea path,it createsanew internaltreebitmap
structurethatre ects the modi ed forwardingtable. Then,
it sendsATM control cells to the FastIP Lookup compo-
nentsin the SPCor FPX representinghe modi cationsto
the multibit trie structure.

3.5. Signaling and Resource Management

TheCPsupportsarioussignalingprotocolge.g.,RSVR
MPLS) andsupportsactive networking. The signalingpro-
tocols allow applicationsto make bandwidthresenations
requiredfor QoS guaranteesWhen a bandwidthresena-
tion requestarrivesat the CP, the CP rst performsadmis-
sion controlby checkingfor sufcient resourceslf admis-
sion control succeedsthe CP resenesthe requiredband-
width on boththe input and outputportsandreturnsa sig-
nalingmessagéo granttheresenation. If theresenationis
grantedthenanew ruleis addedo theclassi erto bindthe
resened o w to its resenation. The route entry may also
be pinnedso that paclets belongingto the same o w are
routedconsistently

It is alsopossiblefor the signalingframework to resene
a 0 w-speci c routewithoutanassociatedesourceesena-



tion. Theis usefulfor applicationsrequiringspeci ¢ QoS
guarantee®r o ws that needto transit speci ¢ network
nodesn agivenorderfor active processing.

In addition, the DER provides o w-speci ¢ processing
of datastreamsAn active o w is explicitly setup usingsig-
nalingmechanismsghich specifythesetof functionswhich
will berequiredfor processinghe datastream.In the con-
text of the DER, plugins are codemodulesthat provide a
speci ¢ processindgunctionandcanbe dynamicallyloaded
andcon gured at eachport.

If anactive signalingrequesteferences pluginthathas
notbeendeployedontherouter, the CPretrievesthe plugin
codefrom aremotecodesener, checksts digital signature,
andthendownloadsit to aPPwhereit is con guredusinga
commandorotocolbetweerthe CP andthetargetPR Once
theplugin hasbeensuccessfulljoadedandcon gured,the
CPinstallsa Iter in the port's classi er so that matching
pacletswill beroutedto theplugin.

3.6. Distrib uted Queueing

Under sustainedoverload, the internal links of the
WUGS canbecomecongestedeadingto substantiallyre-
ducedthroughput. Our Distributed Queueing(DQ) algo-
rithm allows the DER to performlike an outputqueueing
system(switch fabric and outputqueuesoperateat the ag-
gregateinput rate) but without the  times speed-upre-
quired by a true output queueingswitch [23]. It avoids
switchfabriccongestiorwhile maintaininghigh outputlink
utilization. We describehebasicalgorithmbelow but leave
thediscussiorof re nementsuntil Section8.

Mechanism: TheDQ algorithmemploys a coarseschedul-
ing approachn which queuebacklogsattheinputsandout-
puts are periodically broadcasto all PPs. The DER uses
Virtual OutputQueueing?24, 25, 26] to avoid head-of-line
blocking. Eachinput maintainsseparatejueuesfor each
outputallowing inputsto regulatethe o w of traf ¢ to each
of theoutputssoasto keepdatamoving to theoutputqueues
in atimely fashionwhile avoidinginternallink overloadand
outputunder ow.
Algorithm: At every updateperiod (currently 500 sec),
eachPP recevesbackloginformationfrom all PPsandre-
calculategherates  atwhichit cansendtrafc to each
output . Roughly the algorithmcomputes , the allo-
catedsendingratefrom input to output by apportioning
theswitchcapacity basednrelative backlogssoasto
avoid both switch congestiorand outputqueueunder ow.
Table1 lists the parametersvhich appearin the DQ algo-
rithm.

Let

(1)

| | De nition

Numberof output(or input) ports
Switchingfabricspeed-ug )
Externallink rate

Backlogat output

Input 'sbacklogto output

Input 's shareof input backlogto output
Input 's shareof total backlogto output
Ratio of to

Allocatedsendingratefrom input  to output

Table 1. Distrib uted Queueing Parameters

Notethatif input is limited to arateno morethan
, we canavoid congestioratoutput . Now, let

(2)

andnotethatif input alwayssendsto output atarate
atleastequalto , thenthe queueat output  will
never becomeemptywhile thereis datafor output in an
input queue. Thesetwo obsenationsare the basisfor the
rateallocation.Theallocatedrates  are:

3)
where
— 4)

4. Port-Level Processing
4.1 IP Processing

This sectiondescribedP paclet processin@ndthe pro-
grammablenetwork ervironmentat the port level in an
SPC-onlysystem. Whenthe SPCis the only PR it must
handleall input and output processing. Although ideally
every port shouldhave both an FPX to handlethe typical
case(e.g.,no active processingr options)andan SPCto
handlespecialcaseqe.g.,application-speci cprocessing),
it is desirableio have anSPCthathasfull portfunctionality
for severalreasons:

Rapid Prototyping A prototypeDER testbedcanbe
constructedaventhoughthe FPX is still underdevel-
opment.

Lower Cost A lower cost (but slower) DER canbe
constructedisingonly SPCPPs.

Measuementand ExperienceBase Experiencewith
the SPC may be fruitful in the developmentof the



FPX,andexperimentafeaturecanbeexaminedusing
the SPCasa preliminary stepto committingto hard-
ware. Furthermorethe acceleratiorbene ts of using
theFPX canbequanti ed.

The dark pathin Figure 6 shavs the main IP datapath
throughthe SPCkernel. In orderto reduceoverheadthe
majority of the IP data path, active processingerviron-
ment, resourcemanagementunctionsand commandpro-
cessinghave beenincorporatednto the APIC devicedriver.
Only functionsthatrequireperiodicprocessinge.g.,packet
schedulinganddistributedqueueingipdatesareperformed
outsidethis path. Theseareperformedwithin the clockin-
terrupthandlemwhichrunsatahigherpriority thanthe APIC
driver.

Code Path Selection: As indicatedin Section3.1, VCls

areusedasdemultiplexing keys for incomingpaclets. The
VCI of anincomingpacletindicatesto the kernelwhether
it is from a previous hoprouter, the CP or oneof the con-
nectedDER input ports. A packet comingfrom a previous
hop is sentto the input-sidecode: general-matchookup,
routelookupandvirtual outputqueugVOQ). Routelookup
is doneby a softwareimplementatiorof the FIPL (FastIP

Lookup)algorithmdescribedaterin Section9.1. The Dis-

tributedQueueing DQ) algorithmdescribedearlierin Sec-
tion 3.6 controlsthe VOQ drainrates.

A pacletcomingfrom aninputportis sentto the output-
sidecodeandgoesthrougha sequencaimilar to theinput
sideexceptthatit is scheduledntoanoutputqueueby the
QueueStateDRR algorithm. An outputqueuecorresponds
to avirtual interfacewhich mayrepresenbneor morecon-
nectechostsor routers.Active packetscanbe processedn
eithersideof the DER.

APIC Processingand Buffer Management: The oper
ation of an APIC reducesthe load on the SPChy asyn-
chronouslyperformingsequencesf read/writeoperations
describedby descriptorchains An APIC descriptoris a
16-bytestructurethatdescribeshedatabuffer to bewritten
to for receve, or readfrom on transmit. During initializa-
tion a contiguouschunkof memoryis allocatedfor the de-
scriptors(half for TX (transmit)andhalf for RX (receve)).
ThedriverandAPIC hardwarethenusea baseaddressand
index to access particulardescriptor

Duringinitialization,anotheicontiguousegion of mem-
ory is allocatedfor IP paclet buffers. Eachbuffer is 2 KB,
and there are an identical numberof buffers and RX de-
scriptors. Eachbuffer is boundto an RX descriptorsuch
thattheir indexesarethe same.Consequentlygivena de-
scriptoraddressr index, the correspondindRX buffer can
be locatedsimply andquickly. The reverseoperationfrom
buffer to descriptoris equallyfast. This techniquemakes
buffer managemerttivial, leaving only the managementf
theRX descriptompool asa non-trivial task.

Sincetherearethesamenumberof TX descriptorasRX
descriptorswe are alwaysguaranteedo be ableto senda
pacletonceit is receved. Notethatwhensendinga paclet,
thereceve buffer is boundto the TX descriptor The corre-
spondingRX descriptoris not availablefor reuseuntil the
sendoperationcompletes.This hasthe nice effect thatthe
SPCwill stopreceving during extremeoverloadandavoid
unnecessarlClandmemorytraf ¢ andreceverlivelock.

Queue State DRR Packet Scheduling: The QueueState
De cit Round Robin (QSDRR)algorithm is usedduring
output-siddP processingdo provide fair paclet scheduling
and buffer congestioravoidance. In our prototypeimple-
mentationQSDRRcanbecon guredsothatmultiple o ws
canshareasinglequeue.

QSDRRaddsa paclet discardalgorithmwith hystere-
sis to DRR's approximatelyfair paclet scheduling. Sec-
tion 7 shaws that QSDRR provides higher averagegood-
put and lower goodputvariationwhile usinglessmemory
than corventionalalgorithmssuchas RandomeEarly Dis-
card (RED) [27] andBlue [28]. Furthermore QSDRRIis
easierto tune and can be con gured to handleaggreyate
o Ws.

ThebasicideabehindQSDRRIs thatit continuego drop
pacletsfrom the samequeuewhenfacedwith congestion
until that queueis the smallestamongstall active queues.
Intuitively, this policy penalizeghe leastnumberof o ws
necessaryo avoid link congestion. Whenthereis short-
term congestionpnly a small numberof o ws will be af-
fected thusensuringhatthelink will notbeunderutilized.

4.2 ProgrammableNetworks Environment

EachSPCrunsamodi ed NetBSDkernelthatprovides
aprogrammablernvironmentfor paclet processingteach
port. The SPCervironmentincludesfunctionality to sup-
port bothtraditional IP forwardingaswell as o w-speci ¢
processing.

If aDER portis equippedvith anFPX, pacletsareclas-
si ed using the hardware implementationof the general-
matchlookup and Fast IP Lookup (FIPL) algorithm and
sentto the SPCon a specialVCI, signalingthe SPCthat
the paclet is alreadyclassi ed. If no FPXis presentat a
port, the paclet arrives at the standardvCl andthe SPC
performsthelookupitself usinga softwareimplementation
of thelP classi er.

Regardlessof how the paclet is identi ed asrequiring
active processingijt is passedo the Plugin Control Unit
(PCU)which, in turn, passeshe pacletto thetargetplugin
or plugins. The PCU providesan ervironmentfor loading,
con guring, instantiatingand executingplugins. Plugins
aredynamicallyloadableNetBSDkernelmoduleswvhichre-
sidein thekernel'saddresspace Sinceno context switch-
ing is required the executionof pluginsis highly ef cient.
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Figure 6. SPC IP Processing

For the designof plugins,we follow an object-oriented
approachA plugin classspeci esthegenerabehaior of a
pluginandde neshow it is initialized, con guredandhow
pacletsneedto beprocessedA plugininstances aruntime
con gurationof apluginclassboundto aspecic ow. It is
desirableto have multiple con gurationsof a plugin, each
processingts speci ¢ o w andhaving its own datasegment
that includesthe internal state. Multiple plugin instances
canbeboundto one o w, andmultiple o ws canbebound
to asingleinstance.

Througha virtual function table, eachplugin classre-
spondgo astandardizedetof methodgo initialize, con g-
ureandproceslugins. All codefor initialization, con g-
urationand processings encapsulateth the plugin itself.
Thereforethe PCUis notrequiredto know anything about
aplugin'sinternaldetails.

Once a paclet is associatedwith a plugin, or plu-
gin chain, the plugin ervironmentinvokes the processing
methodof the correspondingplugin instance passingit a
referenceto the paclet to be processed. The processing
might alter the paclet payloadaswell asthe header If a
paclet's destinationaddressasbeenmodi ed, the paclet
needsto be reclassi ed sincethe output port might have
changedeforethe pacletis nally forwarded.

Part Il: Useand Evaluation
5. Wave Video (An Active Application)
5.1 The Application

TheWave Video applicationdemonstrateaninnovative
active video scalingarchitecturehatallows for on-demand
deploymentof executablecodein the form of plugins[29].
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Videotransmissioririggerstheretrieval of a plugin from a
nearbycodesener andits installationin a router's kernel.
Sincethe plugin coderunsin kernelspace the schemeis
highly ef cient makingit suitablefor datapathapplications
with highlink rates.

The applicationis basedon a wavelet-basedencoding
method.The high-performanceideoscalingalgorithmex-
ecutesasa pluginin the kernelspaceof arouter The plu-
gin adaptghevideostreamto t the currentnetwork load.
If anoutputlink is congestedthe video streamis lowered
to the bandwidththat the paclet schedulercan guarantee.
The video adaptationschemeensureghat low-frequeng
waveletcoefcients (which arecrucial for the generaldef-
inition of theimage)arealwaysforwardedbut dropshigh-
frequeng parts(that describeimagedetails)if bandwidth
becomesscarce. The video adaptationalgorithm can re-
act within lessthan 50 ms to network load uctuations.
Thus, receversseeno disturbingartifacts, motion-blur, or
wrongly codedcolors even on networks with very bursty
traf ¢ patterns.

This approachyields better performancethan layered
multicast. Layered multicast reactsmuch more slowly
to congestion(several seconds)than the wavelet-based
method. And it needsa large numberof multicastgroups
to provide similar granularity

5.2 Experimental Evaluation

Figure7 shavsthenetwork con gurationusedin our ex-
perimentalevaluationof the Wave Video application. The
video source(S) multicaststhe video to threedestinations
(D1,D2,andD3). ReceverD1 is notaffectedby crosstraf-

¢ atall, andthereforedisplaysa disturbance-fregideoin
all testcases.D2 andD3 are exposedto crosstrafc: the
link betweerR2andD2 is sharedy thevideoandonecross
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Figure 7. Wave Video Network

traf c streamwhereaghelink to D3 is sharedoy thevideo
andtwo crosstraf ¢ streams.Thus,D2 is moderatelycon-
gestedandD3 heavily congestedFor all of ourexperiments
we usetwo testvideos: 1) Akiyo, which is a low-motion
seqguencerequiresl.3 Mb/s on average,and 2) Foreman
which hasa higher degree of motion, requires2.6 Mb/s.
Bothvideosarelosslesencodedvith QCIF (QuartertCom-
mon IntermediateFormat) resolutionat 12 frames/s. To
bring the routers'downstreamlinks into a congestedtate
by thecrosstraf c, we restricttherespectre ATM link rate
to 3 Mb/s usinghardwarepacingin the APIC. Therouters
run animplementatiorof the De cit RoundRobin (DRR)
pacletschedulerwhich assignsanequalshareof the avail-
ablebandwidthto each o w. Thus,whenthelink is shared
with one competingcrosstrafc o w, the video o w will
get 1.5 Mbit/s. With two concurrentlyactive crosstraf ¢
o ws, thevideo gets1 Mbit/s. If the bandwidthprovided
by the pacletscheduleto thevideo o w is insufcient and
no scalingis active, the paclet schedulerdropsthe oldest
paclets(plain-queueingfrom thevideo o w queue.
Reference[29] gives the details of four performance
studiesof the Wave Video systemthatwereconducted:

1) Thecostof thevideoscalingalgorithm
2) Thetimeto downloada plugin

3) The quality of the video in termsof PSNR (Picture
Signal-to-NoiseRatio)

4) Reactiontimeto network congestion

We describebelow the resultsof the laststudyon reaction
time to network congestion.

Onemajoradvantageof the videoscalingarchitecturas
that nodeshave local knowledge aboutthe load situation.
Becausethe WaveVideo plugin can directly interactwith
the paclet schedulerit canimmediatelyreactto conges-
tion. To demonstratéhenodeSability to quickly respondo
anoverloadsituation,the video quality percevedat there-
ceiverwasmeasuredluring periodscontainingcrosstraf ¢
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bursts. Whencrosstraf ¢ is active, the DRR scheduleias-
signsthe crosstraf ¢ anequalshareof thelink bandwidth,
thuslimiting the availablebandwidthfor the video o w to
1.5Mb/s.

The quality of the plain-queuedvideo streamsuffers
wheneer the crosstrafc is active, disturbingthe video
seriously Further the video quality doesnot recover un-
til the burstis nished, makingthe video defectie for the
completedurationof the burst. On the other hand, active
video scalingfollows closelythe video quality of the orig-
inal videowith only minor falls right afterthe crosstraf ¢
is turnedon. As soonasthe WaveVideo plugin discoversa
declinein bandwidth(whichis in the worst-caseéhe 50 ms
pro le updateperiod),it scalesthe videoto the new avail-
ablebandwidth.Doing so, the video streamquality recov-
ersrapidly to alevel very closeto the original videostream
shawving no disturbingartifactsduringthe bursts.

Figure 8. Plain Queueing (Top) and Active
Queueing (Bottom)

To further demonstrateéhat quality is indeedgainedby
active dropping, we analyzethe receved frequeng sub-
bandsat the recevers. Figure 8 shaws a histogramof the
subbandlistribution on D2 whentheroutersareexposedo
crosstraf ¢ bursts. Our testsequenceonsistsof 33 sub-
bands.Thelowestfrequeng subbandcontainingthe most
crucial imageinformation) is shavn at the bottom of the
graphandthe highestfrequeng subbands displayedon
top. Thegraylevel of eachcell indicateshow mary timesa
speci ¢ subbandvasrecevedduring a periodof 8 frames:
if acellis white, the subbandvasneverrecevedatall, and
if acellis completelyblack,the subbandvaspresenin all
thelast8 frames.

Active droppingnow clearly shavs its bene ts: during
burst activity, plain-droppingshavs a randomdistribution
of the frequeny subbandsforwarding all subbandswith



a more or lessequal probability and thus not taking into
accountthe frequeny subband. On the other hand, ac-
tive droppingensureghatlow-frequengy subbandgwhich
arecrucialfor the generaimagede nition) arealwaysfor-
wardedto therecevers.

6. SPC-Only Packet Forwarding Experiments

This sectionfocuseson the routerthroughputwhenus-
ing only SPCsasbothinput andoutputport processorsin
particular we measurehe paclet forwardingrateanddata
throughputfor differentIP paclet sizesand examinethe
overheadiming components.

6.1 Experimental Setup

Figure9 shovsthe experimentaketupusedfor ourtests.
Thecon gurationincludesanDER with CPandonePCon
port P4 actingasatraf c source.The ATM switch coreis
aneight-portWUGS con guredwith an SPCon eachport.
The CP andtrafc sourceare both 600 MHz Pentiumlli
PCswith APIC NICs.

The experimentausefour key featureof the WUGS:in-
putportcell countersacalibratednternalswitchclock,and
ATM multicastand cell regycling. The CP readsthe cell
counterfrom the switchinput portsanduseshe switchcell
clock to calculatea cell rate. The paclet rate can easily
be derived from the cell rate sincethe numberof cells per
pacletis a constanfor anindividual experiment.

Themulticastandregycling featuresof the WUGSwere
usedto amplify thetraf ¢ volumefor single-celllP paclets.
Celltrafc canbeamplied by by copying andregycling
cellsthrough VCls beforedirectingthe cells to a target
port. However, this featurecannot be usedfor multi-cell
IP pacletssincethe ATM switch coredoesnot preventthe
interleaving of cellsfrom two paclets.

The SPC=nportsP2andP3werecon guredto operate
as|P paclet forwarders. Port P2 is usedasthe input port
andport P3asthe outputport. All otherSPCsaredisabled
sothattrafc will passhroughthemunafected.

Typically, hostsor otherrouterswould be connectedo
eachport of an DER. However, to facilitatedatacollection
wehavedirectly connectedheoutputof port P1to theinput
of port P2 andthe outputof port P3to theinput of P7. Our
datasources connectedo port P4. Thuswe canuse:

The cell countersat port P4 to measurethe sending
rate;

Thecell countersat port P2to measurdhetrafc for-
wardedby theinputsidePPat port P2;and

Thecell countersat port P7to measurdghetrafc for-
wardedby the outputsidePPat port P3.
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IP traf c is generatedby usinga programthatsendsspe-
ci ¢ pacletsizesat a prescribedate. Packet sendingrates
are controlledusing two mechanisms:) logic within the
traf c generatoprogram,and?2) for high ratesthe APIC's
pacingfacility. Thesetwo mechanismgroducedothhigh
andconsistensendingrates.

6.2 Small-Packet Forwarding Rate

In orderto determingheperpacletprocessingverhead,
we measuredheforwardingrateof 40-bytelP paclets(one
ATM cell each)at the input and outputports. Single-cell
paclet ratesashigh as907 KPps(KiloPacketspersecond)
weregeneratedy usingthe ATM multicastandcell regy-
cling featuresof the switchto multiply theincomingtraf c
by a factorof eight. The measurementwere repeatedy
successiely disablingthreemajor IP processingoverhead
components:

1) Distributedqueueingno DQ processingccurs)

2) FastIP Lookup (FIPL) (a simplelP lookup algorithm
usingasmalltableis used)

3) Word swapping

Disabling word swapping is related to a bug in the
APIC hardware that requires the SPC to swap pair
wise memorywords of a paclet (e.g.,word[0] word[1],
word[2] word[3]). Whenword swappingis disabledthe
IP paclet body words are not swapped, but the paclet
headeiis swapped.
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110,000 A

Dist. Queueing

Throughput (PPS)

100,000 Complete Processing
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0 100,000 200,000 300,000 400,000 500,000 600,000
Input Rate (PPS)

Figure 10. Packet Forwar ding Rate for 40-Byte
IP Packets

Figure 10 shaows typical bottleneckcurves where the
throughputforwardingratein pacletspersecondPps))is
equalto the input rateuntil the bottleneckis reached.The
maximumthroughputwhenall processinggomponentsre
included("CompleteProcessing”)s about105,000paclets
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persecond.Theothercurvesshav thecumulatve effectsof
disablingeachoverheaccomponentNotethatthethrough-
put startsat 80,000Pps. Thus,DQ, FIPL, andword swap-
ping accountfor an additionaloverheadof approximately
6% (7 Pps),15% (16 Pps),and8% (9 Pps)respectiely. We
expectthatthe DQ algorithmcanbe acceleratedinceit is
a rst implementation.

150,000
40 byte packets
140,000 :
SPC 2 - Complete Processi
@ 130,000
[a
(D)
g_ 120,000 1 SPC 1 - minus DQ and IP Lookup
2 110,000 -
(=]
£
= 100,000 SPC 1 - Complete Processing
90,000
80,000 - - - -
0 100,000 200,000 300,000 400,000 500,000

Input Rate (PPS)

Figure 11. Comparison With SPC2

The maximumforwarding rate at an input port PP as-
sumingan APIC hardware x andin nite acceleratiorof
DQ andFIPL is about140KPps(KiloPacketspersecond).
Butwe have alreadybeentestingthe SPC2, anewerversion
of theSPC whichis a500MHz PIII with alarger(256 MB)
andhigherbandwidth(1.6X) memory Figurellshavsthat
this processocanalmostmake up for theoverheadsndat-
tain 140 KPps. Experimentswith larger paclet sizesshav
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that a speed-upf 1.6 is possible. This is not surprising
sincethetwo principleresourcesisedin paclketforwarding
arethe PClbusandthememorysystem.

The outputport PPhasa higherforwardingrate sinceit
doesnot perform IP destinationaddresdookup. Further
more,the maximumthroughputcanbe sustainedvenfor a
sourcerateashigh as900KPps. This ratestability at high
loadsis a consequencef our recever livelock avoidance
scheme.

The SPC2 throughputcanbe obtainedfrom Figure11
by multiplying thepacletforwardingrateby thepacletsize
(40 bytes).A calculationwould showv that135KPpscorre-
spondsto a maximumforwarding datarate of around43
Mb/s andto a paclet processindgime of approximately7.4

sec.

6.3. Throughput Effects of Packet Size

We next measuredhe effect of the paclet size on the
paclet forwardingrate. BecausdP pacletslargerthan40
bytesrequiremorethanonecell (thereis 8 bytesof over
head),we no longer usedATM multicastwith cell recy-
cling to amplify thetrafc. Instead we useda single host
to generatdraf ¢ usingpacket sizesrangingfrom 40 bytes
to 1912bytes. Figure 12 shaws the paclet forwardingrate
asa function of the input paclet ratefor a rangeof paclet
sizes. A straightline with a slopeof 1 correspondso the
casewhenthereare no bottlenecksalongthe paththrough
therouter For all pacletsizestheforwardingratestartsout
asaline with slopel until nally akneeoccursendingin a
horizontalline. The horizontalportionof aforwardingrate
curveis anindicationof CPU,PClbusandmemorysystem
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Saturatioroccursearlier(smallerpaclet sourcerate)for
larger packetssincemore memoryand PClI bus bandwidth
is being consumed. In fact, the 1500-bytepacket curve
shavs somecollapsearound50 KPps which corresponds
to around600 Mbps. This collapseis probablydueto the
1 GbpsPCl bus sinceeachpacket mustcrossthe PCI bus
twice during forwarding. Figure 13 shavs the outputdata
rate which can be derived from Figure 12 by multiplying
thepacletforwardingrateby the paclet size.

Figurel4 shownstheeffectof limited memorybandwidth
on the throughput. Word swapping, in effect, forcesthe
SPCto consumetwice as much memorybandwidthas it
should.Whenwe remove theword swappingoverheadthe
maximumthroughputis increasedrom 220 Mbps to 380
Mbps.
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6.4. Analysis of Results

In analyzing our performanceresults, we considered
threepotentialbottlenecks:
PCIBus(33MHz, 32 bit)

SPCMemoryBus (66 MHz EDO DRAM)

Processo(166 MHz PentiumMMX)
Each of thesecomesinto play at different points in the
pacletforwardingoperation.

Our studiesof the PCI bus operationghat take placeto
forward a paclet indicatethat thereare 3 PCl readopera-
tionsand5 PCI write operationswvhich togetherconsume
60 bus cycles. Additionally, underheary load, we canex-
pect64 wait cyclesto be introduced. Thusa total of 124
bus cycles (30.3 ns per cycle on a 33 MHz bus) or 3.72

secareconsumedby PClbusoperationsn theforwarding
of apaclet.

In anearlymeasuremerdf asimpli ed testcasetheav-
eragesoftwareprocessindime wasshaovnto be3.76 sec.
This, combinedwith the PCI bus time calculatedabove
givesus a per packet forwardingtime of 7.48 sec. This
is very closeto thetime of 7.5 secfor the 40-bytepaclet
forwardingrateof 128 KPpsshavn in Figurel0.

As indicatedearliet Thebugin the APIC chipcauseshe
recevedword orderon anlintel platformto beincorrect.In
orderto work aroundthis, the APIC driver mustperforma
word swapon all receveddata.Thus,eachreceved paclet
may crossthe memorybus4 times:

APIC writespacletto memory
CPUreadspacketduringword swapping
CPUwrites paclketduringword swapping
APIC readspacketfrom memory

Figures10and14 quanti ed this overhead.



7. QueueState DRR Experiments
7.1 Study Objectives

The Queue State DRR (QSDRR) algorithm has been
evaluatedusing an ns-2 simulation and comparedwith
othercompetingalgorithms. An early versionof QSDRR
hasbeenimplementedn an SPC-onlyprototypeandis cur-
rently beingevaluated. The goal of the simulationexperi-
mentsis to nd schedulerghat satisfythe following prop-
erties:

High throughput with small buffers to avoid long
gueueingdelays.

Insensitivityto opefating conditionsandtrafc to re-
ducetheneedto tuneparameters.

Fairnessamong ows with different characteristicsto
reducethe needfor discriminatingbetweeno ws.

Our results shav that QSDRR outperformsother com-
mon queueingalgorithmssuchasRED andBlue [27, 28].
Furthermore,QSDRR can be con gured to use multiple
gueuesthusisolating o ws from oneanother

Backbonelnternetroutersaretypically con gured with
large buffersthatcanstorepaclketsarriving atlink speedor
adurationequalto several coast-to-coastound-tripdelays.
Suchbufferscandelaypacletsfor asmuchashalf asecond
during congestiorperiods. When suchlarge queuescarry
heary TCPtraf c loadsandareservicedwith the Tail Drop
policy, thelargequeuesemaincloseto full resultingin high
end-to-endlelaysfor long periods[30, 31].

RED maintainsanexponentially-weightednoving aver
ageof the queuelength,anindicatorof congestion.When
the averagecrosses minimumthreshold( ), paclets
arerandomlydroppedor marked with an explicit conges-
tion noti cation (ECN) bit. Whenthequeudengthexceeds
the maximumthreshold( ), all pacletsare dropped
or marked. RED parametersnustbe tunedwith respecto
link bandwidth buffer sizeandtraf c mix.

Blue improveson RED by adjustingits parametersu-
tomatically in responsdo queueover ow and under ow
events. Although Blue is animprovementin somescenar
ios, it toois sensitve to differentcongestiorconditionsand
network topologies. In practice,tuning thesealgorithms
is very dif cult sincetheinputtrafc mix is continuously
varying.

QSDRR combines a queueing algorithm with fair
schedulingover multiple queues. Although most previ-
ouswork on fair schedulingusedper o w queuesye have
shavn thatcomparablgerformanceanbe obtainedwhen
gueuesaresharedby multiple o ws. While algorithmsus-
ing multiple queueshave historically beenconsideredoo
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comple&, continuingadvancesn technologyhave madethe

incrementalcostnegligible andwell worth the investment
if thesemethodscanreducethe requiredbuffer sizesand

resultingpaclketdelays.

We have comparedthe performanceof QSDRR with
RED, Blue, tail drop FCFS(Tail Drop), longestqueuedrop
DRR (DRR), and ThroughputDRR (TDRR) and shovn
major improvementswith respectto the three objectives
listed above [32]. The classof DRR algorithmsapproxi-
matesfair-queueingand requiresonly work to pro-
cessapaclet. Thus,it is simpleenoughto beimplemented
in hardware [33]. DRR with longestqueuedroppingis a
well-known algorithmthat dropspaclketsfrom the longest
active queue. For the restof the paper we referto it as
plain DRR or DRR sincelongestqueuedroppingwas part
of the original algorithm rst proposedy McKenney [34].
TDRR drops paclets from the highestthroughputactive
gueue.Someof our resultsfor QSDRRandRED arepre-
sentecbelow to illustratethe effectivenesof QSDRR.

7.2 Simulation Environment

We presensomeof theperformanceesultsbelov. Table
2 shaws the algorithm independenparameters.See[32]
for the parameter&nd network con gurationsusedin the
completestudy

| | Value | De nition |
100 Numberof TCPsources
1500Bytes Pacletsize
500Mb/s Inter-routerlink rate
10Mb/s Accesdink rate
100Sec Obsenationperiod
Reno TCPProtocol
100-20,00Pkts | Bottleneckqueuecapacity

Table 2. Algorithm Independent Parameters

For eachof the con gurations,we variedthe bottleneck
gueuecapacityfrom a100pacletsto 20,000paclets. A bot-
tleneckqueuecapacityof 20,000pacletsrepresents half-
secondbandwidth-delayproductbuffer, a commonbuffer
sizedeployedin currentcommerciatouters.We ranseveral
simulationgto evaluate and for REDthatworked
bestfor our simulationenvironmentto ensureafair compar
ison againstour multi-queuebasedalgorithms. The RED
parametersve usedin our simulationsarein Table3.

The network con guration of experimentsis shavn in
Figurels. arethe TCP sourcesgachcon-
nectedby 10Mb/slinks to the bottlenecklink. Sincethe
bottlenecklink capacityis 500 Mb/s, if all TCP sources
sendat the maximumrate, the overloadratio is 2:1. The
destinations aredirectly connectedo the
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RED |
Max. drop probability 0.01
Queueweight 0.001
Min. threshold of buffer size
Max. threshold Buffer size

Table 3. RED Parameter s

<
c

10 Mb/s

500 Mb/s

50ms

Figure 15. Single Bottlenec k Link Network
Con guration

router . All 100TCP sourcesarestartedsimultaneously
to simulatea worst-casescenariovherebyTCP sourcesare
synchronizedn the network.

7.3. Results

We comparedthe queuemanagemenpolicies with re-
spectto threemetrics: 1) The averagegoodputof all TCP
0 ws asa percentagef its fair-share;2) the goodputdis-
tribution of all TCP sourcesover a single-bottlenecKink;
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and3) the variancein goodput. The variancein goodputs
is ametricof thefairnessof the algorithm: Lower variance
impliesbetterfairness.

For all our graphs,we concentraten the goodputsob-
tainedwhile varying the buffer size from 100 paclets to
5000paclets.For multi-queuealgorithms the statedouffer
sizeis sharedover all the queueswhile for single queue
algorithms,the statedbuffer sizeis for that single queue.
Sinceour bottleneckink speeds 500 Mb/s, this translates
to a variation of buffer time from 2.4 msecto 120 msec.
Only paclet buffer sizesup to 5,000 paclets are shovn
sincethe behavior with larger buffer sizesis the samefor
largersizes.

Figure 16 compareghe distribution of goodputsfor all
100TCPReno o wsfor QSDRRandRED whenthe buffer
sizeis small(200 paclets).For QSDRR,all TCP o wshad
goodputsvery closeto the mean,andthe meangoodputis
very nearthe fair-sharethreshold. This low variability of
the goodputsbetweendifferent TCP o ws indicatesgood
fairness.TheRED plot shons considerablynorevariability
whichimplieslessfairness.

Figure 17 shows the averagefair-sharebandwidthper
centagereceived by the TCP Reno o ws using different
buffer sizes. For small buffer sizes(i.e., under500 pack-
ets), TDRRandQSDRRoutperformRED signi cantly, and
DRR is comparableto RED. It is interestingto note that
evenfor large a buffer size (5000paclets),all policiessig-
ni cantly outperformBlue including Tail Drop.

Figure 18 shaws the ratio of the goodputstandardde-
viation of the TCP Reno ows to the fair shareband-
width while varying the buffer size. Even at higher buffer
sizesthestandardleviationsfor DRRandQSDRRarevery
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small,andtheratio to the fair sharebandwidthis lessthan
0.025. TDRR exhibits a higher goodputstandarddevia-
tion, but it is still signi cantly belowv Blue, RED and Tall
Drop. RED exhibits about10 timesthe variancecompared
to QSDRRandDRR while Blue exhibits about5 timesthe
variance. Overall, the goodputstandarddeviation is be-
tween of the fair sharebandwidthfor the multi-
gueuepoliciescomparedo  for Blue, for REDand
for Tail Drop. Thus,evenfor asingle-bottleneckink,
themulti-queuepoliciesoffer muchbetterfairnesetween
TCP ows.
Experimentswith multi-hop network con gurationsand
a mix of TCP ow characteristicshaved the superiority
of QSDRRover the otheralgorithms[32]. QSDRRsignif-
icantly outperformsRED and Blue for variouscon gura-
tionsandtrafc mixes: QSDRRresultsin higheraverage

goodputfor each o w andlower variancein goodputs QS-
DRR alsoperformswell evenwhenmemoryis limited and
whenmultiple sourcesareaggrejatedinto onequeue.

8. Distrib uted QueueingExperiments
8.1 The StressExperiment

The Distributed Queueing(DQ) algorithmdescribedn
Section3.6 wasimplementedn a discrete-gentsimulator
andin an SPC-onlyprototype.The simulatorallowed usto
quickly evaluatealternatve algorithmsin a controlledernvi-
ronmentbeforeimplementinghe algorithmin themorere-
strictive andlesscontrollableervironmentof an SPC-only
prototype. This sectiondescribeghe resultsof an experi-
mentthatwasdesignedo assesshe performanceandsta-
bility of the DQ algorithm under extreme loading condi-
tions.

This stresstraf ¢ load goesthrough stagesin
which it initially triesto over ow outputsandthen
switchesto stage whereit triesto under ow an output.
The experimentparametersre shavn in Table4 andare
thesameparametersisedin experimentswith anSPC-only
prototype.

sourceoverloadthe switchfabricby eachsendingat
thelink rate . Sincethe speed-ups lessthanthe number
of sourceg ), theswitchwill beoverloadedandinput
backlogswill develop.All traf ¢ isinitially aimedatoutput
for aduration . Then,thetrafc patternis changedn
stagessteppingthroughtheoutputsin ascendingrderuntil
reachingoutput atwhich time all sourcedurn off except
source . Thebeginningof stage is chosersuchthatthere
will beinputbacklogsatthe inputsin stage .

| |  Value | De nition |
8 Numberof output(or input) ports
2 Switchspeed-ug )
70Mb/s Externallink rate(sourcerates)
500 sec | DQ updateperiod
520Bytes | Paclketsize
4 Numberof trafc sources
5 Numberof trafc stages
400DQs | Timestagel ends(= )
(=200msec)

Table 4. Parameter s of the DQ Experiment

Figure19 showsthestage®of thestresdoadfor the case
and . Let  bethe endingtime of stage .

At time , all sourcesswitch their traf ¢ to output
. In stage?, input backlogsfor output will drainwhile
theinputbacklogsfor output climb. All sourceswitchto



output attime  whentheinputbacklog equals
andstage3 begins. Thistraf c switchingpatterncontinues
until stage whenall sourcesxceptsource shutoff.
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Figure 19. Stress Load

8.2 Simulation Experiments

The simulationresultspresentedn this sectionare for
a variantof the algorithmpresentedn Section3.6. Small
modi cationsto Equationsl and2 improve systenrespon-
sivenesshy reservingsomebandwidthfor queueghat fre-
guentlyhave very smallor no backlog. The new equations
are:

(5)

(6)
where isasmall,arti cial inputbacklog,and
is asmall,arti cial minimumrate.
Figure 20 shows the outputandinput backlogs  and
. Figure 21 shows the allocatedrates . Sincethe

durationof stagel is 400DQ periods(200msec) we expect
theotherbeginningstagetimesto be 600,700,and750DQ
periods.

Considerthe backlog plot shavn in Figure 20. The
curveslabeledOutputl, 2, 3 and4 arethe outputbacklogs

for . Theothercurveslabeledl= j, ,
aretheinputbacklogs  for ( is unlabeled).
Clearly, the systemis overloadedsincethe switch capac-
ity is = 140 Mb/s while the aggrejatesourcerateis

= 280 Mb/s. So, the outputbacklogsbuild up ata

rateof approximately70 Mb/s (= ) or aboutl1.76
MB in 400DQ periods.This build-up continuesuntil back
pressurdrom anoverloadedutputreduceshesendingate
belov 35 Mb/s. Theinputbacklogshuild up at arateof ap-
proximately35 Mb/s (= ) or about880KB in 400
DQ periods.

Outputl1's backlograte begins to decreaseround600
DQ periods,just whenthe sourcesare transitioningfrom
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output2 to output 3. Meanwhilethe input backlog
thathadbeendrainingat a rate of 35 Mb/s, startsdraining
sloweraround600DQ periodshecaus®f thebackpressure
from outputl.
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Figure 21 shaws threecharacteristicsuggestedy the
abovediscussion:

1) Therates , for input 1 are 35 Mb/s and
is input 1's equalshareof the 140 Mb/s switch capac-
ity. At DQ period600, dropsdramaticallybecause
a sufcient outputbackloghasdeveloped. In fact, a
smalldropin rateoccurredbeforethistime. Thesede-
creasedn ratescanalsobe seenfor otheroutputs.

2) Input queueghathave no backlogareallocatedsome
non-zerorate. For example, before DQ period 400,
thereis no input backlogfor output 2, but it is still
allocatedabout15 Mb/s (= (140-35)/7).



3) After all sourceshave shutoff, input 1 getsto send
to output5 at aboutthe link rateof 70 Mb/s. Input 1
continuesto drain the otherinput queuesat about10
Mb/s.

8.3 SPC-Only Prototype Experiments

We repeatedhe stressexperimenton an SPC-onlypro-
totype and obtainedresultssimilar to thoseshawvn in the
simulationexperiments.Threetoolsweredevelopedto aid
in duplicatingthe stressexperiments:

1) Atrafc generatothatcanberemotelycon guredand
controlled.

2) A DQ cell monitor to captureall DQ cells carrying
backlogdata.

3) A Java DQ visualizerthatduplicatesthe DQ calcula-
tions and plots the samegraphswe saw earlierin the
simulationexperiments.

Thetraf c generatois capableof sendingAALS framesat
nearly1l Ghps. It consistsof threecomponentsi) a stan-
dard userspaceservercodethat acceptscontrol and con-
guration paclets(e.g.,startsending stopsending setpac-
ing rate, setdestination setpaclket length, stressload); 2)
auserspacdibrary thatdirectly manipulateshetrafc de-
scriptorsstoredin kernelmemory;and 3) an APIC driver
thatsendghe AALS5 framesbasednthetraf c descriptors.

We continueto improve the DQ algorithmandstudyits
operatingcharacteristics. Two fundamentalquestionsare
"How doesthe algorithm behare whenthe speed-up is
lessthan?2 (but greatetthan1)?” and”How low of a speed-
up canbepracticallyused?”

9. Recon®gurableHard ware Extension

The FPX/SPCsystemextendsthe SPC-onlysystemby
adding eld programmabl&ardwaremodulesattheportsto
assistin port processingThis sectiondescribeghelogical
portarchitectureof the FPX, brie y describeshe FIPL en-
gine,andpresentsneasurementsf FIPL s paclet forward-
ing performanceinderasynthetidoad. Referencg35] pro-
videsadditionaldetailson the FIPL engine.

9.1 Logical Port Architectureandthe FIPL Engine

In anFPX/SPCsystenthe SPCis usedprimarily to han-
dle active processingandspeciallP options. The FPX per
formsthebulk of thelP processinghatthe SPChandlesn
anSPC-onlysystem.Figure22 shavs thelogical organiza-
tion of the FPXin its capacityasan|IP pacletprocessoand
its interactionwith the SPC.The gure is virtually identical
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to Figure 6 exceptthat the pluginsandthe Plugin Control
Unit remainin its partnerSPC.

TheFPXrecognizesinactive pacletdestinedor its SPC
whenthe paclet matchesa special Iter. The FPX sends
an active paclet over a specialVCI to its SPCfor active
processing. The SPCreturnsthe paclet to its FPX on a
differentspecialVCI, andthe FPX thenforwardsit on to
thenext hop.

A fundamentafunctionin ary IP routeris ow lookup
A lookupconsistof nding thelongestpre x storedin the
forwardingtablethat matchesa given 32-bit IPv4 destina-
tion addresandretrieving the associatedorwardinginfor-
mation.

The FastinternetProtocolLookup (FIPL) engineimple-
mentsEathertonand Dittia's Tree Bitmap algorithm [22)].
The algorithmemploys a multibit trie datastructurewith a
clever dataencodingthat leadsto a good hardwareimple-
mentation:

Small memory requirement(typically 4-6 bytes per
pre x)

Smallmemorybandwidth(leadsto fastlookuprates)

Updateshave nggligible impacton the lookup perfor
mance

Also, severalconcurrentookupscanbeinterleasedto avoid
theimpactof externalmemorylateng.

The implementationusesrecon gurable hardware and
RandomAccessMemory (RAM). It is implementedin a
Xilinx Virtex-E Field ProgrammableGate Array (FPGA)
running at 100 MHz and usesa Micron 1 MB Zero Bus
Turnaround(ZBT) SynchronoudgkandomAccessMemory
(SRAM).

In the example showvn in Figure 23, the IP address
128.252.153.16 comparedo the storedpre x esstarting
with themostsigni cant bit. Logically, the TreeBitmapal-
gorithm startsby storingpre xesin a binary tree. Shaded
nodegdenoteastoredpre x. A searchis conductedy using
thelP addresditsto traversethetrie, startingwith themost
signi cant bit of the address. To speedup this searching
processmultiple bits of the destinationaddressare com-
paredsimultaneouslyin orderto dothis, subtree®f thebi-
narytrie arecombinednto singlenodesproducinga multi-
bit trie, reducingthenumberof memoryaccesseseededo
performa lookup. The depthof the subtreescombinedto
form a singlemultibit trie nodeis calledthe stride

The example shavs a multibit trie using 4-bit strides.
Eachtrapezoidsurroundsa multibit trie node. Figure 24
shavshow theTreeBitmapalgorithmcodednformationas-
sociatedvith eachnodeof themultibit trie usingbitmaps.A
1lin the th positionof anExtendingPathsBitmapindicates
thata child multibit trie nodeexists. For example,the root
nodeinitially hasachild ateveryoddpositionin the rst six
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32 bit destination address: 128.252.153.160
1000 0000 1111 1100 ... 1010 0000

Figure 23. IP Lookup Table Represented as a
Multibit Trie

positionsresultingin 010101 " in the rst six bits. Theln-
ternal Pre x Bitmapidenti es with a 1 the storedpre xes
in the binary sub-treeof the multibit node. The Internal
Pre x Bitmap of the root multibit nodeis "1 00 0110
00000010 " (readingfrom left-to-right, the bits have been
groupedby treelevel) wherethe leftmost1 correspondso
theroot, the next two 0 bits correspondo the next level of
thetree,andsoon.

20

1000110 0000 001D Internal Prefix Bitmap
0101 0100 0001 000 External Prefix Bitmap

! f

1000000 0000 000b0 100000 0000 000b0 (10000 0000 000P0 01 0200 0000 0001 00 0000 0000 000

0000 0000 0000 004(1)000 0000 0000 004@000 0000 0000 000000 0000 0000 00g0000 0000 0000 00G

$

000 1001 0000 000
0000 0000 0000 00Q0

Figure 24. 1P Lookup Table Represented as a
Tree Bitmap

9.2 Performance

While the worst-caseperformanceof FIPL is determin-
istic, an evaluation ervironmentwas developedin order
to benchmarkaverageFIPL performanceon actualrouter
databasesAs shawn in Figure 25, the evaluationerviron-
mentincludesa modi ed FIPL EngineController, 8 FIPL
Enginesanda FIPL EvaluationWrapper The FIPL Evalu-
ationWrappelincludesanlP AddressGeneratowhichuses
16 of the available on-chipBlockRAMs in the Xilinx Vir-
tex 1000Eto implementstoragefor 2048 1Pv4 destination
addressesThel|P AddressGeneratointerfaceso the FIPL
Enginecontrollerlike a FIFO. Whenatestrun s initiated,
anempty ag is drivento FALSE until all 2048addresses
areread.

Control cellssentto the FIPL EvaluationWrapperiniti-
atetestrunsof 2048lookupsandspecify how mary FIPL
Enginesshouldbe usedduring thetestrun. The FIPL En-
gine Controllercontainsa lateng timer for eachFIPL En-



Figure 25. Bloc k Diagram of FIPL Evaluation
Environment.

gineandathroughputimerthatmeasurethetime required
to completethetestrun. Lateng timervaluesarewrittento
a FIFO uponcompletionof eachlookup. The FIPL Evalu-
ation Wrapperpackslateng timer valuesinto controlcells
which are sentbackto the systemcontrol software where
the contentsare dumpedto a le. The throughputtimer
valueis includedin the nal controlcell.

Usinga portionof the Mae-Westsnapshofrom July 12,
2001, a Tree Bitmap data structureconsistingof 16,564
routeswas loadedinto the off-chip SRAM. The on-chip
memoryreadby the IP AddressGeneratomwas initialized
with 2048 destinationaddressesandomly selectedfrom
the route table snapshot. Testruns were initiated using 1
through8 engines.With 8 FIPL enginesthe entire mem-
ory bandwidthof thesingleSRAM is consumedFigure26
shaws the resultsof test runs without intervening update
trafc. Notethattheleft y-axisis the throughput(millions
of lookupsper second) andtheright y-axisis the average
lookuplateny (nanoseconds)Plotsof the theoreticalper
formancefor all worst-casdéookupsis shawvn for reference.
Figure 27 shows the resultsof testrunswith variousinter
vening updatefrequeng. A single updateconsistedof a
route addition requiring 12 memorywrites packed into 3
controlcells.

With no intervening updatetrafc, lookup throughput
rangedrom 1,526,40400kupspersecondor asingleFIPL
engineto 10,105,14800kups per secondfor 8 FIPL en-
gines. Averagelookup lateny rangedfrom 624 ns for a
single FIPL engineto 660 nsfor 8 FIPL engines. This is
lessthana 6% increasdn averagelookup lateng over the
rangeof FIPL EngineControllercon gurations.

Notethatupdaterequenciesipto 1,000updategpersec-
ond have little to no effect on lookup throughputperfor
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mance.An updatefrequeng of 10,000updatesgpersecond
exhibiteda maximumperformancelegradationof 9%. Us-
ing the nearmaximumupdatefrequeny supportedoy the
Control Processoof 100,000updatesper second,lookup
throughpuperformancés degradedy amaximumof 62%.
Notethatthisis a highly unrealisticsituation,aslookupfre-
guenciesarelyexceedl,000updategpersecond.
Coupledwith advancesn FPGAdevice technologyim-
plementatioroptimizationsof critical pathsin the FIPL en-
ginecircuit hold promiseof doublingthe systemclock fre-
gueng to 200 MHz in orderto take full advantageof the
memorybandwidthofferedby the ZBT SRAMs. Doubling
of the clock frequeng directly translateso a doubling of
thelookupperformanceo aguaranteedvorstcasethrough-
put of over 18 million lookups per second. Ongoingre-
searchhopesto exploit new FPGA devicesand more ad-
vancedCAD tools to double the lookup performanceby



doublingtheclockfrequeng.

10. Concluding Remarks

Additional performancemeasurementsf the DER are
in progressanda numberof developmentsandextensions
areundervay. First, the integration of the FPX with the
currentDER con gurationwill sooncommence.The Fast
IP Lookup (FIPL) algorithm hasbeenimplementedn re-
programmabléardware usingthe FPX and partially eval-
uatedin a developmentervironment. In addition, other
applicationshave beenportedto the FPX. Second,SPC2
boardswill be availablesoon. It will have a fasterproces-
sor (500 MHz PIIl) muchhighermain memorybandwidth
(SDRAM), andalargermemory(256 MB). Third, a Giga-
bit Ethernetline card is beingdesignedaroundthe PMC-
SierraPM3386 S/UNI-2xGE Dual Gigabit EthernetCon-
troller chipsetwith plansfor availability by summer2002.
Thiswill allow usto interfacethe DER to routersandhosts
that have Gigabit Ethernetinterfaces. Fourth, the Queue
StateDRR (QSDRR) algorithm is being evaluatedin an
SPC-onlytestbed Fifth, the Wave Videoactive application
will be portedto the DER ervironment. This will require
thatit be ableto interrogateQSDRR.Sixth, a lightweight

ow setupservicewill be developedand demonstrated.

This service,which can be implementedlargely in hard-
ware, will requireno elaboratesignalingprotocol and no
extra round-tripdelaysnormally associatedavith signaling
andresourceresenation. Finally, mary CP softwae com-
ponentsarein their early prototypingstage.Someof these
componentinclude: 1) Automaticmulti-level bootprocess
that startswith discovery andendswith a completelycon-
gured, runningrouter;2) Network monitoringcomponents
basecdon active, extensibleswitchandPPMIBs andprobes
providing a multi-level view of the DER router;and3) the
Zebra-basedoutingframework.

TheWashingtorJniversityDER providesanopen, e x-
ible, high-performancective router testbedfor advanced
networking researchlts parallelarchitecturewill allow re-
searcherso dealwith mary of the samereal designissues
facedby moderncommercialdesigners.Finally, its repro-
grammabilityin combinationwith its opendesignandim-
plementatiorwill makeit anidealprototypingenvironment
for exploring advancednetworking features.
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