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Abstract

This paper describesthe design, implementationand
performanceof anopen,highperformance, dynamicallyex-
tensiblerouterunderdevelopmentatWashingtonUniversity
in St. Louis. This routersupportsthedynamicinstallation
of software andhardwarepluginsin thedatapathof appli-
cationdata �ows. It providesan experimentalplatformfor
research onprogrammablenetworks,protocols,routersoft-
wareandhardwaredesign,networkmanagement,qualityof
serviceandadvancedapplications.It is designedto be�ex-
ible, without sacri�cing performance. It supportsgigabit
links andusesa scalablearchitecture suitablefor support-
ing hundredsor eventhousandsof links. Thesystem's �ex-
ibility makesit an ideal platformfor experimentalresearch
on dynamicallyextensiblenetworksthat implementhigher
level functionsin direct supportof individual application
sessions.

1. Intr oduction

In the last decade,the Internethasundergonea funda-
mentaltransformation,from a small-scalenetwork serving
academicsandselecttechnologycompanies,to a globalin-
frastructureservingpeoplein all walksof life andall parts
of theworld. As theInternethasgrown, it hasbecomemore
complex, makingit dif�cult for researchersandengineers
to understandits behavior andthat of its many interacting
components.This increasesthe challengesfacedby those
seekingto createnew protocolsandtechnologiesthat can
potentially improve the Internet's reliability, functionality
and performance.At the sametime, the growing impor-
tanceof theInternetis dramaticallyraisingthestakes.Even
smallimprovementscanhavea big payoff.

In this context, experimentalstudiesaimed at under-
standinghow Internetroutersperformin realisticnetwork
settingsare essentialto any seriousresearcheffort in In-
ternet technologydevelopment. Currently, academicre-

searchershave two main alternatives for experimentalre-
searchin commercialroutersand routing software. With
commercialrouters,researchersare using state-of-the-art
technologybut aregenerallylimited to treatingthe router
as a black box with the only accessprovided by highly
constrainedmanagementinterfaces.The internaldesignis
largely hidden,and not subjectto experimentalmodi�ca-
tion. The other alternative for academicresearchersis to
useroutingsoftware,runningonstandardcomputers.Open
sourceoperatingsystems,suchasLinux andNetBSDhave
madethis a popularchoice. This alternative providesthe
researcherwith direct accessto all of the system's func-
tionality andprovidescompleteextensibilitybut lacksmost
of theadvancedarchitecturalfeaturesfoundin commercial
routers,makingsuchsystemsunrealistic.

Thegrowing performancedemandsof the Internethave
madethe internal designof high performanceroutersfar
morecomplex. Routersnow supportlarge numbersof gi-
gabit links andusededicatedhardwareto implementmany
protocolprocessingfunctions. Functionalityis distributed
amongthe line cardsthat interfaceto the links, the con-
trol processorsthatprovidehigh level managementandthe
interconnectionnetwork thatmovespacketsfrom inputsto
outputs. The highestperformancesystemsusemultistage
interconnectionnetworkscapableof supportinghundredsor
even thousandsof 10 Gb/slinks. To understandhow such
systemsperform,onemustwork with systemsthathavethe
samearchitecturalcharacteristics.A singleprocessorwith
a handfulof relatively low speedinterfaces,usesan archi-
tecturewhich is both quantitatively andqualitatively very
different. The kinds of issuesonefacesin systemsof this
sortareverydifferentfrom thekindsof issuesfacedby de-
signersof modernhigh performancerouters. If academic
researchis to be relevant to the designof suchsystems,it
needsto besupportedby systemsresearchusingcompara-
bleexperimentalplatforms.

This paper describesa highly �e xible router that is
dynamicallyextensibleunderdevelopmentat Washington
University. It providesan idealplatformfor advancednet-



working researchin the increasinglycomplex environment
facing researchersand technologydevelopers. It is built
arounda switch fabric that canbe scaledup to thousands
of ports. While typical researchsystemshave small port
counts,they do usethe sameparallelarchitectureusedby
muchlarger systems,requiringresearchersto addressin a
realisticwaymany of theissuesthatarisein largersystems.
Thesystemhasembedded,programmableprocessorsatev-
ery link interface,allowing packetprocessingat theseinter-
facesto becompletely�e xible andallowing dynamicmod-
ule installationthat can add specializedprocessingto in-
dividualapplicationdata�o ws. An extensionto thesystem
architecture,whichisnow in progress,will enableall packet
processingto be implementedin recon�gurablehardware,
allowing wire-speedforwardingatgigabitrates.Thedesign
of all software and hardwareusedin the systemis being
placedin thepublicdomain,allowing it to bestudied,mod-
i�ed andreusedby researchersanddevelopersinterestedin
advancingthe developmentof open,extensible,high per-
formanceInternetrouters.

This paper containstwo parts. Part I containsSec-
tions 2 to 4 and describesthe architectureof Washington
University's Dynamically ExtensibleRouter (DER). Sec-
tion 2 describesthe overall systemarchitectureandsome
novel hardwarecomponents.The principle con�gurations
are distinguishedby the type of hardwareperformingthe
port processingfunctions.In thesimplestcon�guration,all
port processorsare SmartPort Cards(SPCs)which con-
tain a general-purposeprocessor. This SPC-onlysystem
canbe extendedby off loadingmost of the traditional IP
processingfunctionsto a recon�gurablehardwaremodule
calledtheFieldProgrammableporteXtender(FPX).In this
FPX/SPCsystem,theSPChandlesspecialprocessingsuch
asactive packetsandsomeIP options.Section3 describes
the designandimplementationof system-level processing
elementsandsomeof the designissuesrelatedto its dis-
tributed architecture. Section4 describesthe processing
doneat theportprocessorsin anSPC-onlysystem.

Part II containsSections5 to 9 and describesthe use
andevaluationof the DER. Section5 describesour expe-
riencewith an active networking applicationthat exploits
thesystem's extensibility. Section6 describesperformance
measurementsof packet forwardingspeedon anSPC-only
prototypesystem. The measurementsquantify the abil-
ity of an SPC-onlysystemto forwardpacketsandprovide
fair link access.Section7 describesthe evaluationof our
combinedpacketqueueingandschedulingalgorithmcalled
QueueStateDe�cit RoundRobin(QSDRR).Section8 de-
scribestheevaluationof ourdistributedqueueingalgorithm
which is aimedat maximizingoutput link utilization with
considerablylowercostthanoutputqueueingsystems.

Section9 describeshow anFPX/SPCsystemwouldhan-
dle active IP packets and presentspreliminary measure-

mentsof its packet forwardingspeedwith andwithout ac-
tive traf�c. Thesemeasurementsquantify theeffect of ex-
tendinganSPC-onlysystemwith �eld programmablemod-
ules. Finally, Section10 closeswith �nal remarkson the
currentstatusof thesystemandfutureextensions.

Part I: Ar chitecture

2. SystemOverview
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Figure 1. DER Hardware Con�guration

The Washington University Dynamically Extensible
Router (DER) is designed to be a scalable, high-
performance,open platform for conductingnetwork re-
search.It employs highly recon�gurabletechnology(pro-
grammablehardware and dynamic software modules)to
provide high-speedprocessingof IP packets and can be
extendedto provide application-speci�cprocessingfor se-
lected�o ws. Becauseit is built aroundanATM core,it can
alsosupportATM virtual circuits.Figure1 showstheover-
all architectureof theDER andits maincomponents:Con-
trol Processor(CP),ATM switchcore,FieldProgrammable
port eXtenders(FPXs),SmartPortCards(SPCs)andLine
Cards(LCs). Figure2 shows oneDER unit with its cover
off in theright photograph.

The main function of the router is to forward packets
at a high speedfrom its input sideto its outputside. The
systemusesa multistageinterconnectionnetwork with dy-
namicroutingandasmallinternalspeedadvantage(i.e.,the
internaldatapathscanforwardpacketsat a fasterratethan
theexternallinks) to connecttheinput sidePortProcessors
(PPs)to theoutputsidePPs.Ouruseof anATM switchcore
is a typicalapproachusedby commercialsystemswhereIP
is oftenimplementedover ATM in orderto getthebene�ts
of cell-switching.A PPcanbeeitheraFieldProgrammable
port eXtender(FPX) or a SmartPortCard(SPC)or both.
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Figure 2. Washington Univer sity Dynamicall y Extensib le Router

ThesePPsperformpacket classi�cation,routelookup and
packetscheduling.

Thesystememploys a numberof interestingtechniques
aimedat achieving high performanceand�e xibility . A dis-
tributedqueueingalgorithmis usedto gainhigh throughput
even underextremeoverload. A queuestatede�cit round
robin packet schedulingalgorithm is usedto improve av-
eragegoodput(throughputexcluding retransmissions)and
goodputvariability with lessmemoryutilization. The PPs
includeanef�cient dynamicpluginframework thatcanpro-
videcustomizedservicesthatareintegratedinto thenormal
packetprocessingpath.ThePPsalsouseapacketclassi�ca-
tion algorithmthatcanrunatwire speedwhenimplemented
in hardware. TheCPrunsopensourceroutedaemonsthat
supportstandardprotocolssuch as OSPFas well as the
DER's own �o w-speci�c routing protocol. Furthermore,
thekey routerfunctionsareef�ciently distributedamongits
hardwarecomponentsby exploiting thehighbandwidthand
connection-orientedcircuits provided by the ATM switch
core.Theremainderof thissectiongivesanoverview of the
DERhardwarecomponents.

2.1. Control Processor

The Control Processor(CP) runssoftware that directly
or indirectly controlsandmonitorsrouterfunctions.Some
of thesefunctionsinclude:

� Con�gurationdiscoveryandsysteminitialization

� Resourceusageandstatusmonitoring

� Routingprotocols

� Controlof port-level activeprocessingenvironments

� Forwardingtableandclassi�er databasemaintenance

� Participation in higher level protocolsfor both local
andglobalresourcemanagement

The processingassociatedwith someof thesefunctionsis
describedin Sections3 and4. TheCPis connectedto one
of the DER's portsandusesnative ATM cells andframes
(AAL0 and AAL5) to communicatewith and control the
individualport processors.

2.2. Switch Fabric and Line Cards

TheDER'sATM switchcoreis aWashingtonUniversity
Gigabit ATM Switch (WUGS)[1, 2]. The currentWUGS
haseight (8) portswith Line Cards(LCs) capableof oper-
atingat ratesupto 2.4Gb/sandsupportsATM multicasting
usinganovel cell recycling architecture.

EachLC providesconversionandencodingfunctionsre-
quired for the target physical layer device. For example,
anATM switch link adapterprovidesparallel-to-serial,en-
coding,andoptical-to-electricalconversionsnecessaryfor
datatransmissionover �ber usingoneof theoptical trans-
missionstandards,e.g.,SONET. CurrentLCsincludeadual
155Mb/sOC-3SONET[3] link adapter, a622Mb/sOC-12
SONETlink adapter, anda 1.2Gb/sHewlett Packard(HP)
G-Link [4] link adapter. A gigabitEthernetLC is currently
beingdesigned.

2.3. Port Processors

Commercialswitchesandrouterstypically employ spe-
cialized integratedcircuits to implementcomplex queue-
ing and packet �ltering mechanisms. Active process-
ing environmentsthat use commercialrouters rely on a
general-purposeprocessingenvironment with high-level
languagesupport such as Java and NodeOS(XXX ref-
erences). This approachresults in an in�e xible, high-
performancestandardpacket forwarding path and a rela-
tively low-performanceactiveprocessingpath.

The DER also supportsactive processingand high-
performancepacket forwarding, but takes a different ap-
proach. The port processorsare implementedusing two
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separatedevices:anembeddedgeneral-purposecomputing
platform calledtheSmartPort Card(SPC)andan embed-
ded programmablehardware device called the Field Pro-
grammableport eXtender(FPX). Figure4 illustrateshow
the SPC,FPX andWUGS areinterconnected.In general,
the FPX performsbasicIP packet processing,forwarding
andscheduling[5] and leavesnon-standardprocessingto
anSPCwhichactsasanetwork processor. This implemen-
tationapproachtakesadvantageof thebene�tsof acooper-
ativehardware/softwarecombination[6, 7].

While a high-performancecon�guration would contain
bothFPXsandSPCs,thisis notrequired.TheSPCcanhan-
dle all IP forwardingfunctions(i.e., IP routelookup, �o w
classi�cation,distributedqueueingandpacket scheduling)
aswell asactiveprocessing.

Smart Port Card (SPC): As shown in Fig. 3, the Smart
Port Card (SPC) consistsof an embeddedIntel proces-
sor module,64 MBytes of DRAM, an FPGA (Field Pro-
grammableGateArray) that provides south bridge func-
tionality, and a WashingtonUniversity APIC ATM host-
network interface [8]. The SPC runs a version of the
NetBSD operatingsystem[9] that hasbeensubstantially
modi�ed to supportfastpacket forwarding,active network
processingandnetwork management.
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Figure 3. Bloc k Diagram of the Smar t Por t
Card (SPC)

The Intel embeddedmodulecontainsa 166 MHz Pen-
tium MMX processor, northbridge[10] andL2 cache.(We
arecurrentlydevelopingan SPC2, a fasterversionof this
module,which will replacethecurrentSPC.)The“System
FPGA” providesthe functionalityof thesouthbridgechip
[11] foundin a normalPentiumsystemandis implemented
usinga Xilinx XC4020XLA-08Field ProgrammableGate
Array (FPGA) [12]. It containsa small bootROM, a Pro-

grammableInterval Timer (PIT), aProgrammableInterrupt
Controller (PIC), a dual UART interface,and a modi�ed
RealTimeClock (RTC'). See[13] for additionaldetails.

On the SPC,ATM cells arehandledby the APIC [14,
15]. Eachof the ATM portsof the APIC canbe indepen-
dentlyoperatedat full duplex ratesrangingfrom 155Mb/s
to 1.2 Gb/s. The APIC supportsAAL-5 and is capable
of performingsegmentationand reassemblyat maximum
bus rate (1.05 Gb/speakfor PCI-32). The APIC directly
transfersATM framesto andfrom hostmemoryandcanbe
programmedsothatcellsof selectedchannelspassdirectly
from oneATM port to another.

We havecustomizedNetBSDto usea disk imagestored
in mainmemory, a serialconsole,a self con�guring APIC
device driver and a “f ake” BIOS. The fake BIOS pro-
gramactslike a boot loader: it performssomeof the ac-
tionswhich arenormallydoneby a PentiumBIOS andthe
NetBSDbootloaderduringpower-up.
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Figure 4. An FPX/SPC Por t Processor

Field Programmable Port Extender (FPX): The FPX is
a programmablehardwaredevice thatprocessespacketsas
they passbetweenthe WUGS backplaneandthe line card
(shown in themiddle of Figure4). All of the logic on the
FPX is implementedwith two FPGAdevices: theNetwork
InterfaceDevice (NID) andtheReprogrammableApplica-
tion Device (RAD) [5]. The FPX is implementedon a 20
cm � 10.5cm printedcircuit boardthat interconnectsthe
FPGAswith multiple banksof memory.

TheNetwork InterfaceDevice(NID) controlshow pack-
ets are routed to and from its modules. It also provides
mechanismsto load hardware modulesover the network.
Thesetwo featuresallow theNID to dynamicallyloadand
unloadmoduleson theRAD without affecting theswitch-
ing of othertraf�c �o wsor theprocessingof packetsby the
othermodulesin thesystem[16].

As shown in the lower-centerof Figure4, the NID has
severalcomponents,all of whichareimplementedonaXil-
inx Virtex XCV-600EFPGAdevice. It contains:1) A four-
port switchto transferdatabetweenports;2) Flow look-up
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tableson eachport to selectively route �o ws; 3) An on-
chip Control Cell Processorto processcontrol cells that
aretransmittedandreceivedover thenetwork; 4) Logic to
reprogramthe FPGA hardwareon the RAD; and5) Syn-
chronousandasynchronousinterfacesto the four network
portsthatsurroundtheNID.

A key featureof the FPX is that it allows the DER to
performpacket processingfunctionsin modularhardware
components. As shown in the upper-centerof Figure 4,
thesemodulesare implementedasregionsof FPGA logic
on theRAD. A standardinterfacehasbeendevelopedthat
allows a moduleto processthestreamingdatain thepack-
etsas they �o w throughthe moduleand to interfacewith
off-chip memory[17]. Eachmoduleon theRAD connects
to oneStaticRandomAccessMemory(SRAM) andto one
wide SynchronousDynamicRAM (SDRAM). In total, the
modulesimplementedon the RAD have full control over
four independentbanksof memory. TheSRAM is usedfor
applicationsthatneedto implementtablelookupoperations
suchastheroutingtablefor theFastIPLookup(FIPL)mod-
ule. The othermodulesin thesystemcanbe programmed
over the network to implementuser-de�ned functionality
[18].

3. System-Level Processing
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Figure 5. DER Logical View

Figure5 givesaglobalview of anSPC-onlyDERshow-
ing someof thefunctionsalongthecontrolanddatapaths.
Section9 describeshow the SPCworks with the FPX in
an FPX/SPCsystem. This sectiondescribesthe activities
that involve the Control Processor(CP) andits interaction
with the PPs. The softwareframework runningon the CP
supportssystemcon�guration,statusmonitoring,PP(SPC

andFPX) control, resourcemanagement,routing,anddis-
tributedqueueing.The managedresourcesincludeoutput
link bandwidth,SPC buffers, active plugin environment,
routetablesandclassi�er rules.

3.1. Inter nal Communication

Communicationamongthe DER's distributed compo-
nentsis built on top of a setof ATM virtual circuits using
VCI (Virtual Circuit Identi�er) allocationrulesthatsimplify
theiruse.Also, theCPusestheconceptof virtual interfaces
to easilysegregatetraf�c arriving from thePPs.It shouldbe
pointedout thatusingVCIs to segregatetraf�c hasseveral
practicalconsequences:

� Allows for early traf�c demultiplexing in the SPC
therebyreducingthe per packet/cell processingover-
head[19];

� IP packetsand AAL5 control traf�c may be sentsi-
multaneouslyon differentVCs without thepossibility
of interleaving ATM cells;

� Providesa simpleabstractionandmechanismfor im-
plementingvirtual interfaces(aphysicalinterfacemay
havemultiplevirtual interfaces,eachassociatedwith a
differentVCI).

TheVCI spaceis partitionedinto into threegroups,one
for eachof thethreetraf�c types:

1) ATM Device Control: The CP sendsAAL0 cells to
con�gure and monitor the variousATM speci�c de-
vices in the DER (e.g., FPX, SPC ATM interface
(APIC), ATM switch).

2) IP Datagrams:IP traf�c travelsfrom inputPPsto out-
put PPsusingspeci�c VCIs. TheVCI allocationrules
for inter-PP communicationsimpli�es the identi�ca-
tion of thesendingandreceiving portsby treatingthe
VCI asa “tag”. For example,input PP

�

sendsto out-
put PP � on VCI (������� ). TheATM switchtranslates
theVCI so thatPP � receivesthesameframeon VCI
(

�

����� ). Here, 40 is the baseVCI for transitingIP
traf�c. Othertraf�c typesusedifferentbaseVCIs.

3) Commandand ManagementTraf�c: A similar ap-
proachis usedto sendcommandsfrom the CP to the
PPs.For example,theCP sendscommandsto SPC �

onVCI (�	��
�� ) while eachSPClistensfor thesecom-
mandsonVCI 62.

3.2. SystemCon�guration

System initialization sets up communication paths
amongall processors(CP, PPs)andinitializesthePPswith

5



instructionsand data. This boot processis multi-tiered.
First, it performsa low-level initialization sequencesothat
the CP cancommunicatewith the PPs. Next, it discovers
thenumber, location,andtypesof computingresourcesand
links at eachport.

Thefollowing sequenceis executed:

Con�guration: The CP controlsthe operationof its PPs
usingATM control cells. Therefore,communicationmust
beestablishedbetweentheCP andits PPsevenbeforethe
discoverystepcanbeperformed.TheCPsetsupprede�ned
ATM virtual circuits(VCs). TheseincludeVCs for control
cells, for programloading and for forwarding IP packets
from inputportsto outputports.

Discovery: TheCPdiscoversthelow-level con�gurationof
aportby sendingcontrolcellsto eachpotentialprocessorat
eachport using the VCIs in step1. Eachprocessorwill
reportthecharacteristicsof theadjacentcardthat is further
from the switch port. The responsesindicatethe type of
processorsateachport andthelink rate.

SPC Initialization: The CP downloadsa NetBSDkernel
andmemory-resident�lesystemto eachSPCusingamulti-
castVC andAAL5 framesandcompleteseachSPC's iden-
tity by sendingthemtheirport locationusingaDERcontrol
message.

FPX Initialization: Initializationof anFPXfollowsasim-
ilar sequence.A programandcon�guration is loadedinto
the RAD reprogram memoryundercontrol of the NID us-
ing control cells. Oncethe last cell hasbeensuccessfully
loaded,the CP sendsa control cell to the NID to initiate
the reprogrammingof the RAD using the contentsof the
reprogrammemory.

The DER canalsodynamicallyalter a large numberof
systemparametersmakingit ideal for anexperimentalset-
ting. Thesechangescanbeperformedata full rangeof sys-
tem levels. Examplesat the policy level includeselecting
apacketclassi�er or a particulardistributedqueueingalgo-
rithm. Examplesat the lowest levels includethe enabling
of debugmessagesandtheselectionof thesystemmessage
recipients.TheDER'scontrolcell framework makesit easy
to addandcontrolnew dynamiccon�gurationoptions.

3.3. Classi�er

At the top-level, the DER architectureis basedon a
relatively simple architecturalmodel which is similar to
the integrated servicesrouting architecturedescribedin
RFC1633[20]. The classi�er is responsiblefor determin-
ing thedispositionof a packet. Whena packet is received
at an input PP, it is classi�ed resultingin a set of associ-
atedattributes. ZZ Theseattributesareexpressedin terms
of actionsandresourceallocations.Additionally informa-
tionassociatedwith apacketmayinclude,whethertheroute

is pinned(i.e. �x edby a signalingprotocol),a representa-
tion of thenext hop's address,QoSreservations,whethera
copy of thepacketshouldbesentto amanagementmodule.
Actionssupportedin theDERinclude:

� Deny: Drop packet, typical of a �re wall implementa-
tion wherea setof rulesarede�ned to speci�cally list
application�a ws or traf�c classesthatarenot permit-
tedto beforwardedby therouter.

� Permit: Theinverseoperationof Deny, implicit unless
otherwiseindicated

� Reserved:This �o w hasanexisting resourcereserva-
tion.

� Active: Flow is associatedwith an active plugin, so
packet mustbe sentto the active processingenviron-
ment.

In the DER implementation(seeFigure 6) the classi-
�er function is performedby the generalmatch and the
�o w/routelookup modules.While the actualimplementa-
tion of theclassi�ermayincludeoneor morelookupopera-
tionson oneor moretables,thefollowing discussiontreats
theclassi�er asasinglelogicaloperation.

ThestandardIP routelookupfunctionusesa routingta-
ble that is calculatedfrom andmaintainedby oneor more
interior and exterior routing protocolssuch as OSPFor
BGP. Theroutelookupoperationcomparesthedestination
hostaddressto the network pre�xesof all possibleroutes
selectingthelongestmatching(mostspeci�c) pre�x. If sev-
eral matchesare found then the one with the lowest cost
(bestroute) is selected.A routermay alsoemploy policy
basedrouting wherethe routeselectionis augmentedby a
setof rulesor constraintsintendedto optimizepathselec-
tion. For example,policiesmaybeusedfor loadbalancing
or restrictingspeci�c links to certaintypesof traf�c.

However, if a packet belongsto a �o w which haspre-
allocatedresourcesalong a path, then the classi�er must
associatethe packet with both a local resourcereservation
(possiblyNULL) anda speci�c route(possibly�x ed). In
this later case,the routesareusually �x ed and the match
is anexactmatchon multiple header�elds (seedescription
below).

Whencon�guring andmaintainingtheclassi�er theCP
sendsa setof rulesto thePPswhich togetherwith therout-
ing tablede�ne the classi�er. A rule is composedof a �l-
ter (alsoknown asa predicate),an actionandsomeaction
speci�c data(suchasresourcerequirementsfor a reserved
�o w).

A �lter speci�esbit patternthat is comparedagainstthe
received packet header(IP and transportheaders).There
aretwo categoriesof �lter supportedby the DER, general
matchandlongestpre�x match. A generalmatchpermits
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partial matchesasspeci�ed by a setof pre�xesandwild-
cardsThe longestpre�x match�lter comparesup to 104
bits from the IP andtransportheadersandselectsthe �lter
with longestmatchingpre�x.

Theform of a generalmatch�lter is givenbelow:
(DstAddr, DstMask, SrcAddr, SrcMask,DstPort, Src-

Port,Proto,RxIF).
Wheretheelementshave thefollowing de�nitions:

1. DstAddr: IP destinationaddress(32bits).

2. DstMask: A bit mask correspondingto the desired
destinationaddresspre�x. For example,DstMask=
0xffff0000speci�esa pre�x of 16 bits corresponding
to a classB IP network. An equivalentrepresentation
schemeis to specify just the pre�x width, 16 in this
case.

3. SrcAddr: IP sourceaddress(32 bits).

4. SrcMask:Sourceaddressbit mask,sameinterpretation
asfor DstMask.

5. DstPort: If UDPor TCPthenthedestinationportnum-
ber, otherwisenot used(16 bits). Zero(0) is thewild-
cardvalue- matchesall destinationportnumbers.

6. SrcPort: SameinterpretationastheDstPort�eld.

7. Proto: Protocol�eld from IP header(8 bits). Zero is
thewildcardvalue.

For example,the�lter
(192.168.200.2, 0xffffffff, 192.168.220.5, 0xffffffff,

2345,3456,17)
speci�esanexactmatchon any packet originatingfrom

thehostwith IPaddress192.168.220.5andUDPsourceport
3456,destinedfor the hostwith IP address192.168.200.2
andUDP port number2345. The CP will install this �lter
on a speci�c interface(i.e. PP)soonly packetsarriving on
thatinterfacewill becomparedagainstthis �lter . While the
�lter ,

(192.168.200.0,0xffffff00, 192.168.220.0,0xffffff00, 0,
3456,17)

will matchUDP packetsreceived from any hoston the
192.168.200.0/24subnetwith adestinationportof 3456and
destinationaddressin the 192.168.220.0/24subnet. Note
the destinationport numberhasbeenwild cardedso any
portnumberwill matchthis �eld.

Conceptually, longestpre�x match�lter are similar to
the above generalmatch�lter with the constraintthat bit
�elds usedin thematchcannot bedisjoint. TheCPusesa
singlebit �eld of 13 bytes(104 Bits) with a pre�x length.
Below werepresentthepredicateasa”Match Pattern”com-
prisedof thenormalpredicate�elds, anda pre�x length(0

- 104): Thebit �eld is theconcatenationof thesame�elds
usedin thegeneralmatchandit is representedby:

(DstAddr, SrcAddr, DstPort, SrcPort, Proto, Pre-
�xLength)

This may of coursebe put into our previous format for
thepredicatewherewe convert thesinglemaskwidth into
asetof masksandwildcards.

3.4. RouteManagement

The DER maintainsinformationaboutother routersin
thenetwork by runningZebra[21], anopen-sourcerouting
framework distributedundertheGNU license.Zebrasup-
portsvariousinterior (OSPF, RIP)andexterior (BGP)rout-
ing protocols.Eachindividual routingprotocolcontributes
routesto acommonroutingtablemanagedby theCP. Based
on this routing table, the CP computesa forwardingtable
for eachport,which it keepssynchronizedwith therouting
table. As routingprotocolsreceive updatesfrom neighbor-
ing routersthat modify the routing table, the CP continu-
ouslyrecomputestheforwardingtablesandpropagatesthe
changesto eachport.

Theforwardingtablesstoredin theFPXsandSPCsusea
treebitmapstructurefor fastpacket classi�cationwith ef�-
cientmemoryusage[22]. TheFastIP Lookup(FIPL) algo-
rithm employs multibit trie datastructuresthat are ideally
suitedfor fast hardware implementation[5]. Section9.1
describesthealgorithmandits performancein a prototype
con�guration.

WhentheCPreceivesarouteupdatefrom anotherrouter
to addor deletea path,it createsa new internaltreebitmap
structurethat re�ects themodi�ed forwardingtable. Then,
it sendsATM control cells to the Fast IP Lookup compo-
nentsin theSPCor FPX representingthemodi�cations to
themultibit trie structure.

3.5. Signalingand ResourceManagement

TheCPsupportsvarioussignalingprotocols(e.g.,RSVP,
MPLS) andsupportsactive networking. Thesignalingpro-
tocols allow applicationsto make bandwidthreservations
requiredfor QoSguarantees.Whena bandwidthreserva-
tion requestarrivesat theCP, theCP�rst performsadmis-
sioncontrolby checkingfor suf�cient resources.If admis-
sion control succeeds,the CP reservesthe requiredband-
width on boththe input andoutputportsandreturnsa sig-
nalingmessageto grantthereservation.If thereservationis
granted,thenanew rule is addedto theclassi�er to bindthe
reserved �o w to its reservation. The routeentry may also
be pinnedso that packetsbelongingto the same�o w are
routedconsistently.

It is alsopossiblefor thesignalingframework to reserve
a�o w-speci�c routewithoutanassociatedresourcereserva-
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tion. The is usefulfor applicationsrequiringspeci�c QoS
guaranteesor �o ws that needto transit speci�c network
nodesin a givenorderfor activeprocessing.

In addition, the DER provides�o w-speci�c processing
of datastreams.An active�o w is explicitly setupusingsig-
nalingmechanismswhichspecifythesetof functionswhich
will berequiredfor processingthedatastream.In thecon-
text of the DER, pluginsarecodemodulesthat provide a
speci�c processingfunctionandcanbedynamicallyloaded
andcon�guredat eachport.

If anactivesignalingrequestreferencesapluginthathas
notbeendeployedon therouter, theCPretrievestheplugin
codefrom aremotecodeserver, checksits digital signature,
andthendownloadsit to aPPwhereit is con�guredusinga
commandprotocolbetweentheCPandthetargetPP. Once
thepluginhasbeensuccessfullyloadedandcon�gured,the
CP installsa �lter in the port's classi�er so that matching
packetswill beroutedto theplugin.

3.6. Distrib uted Queueing

Under sustainedoverload, the internal links of the
WUGS canbecomecongestedleadingto substantiallyre-
ducedthroughput. Our Distributed Queueing(DQ) algo-
rithm allows the DER to performlike an outputqueueing
system(switch fabricandoutputqueuesoperateat theag-
gregateinput rate) but without the � times speed-upre-
quired by a true output queueingswitch [23]. It avoids
switchfabriccongestionwhile maintaininghighoutputlink
utilization. Wedescribethebasicalgorithmbelow but leave
thediscussionof re�nementsuntil Section8.

Mechanism: TheDQ algorithmemploysacoarseschedul-
ing approachin whichqueuebacklogsattheinputsandout-
putsareperiodicallybroadcastto all PPs. The DER uses
Virtual OutputQueueing[24, 25, 26] to avoid head-of-line
blocking. Eachinput maintainsseparatequeuesfor each
outputallowing inputsto regulatethe�o w of traf�c to each
of theoutputssoasto keepdatamovingto theoutputqueues
in atimely fashionwhile avoidinginternallink overloadand
outputunder�ow.
Algorithm: At every updateperiod (currently500 � sec),
eachPP

�

receivesbackloginformationfrom all PPsandre-
calculatesthe rates����� � at which it cansendtraf�c to each
output � . Roughly, the algorithmcomputes����� � , the allo-
catedsendingratefrom input

�

to output � by apportioning
theswitchcapacity	�

� basedonrelativebacklogssoasto
avoid both switch congestionandoutputqueueunder�ow.
Table1 lists the parameterswhich appearin the DQ algo-
rithm.
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4. Port-Level Processing

4.1. IP Processing

This sectiondescribesIP packetprocessingandthepro-
grammablenetwork environment at the port level in an
SPC-onlysystem. When the SPCis the only PP, it must
handleall input and output processing.Although ideally
every port shouldhave both an FPX to handlethe typical
case(e.g.,no active processingor options)andan SPCto
handlespecialcases(e.g.,application-speci�cprocessing),
it is desirableto haveanSPCthathasfull port functionality
for severalreasons:

� RapidPrototyping: A prototypeDER testbedcanbe
constructedeven thoughthe FPX is still underdevel-
opment.

� Lower Cost: A lower cost (but slower) DER can be
constructedusingonly SPCPPs.

� Measurementand ExperienceBase: Experiencewith
the SPC may be fruitful in the developmentof the
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FPX,andexperimentalfeaturescanbeexaminedusing
the SPCasa preliminarystepto committingto hard-
ware. Furthermore,the accelerationbene�ts of using
theFPXcanbequanti�ed.

The dark pathin Figure6 shows the main IP datapath
throughthe SPCkernel. In order to reduceoverhead,the
majority of the IP data path, active processingenviron-
ment, resourcemanagementfunctionsandcommandpro-
cessinghavebeenincorporatedinto theAPIC devicedriver.
Only functionsthatrequireperiodicprocessing(e.g.,packet
schedulinganddistributedqueueingupdates)areperformed
outsidethis path.Theseareperformedwithin theclock in-
terrupthandlerwhichrunsatahigherpriority thantheAPIC
driver.

Code Path Selection: As indicatedin Section3.1, VCIs
areusedasdemultiplexing keys for incomingpackets.The
VCI of an incomingpacket indicatesto thekernelwhether
it is from a previoushop router, theCP or oneof thecon-
nectedDER input ports. A packet comingfrom a previous
hop is sentto the input-sidecode: general-matchlookup,
routelookupandvirtual outputqueue(VOQ).Routelookup
is doneby a softwareimplementationof theFIPL (FastIP
Lookup)algorithmdescribedlaterin Section9.1. TheDis-
tributedQueueing(DQ) algorithmdescribedearlierin Sec-
tion 3.6controlstheVOQdrainrates.

A packetcomingfrom aninputport is sentto theoutput-
sidecodeandgoesthrougha sequencesimilar to the input
sideexceptthatit is scheduledontoanoutputqueueby the
QueueStateDRR algorithm.An outputqueuecorresponds
to avirtual interfacewhichmayrepresentoneor morecon-
nectedhostsor routers.Activepacketscanbeprocessedon
eithersideof theDER.

APIC Processingand Buffer Management: The oper-
ation of an APIC reducesthe load on the SPCby asyn-
chronouslyperformingsequencesof read/writeoperations
describedby descriptorchains. An APIC descriptoris a
16-bytestructurethatdescribesthedatabuffer to bewritten
to for receive, or readfrom on transmit. During initializa-
tion a contiguouschunkof memoryis allocatedfor thede-
scriptors(half for TX (transmit)andhalf for RX (receive)).
ThedriverandAPIC hardwarethenusea baseaddressand
index to accessaparticulardescriptor.

Duringinitialization,anothercontiguousregionof mem-
ory is allocatedfor IP packet buffers. Eachbuffer is 2 KB,
and thereare an identical numberof buffers and RX de-
scriptors. Eachbuffer is boundto an RX descriptorsuch
that their indexesarethesame.Consequently, givena de-
scriptoraddressor index, thecorrespondingRX buffer can
belocatedsimply andquickly. Thereverseoperationfrom
buffer to descriptoris equally fast. This techniquemakes
buffer managementtrivial, leaving only themanagementof
theRX descriptorpoolasa non-trivial task.

Sincetherearethesamenumberof TX descriptorsasRX
descriptors,we arealwaysguaranteedto be ableto senda
packetonceit is received.Notethatwhensendingapacket,
thereceivebuffer is boundto theTX descriptor. Thecorre-
spondingRX descriptoris not availablefor reuseuntil the
sendoperationcompletes.This hastheniceeffect that the
SPCwill stopreceiving duringextremeoverloadandavoid
unnecessaryPCIandmemorytraf�c andreceiver livelock.

QueueState DRR Packet Scheduling: The QueueState
De�cit RoundRobin (QSDRR)algorithm is usedduring
output-sideIP processingto provide fair packet scheduling
andbuffer congestionavoidance. In our prototypeimple-
mentation,QSDRRcanbecon�guredsothatmultiple�o ws
canshareasinglequeue.

QSDRRaddsa packet discardalgorithmwith hystere-
sis to DRR's approximatelyfair packet scheduling. Sec-
tion 7 shows that QSDRRprovideshigher averagegood-
put andlower goodputvariationwhile using lessmemory
than conventionalalgorithmssuchas RandomEarly Dis-
card (RED) [27] andBlue [28]. Furthermore,QSDRRis
easierto tune and can be con�gured to handleaggregate
�o ws.

ThebasicideabehindQSDRRis thatit continuesto drop
packetsfrom the samequeuewhenfacedwith congestion
until that queueis the smallestamongstall active queues.
Intuitively, this policy penalizesthe leastnumberof �o ws
necessaryto avoid link congestion. When thereis short-
term congestion,only a small numberof �o ws will be af-
fected,thusensuringthatthelink will notbeunder-utilized.

4.2. ProgrammableNetworks Envir onment

EachSPCrunsa modi�ed NetBSDkernelthatprovides
a programmableenvironmentfor packetprocessingat each
port. The SPCenvironmentincludesfunctionality to sup-
port both traditionalIP forwardingaswell as�o w-speci�c
processing.

If aDERport is equippedwith anFPX,packetsareclas-
si�ed using the hardware implementationof the general-
match lookup and Fast IP Lookup (FIPL) algorithm and
sentto the SPCon a specialVCI, signalingthe SPCthat
the packet is alreadyclassi�ed. If no FPX is presentat a
port, the packet arrives at the standardVCI and the SPC
performsthelookupitself usinga softwareimplementation
of theIP classi�er.

Regardlessof how the packet is identi�ed asrequiring
active processing,it is passedto the Plugin Control Unit
(PCU)which, in turn,passesthepacket to thetargetplugin
or plugins. ThePCUprovidesanenvironmentfor loading,
con�guring, instantiatingand executingplugins. Plugins
aredynamicallyloadableNetBSDkernelmoduleswhichre-
sidein thekernel'saddressspace.Sinceno context switch-
ing is required,theexecutionof pluginsis highly ef�cient.
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Figure 6. SPC IP Processing

For the designof plugins,we follow an object-oriented
approach.A pluginclassspeci�esthegeneralbehavior of a
pluginandde�neshow it is initialized,con�guredandhow
packetsneedto beprocessed.A plugininstanceis aruntime
con�gurationof apluginclassboundto aspeci�c �o w. It is
desirableto have multiple con�gurationsof a plugin, each
processingits speci�c �o w andhaving its own datasegment
that includesthe internal state. Multiple plugin instances
canbeboundto one�o w, andmultiple �o ws canbebound
to a singleinstance.

Througha virtual function table, eachplugin classre-
spondsto astandardizedsetof methodsto initialize, con�g-
ureandprocessplugins.All codefor initialization, con�g-
urationandprocessingis encapsulatedin theplugin itself.
Therefore,thePCUis not requiredto know anything about
aplugin's internaldetails.

Once a packet is associatedwith a plugin, or plu-
gin chain, the plugin environmentinvokes the processing
methodof the correspondingplugin instance,passingit a
referenceto the packet to be processed.The processing
might alter the packet payloadaswell as the header. If a
packet's destinationaddresshasbeenmodi�ed, thepacket
needsto be reclassi�edsince the output port might have
changedbeforethepacket is �nally forwarded.

Part II: Useand Evaluation

5. WaveVideo (An ActiveApplication)

5.1. The Application

TheWave Videoapplicationdemonstratesaninnovative
activevideoscalingarchitecturethatallows for on-demand
deploymentof executablecodein theform of plugins[29].

Videotransmissiontriggerstheretrieval of a plugin from a
nearbycodeserver andits installationin a router's kernel.
Sincethe plugin coderuns in kernelspace,the schemeis
highly ef�cient makingit suitablefor datapathapplications
with high link rates.

The applicationis basedon a wavelet-basedencoding
method.Thehigh-performancevideoscalingalgorithmex-
ecutesasa plugin in thekernelspaceof a router. Theplu-
gin adaptsthevideostreamto �t thecurrentnetwork load.
If an outputlink is congested,thevideostreamis lowered
to the bandwidththat the packet schedulercanguarantee.
The video adaptationschemeensuresthat low-frequency
waveletcoef�cients (which arecrucial for thegeneraldef-
inition of the image)arealwaysforwardedbut dropshigh-
frequency parts(that describeimagedetails)if bandwidth
becomesscarce. The video adaptationalgorithm can re-
act within less than 50 ms to network load �uctuations.
Thus,receiversseeno disturbingartifacts,motion-blur, or
wrongly codedcolors even on networks with very bursty
traf�c patterns.

This approachyields better performancethan layered
multicast. Layered multicast reactsmuch more slowly
to congestion(several seconds)than the wavelet-based
method. And it needsa large numberof multicastgroups
to providesimilar granularity.

5.2. Experimental Evaluation

Figure7 showsthenetwork con�gurationusedin ourex-
perimentalevaluationof the Wave Video application. The
video source(S) multicaststhe video to threedestinations
(D1, D2, andD3). ReceiverD1 is notaffectedby crosstraf-
�c at all, andthereforedisplaysa disturbance-freevideoin
all testcases.D2 andD3 areexposedto crosstraf�c: the
link betweenR2andD2 is sharedby thevideoandonecross
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Figure 7. Wave Video Network

traf�c stream,whereasthelink to D3 is sharedby thevideo
andtwo crosstraf�c streams.Thus,D2 is moderatelycon-
gestedandD3 heavily congested.For all of ourexperiments
we usetwo test videos: 1) Akiyo, which is a low-motion
sequence,requires1.3 Mb/s on average,and2) Foreman,
which hasa higher degreeof motion, requires2.6 Mb/s.
Bothvideosarelosslessencodedwith QCIF(QuarterCom-
mon IntermediateFormat) resolutionat 12 frames/s. To
bring the routers'downstreamlinks into a congestedstate
by thecrosstraf�c, werestricttherespectiveATM link rate
to 3 Mb/s usinghardwarepacingin theAPIC. Therouters
run an implementationof the De�cit RoundRobin (DRR)
packetscheduler, whichassignsanequalshareof theavail-
ablebandwidthto each�o w. Thus,whenthelink is shared
with onecompetingcrosstraf�c �o w, the video �o w will
get 1.5 Mbit/s. With two concurrentlyactive crosstraf�c
�o ws, the video gets1 Mbit/s. If the bandwidthprovided
by thepacketschedulerto thevideo�o w is insuf�cient and
no scalingis active, the packet schedulerdropsthe oldest
packets(plain-queueing) from thevideo�o w queue.

Reference[29] gives the details of four performance
studiesof theWave Videosystemthatwereconducted:

1) Thecostof thevideoscalingalgorithm

2) Thetime to downloada plugin

3) The quality of the video in termsof PSNR(Picture
Signal-to-NoiseRatio)

4) Reactiontime to network congestion

We describebelow theresultsof the laststudyon reaction
time to network congestion.

Onemajoradvantageof thevideoscalingarchitectureis
that nodeshave local knowledgeaboutthe load situation.
Becausethe WaveVideo plugin can directly interactwith
the packet scheduler, it can immediatelyreactto conges-
tion. To demonstratethenode'sability to quickly respondto
anoverloadsituation,thevideoquality perceivedat there-
ceiverwasmeasuredduringperiodscontainingcrosstraf�c

bursts.Whencrosstraf�c is active, theDRR scheduleras-
signsthecrosstraf�c anequalshareof thelink bandwidth,
thuslimiting theavailablebandwidthfor thevideo �o w to
1.5Mb/s.

The quality of the plain-queuedvideo streamsuffers
whenever the crosstraf�c is active, disturbing the video
seriously. Further, the video quality doesnot recover un-
til theburst is �nished, makingthevideo defective for the
completedurationof the burst. On the otherhand,active
videoscalingfollows closelythevideoquality of theorig-
inal videowith only minor falls right after thecrosstraf�c
is turnedon. As soonastheWaveVideoplugin discoversa
declinein bandwidth(which is in theworst-casethe50 ms
pro�le updateperiod),it scalesthevideo to thenew avail-
ablebandwidth.Doing so, thevideostreamquality recov-
ersrapidly to a level verycloseto theoriginal videostream
showing nodisturbingartifactsduringthebursts.

Figure 8. Plain Queueing (Top) and Active
Queueing (Bottom)

To further demonstratethat quality is indeedgainedby
active dropping, we analyzethe received frequency sub-
bandsat the receivers. Figure8 shows a histogramof the
subbanddistributiononD2 whentheroutersareexposedto
crosstraf�c bursts. Our testsequenceconsistsof 33 sub-
bands.Thelowestfrequency subband(containingthemost
crucial imageinformation) is shown at the bottom of the
graphand the highestfrequency subbandis displayedon
top. Thegraylevel of eachcell indicateshow many timesa
speci�c subbandwasreceivedduringa periodof 8 frames:
if acell is white, thesubbandwasnever receivedat all, and
if a cell is completelyblack,thesubbandwaspresentin all
thelast8 frames.

Active droppingnow clearly shows its bene�ts: during
burst activity, plain-droppingshows a randomdistribution
of the frequency subbands,forwarding all subbandswith
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a more or lessequalprobability and thus not taking into
accountthe frequency subband. On the other hand, ac-
tive droppingensuresthat low-frequency subbands(which
arecrucial for thegeneralimagede�nition) arealwaysfor-
wardedto thereceivers.

6. SPC-OnlyPacket Forwarding Experiments

This sectionfocuseson the routerthroughputwhenus-
ing only SPCsasboth input andoutputport processors.In
particular, we measurethepacket forwardingrateanddata
throughputfor different IP packet sizesand examine the
overheadtiming components.

6.1. Experimental Setup

Figure9 showstheexperimentalsetupusedfor our tests.
Thecon�gurationincludesanDER with CPandonePCon
port P4actingasa traf�c source.TheATM switchcoreis
aneight-portWUGScon�guredwith anSPCon eachport.
The CP and traf�c sourceareboth 600 MHz PentiumIII
PCswith APIC NICs.

Theexperimentsusefour key featuresof theWUGS:in-
putportcell counters,acalibratedinternalswitchclock,and
ATM multicastandcell recycling. The CP readsthe cell
counterfrom theswitchinputportsandusestheswitchcell
clock to calculatea cell rate. The packet rate can easily
be derivedfrom thecell ratesincethe numberof cells per
packet is a constantfor anindividualexperiment.

Themulticastandrecycling featuresof theWUGSwere
usedto amplify thetraf�c volumefor single-cellIP packets.
Cell traf�c canbeampli�ed by ��� by copying andrecycling
cells through

/

VCIs beforedirectingthe cells to a target
port. However, this featurecannot be usedfor multi-cell
IP packetssincetheATM switchcoredoesnot preventthe
interleaving of cellsfrom two packets.

TheSPCsonportsP2andP3werecon�guredto operate
asIP packet forwarders.Port P2 is usedasthe input port
andport P3astheoutputport. All otherSPCsaredisabled
sothattraf�c will passthroughthemunaffected.

Typically, hostsor otherrouterswould be connectedto
eachport of anDER.However, to facilitatedatacollection
wehavedirectlyconnectedtheoutputof portP1to theinput
of port P2andtheoutputof port P3to theinput of P7. Our
datasourceis connectedto portP4.Thuswe canuse:

� The cell countersat port P4 to measurethe sending
rate;

� Thecell countersat port P2to measurethetraf�c for-
wardedby theinputsidePPat portP2;and

� Thecell countersat port P7to measurethetraf�c for-
wardedby theoutputsidePPat port P3.

IP traf�c is generatedby usingaprogramthatsendsspe-
ci�c packet sizesat a prescribedrate. Packet sendingrates
arecontrolledusing two mechanisms:1) logic within the
traf�c generatorprogram,and2) for high rates,theAPIC's
pacingfacility. Thesetwo mechanismsproducedbothhigh
andconsistentsendingrates.

6.2. Small­Packet Forwarding Rate

In ordertodeterminetheperpacketprocessingoverhead,
wemeasuredtheforwardingrateof 40-byteIP packets(one
ATM cell each)at the input andoutputports. Single-cell
packet ratesashigh as907KPps(KiloPacketspersecond)
weregeneratedby usingtheATM multicastandcell recy-
cling featuresof theswitchto multiply theincomingtraf�c
by a factorof eight. The measurementswererepeatedby
successively disablingthreemajor IP processingoverhead
components:

1) Distributedqueueing(noDQ processingoccurs)

2) FastIP Lookup(FIPL) (a simpleIP lookupalgorithm
usingasmalltableis used)

3) Word swapping

Disabling word swapping is related to a bug in the
APIC hardware that requires the SPC to swap pair-
wise memorywordsof a packet (e.g.,word[0] � word[1],
word[2] � word[3]). Whenword swappingis disabled,the
IP packet body words are not swapped,but the packet
headeris swapped.
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Figure 10. Packet Forwar ding Rate for 40­Byte
IP Packets

Figure 10 shows typical bottleneckcurves where the
throughput(forwardingratein packetspersecond(Pps))is
equalto the input rateuntil thebottleneckis reached.The
maximumthroughputwhenall processingcomponentsare
included(”CompleteProcessing”)is about105,000packets
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Figure 9. Experimental Setup

persecond.Theothercurvesshow thecumulativeeffectsof
disablingeachoverheadcomponent.Notethatthethrough-
put startsat 80,000Pps.Thus,DQ, FIPL, andword swap-
ping accountfor an additionaloverheadof approximately
6%(7 Pps),15%(16Pps),and8%(9 Pps)respectively. We
expectthat theDQ algorithmcanbeacceleratedsinceit is
a �rst implementation.
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Figure 11. Comparison With SPC2

The maximumforwarding rate at an input port PP as-
sumingan APIC hardware�x and in�nite accelerationof
DQ andFIPL is about140KPps(KiloPacketspersecond).
ButwehavealreadybeentestingtheSPC2, anewerversion
of theSPC,whichis a500MHz PIII with alarger(256MB)
andhigherbandwidth(1.6X)memory. Figure11showsthat
thisprocessorcanalmostmakeup for theoverheadsandat-
tain 140KPps. Experimentswith largerpacket sizesshow

that a speed-upof 1.6 is possible. This is not surprising
sincethetwo principleresourcesusedin packet forwarding
arethePCIbusandthememorysystem.

Theoutputport PPhasa higherforwardingratesinceit
doesnot perform IP destinationaddresslookup. Further-
more,themaximumthroughputcanbesustainedevenfor a
sourcerateashigh as900KPps. This ratestability at high
loadsis a consequenceof our receiver livelock avoidance
scheme.

The SPC2 throughputcanbe obtainedfrom Figure11
by multiplying thepacketforwardingrateby thepacketsize
(40 bytes).A calculationwould show that135KPpscorre-
spondsto a maximumforwarding datarate of around43
Mb/s andto a packet processingtime of approximately7.4

� sec.

6.3. Thr oughput Effectsof Packet Size

We next measuredthe effect of the packet size on the
packet forwardingrate. BecauseIP packetslarger than40
bytesrequiremorethanonecell (thereis 8 bytesof over-
head),we no longer usedATM multicastwith cell recy-
cling to amplify the traf�c. Instead,we useda singlehost
to generatetraf�c usingpacket sizesrangingfrom 40bytes
to 1912bytes.Figure12 shows thepacket forwardingrate
asa functionof the input packet ratefor a rangeof packet
sizes. A straightline with a slopeof 1 correspondsto the
casewhenthereareno bottlenecksalongthepaththrough
therouter. For all packetsizes,theforwardingratestartsout
asa line with slope1 until �nally a kneeoccursendingin a
horizontalline. Thehorizontalportionof a forwardingrate
curveis anindicationof CPU,PCIbusandmemorysystem
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Figure 13. Router Throughput for Various IP
Packet Sizes

Saturationoccursearlier(smallerpacketsourcerate)for
largerpacketssincemorememoryandPCI busbandwidth
is being consumed. In fact, the 1500-bytepacket curve
shows somecollapsearound50 KPps which corresponds
to around600 Mbps. This collapseis probablydueto the
1 GbpsPCI bus sinceeachpacket mustcrossthe PCI bus
twice during forwarding. Figure13 shows the outputdata
ratewhich canbe derived from Figure12 by multiplying
thepacket forwardingrateby thepacketsize.

Figure14showstheeffectof limited memorybandwidth
on the throughput. Word swapping, in effect, forcesthe
SPCto consumetwice as much memorybandwidthas it
should.Whenwe removetheword swappingoverhead,the
maximumthroughputis increasedfrom 220 Mbps to 380
Mbps.
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6.4. Analysisof Results

In analyzing our performanceresults, we considered
threepotentialbottlenecks:

� PCIBus(33MHz, 32bit)

� SPCMemoryBus(66MHz EDODRAM)

� Processor(166MHz PentiumMMX)
Each of thesecomesinto play at different points in the
packet forwardingoperation.

Our studiesof thePCI busoperationsthat take placeto
forward a packet indicatethat thereare3 PCI readopera-
tions and5 PCI write operationswhich togetherconsume
60 buscycles. Additionally, underheavy load,we canex-
pect64 wait cycles to be introduced. Thusa total of 124
bus cycles (30.3 ns per cycle on a 33 MHz bus) or 3.72

� secareconsumedby PCIbusoperationsin theforwarding
of apacket.

In anearlymeasurementof asimpli�ed testcase,theav-
eragesoftwareprocessingtime wasshown to be3.76 � sec.
This, combinedwith the PCI bus time calculatedabove
givesus a per packet forwardingtime of 7.48 � sec. This
is very closeto thetime of 7.5 � secfor the40-bytepacket
forwardingrateof 128KPpsshown in Figure10.

As indicatedearlier, Thebugin theAPIC chipcausesthe
receivedword orderon anIntel platformto beincorrect.In
orderto work aroundthis, theAPIC driver mustperforma
word swaponall receiveddata.Thus,eachreceivedpacket
maycrossthememorybus4 times:

� APIC writespacket to memory

� CPUreadspacketduringword swapping

� CPUwritespacketduringwordswapping

� APIC readspacket from memory

Figures10and14quanti�ed thisoverhead.
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7. QueueStateDRR Experiments

7.1. Study Objectives

The QueueStateDRR (QSDRR) algorithm has been
evaluatedusing an ns-2 simulation and comparedwith
othercompetingalgorithms. An early versionof QSDRR
hasbeenimplementedin anSPC-onlyprototypeandis cur-
rently beingevaluated.The goal of the simulationexperi-
mentsis to �nd schedulersthat satisfythe following prop-
erties:

� High throughput with small buffers to avoid long
queueingdelays.

� Insensitivityto operating conditionsand traf�c to re-
ducetheneedto tuneparameters.

� Fairnessamong�ows with differentcharacteristicsto
reducetheneedfor discriminatingbetween�o ws.

Our results show that QSDRR outperformsother com-
monqueueingalgorithmssuchasRED andBlue [27, 28].
Furthermore,QSDRR can be con�gured to use multiple
queues,thusisolating�o ws from oneanother.

BackboneInternetroutersaretypically con�gured with
largebuffersthatcanstorepacketsarriving at link speedfor
a durationequalto severalcoast-to-coastround-tripdelays.
Suchbufferscandelaypacketsfor asmuchashalf asecond
during congestionperiods. Whensuchlarge queuescarry
heavy TCPtraf�c loadsandareservicedwith theTail Drop
policy, thelargequeuesremaincloseto full resultingin high
end-to-enddelaysfor long periods[30, 31].

REDmaintainsanexponentially-weightedmoving aver-
ageof thequeuelength,an indicatorof congestion.When
theaveragecrossesa minimumthreshold( .

�0/��

�

), packets
arerandomlydroppedor marked with an explicit conges-
tion noti�cation (ECN)bit. Whenthequeuelengthexceeds
the maximumthreshold( .����

�

�

), all packetsaredropped
or marked. RED parametersmustbetunedwith respectto
link bandwidth,buffer sizeandtraf�c mix.

Blue improveson RED by adjustingits parametersau-
tomatically in responseto queueover�ow and under�ow
events. AlthoughBlue is an improvementin somescenar-
ios, it too is sensitive to differentcongestionconditionsand
network topologies. In practice,tuning thesealgorithms
is very dif�cult sincethe input traf�c mix is continuously
varying.

QSDRR combines a queueing algorithm with fair
schedulingover multiple queues. Although most previ-
ouswork on fair schedulingusedper-�o w queues,we have
shown thatcomparableperformancecanbeobtainedwhen
queuesaresharedby multiple �o ws. While algorithmsus-
ing multiple queueshave historically beenconsideredtoo

complex, continuingadvancesin technologyhavemadethe
incrementalcostnegligible andwell worth the investment
if thesemethodscan reducethe requiredbuffer sizesand
resultingpacketdelays.

We have comparedthe performanceof QSDRR with
RED,Blue, tail dropFCFS(Tail Drop), longestqueuedrop
DRR (DRR), and ThroughputDRR (TDRR) and shown
major improvementswith respectto the three objectives
listed above [32]. The classof DRR algorithmsapproxi-
matesfair-queueingand requiresonly

�

%

��) work to pro-
cessa packet. Thus,it is simpleenoughto beimplemented
in hardware [33]. DRR with longestqueuedroppingis a
well-known algorithmthat dropspacketsfrom the longest
active queue. For the rest of the paper, we refer to it as
plain DRR or DRR sincelongestqueuedroppingwaspart
of theoriginal algorithm�rst proposedby McKenney [34].
TDRR drops packets from the highestthroughputactive
queue.Someof our resultsfor QSDRRandRED arepre-
sentedbelow to illustratetheeffectivenessof QSDRR.

7.2. Simulation Envir onment

Wepresentsomeof theperformanceresultsbelow. Table
2 shows the algorithm independentparameters.See[32]
for the parametersandnetwork con�gurationsusedin the
completestudy.

Value De�nition

� 100 Numberof TCPsources
�

1500Bytes Packetsize
�	� 500Mb/s Inter-routerlink rate
�	
 10Mb/s Accesslink rate

�

100Sec Observationperiod
�

Reno TCPProtocol



100-20,000Pkts Bottleneckqueuecapacity

Table 2. Algorithm Independent Parameter s

For eachof thecon�gurations,we variedthebottleneck
queuecapacityfroma100packetsto 20,000packets.A bot-
tleneckqueuecapacityof 20,000packetsrepresentsa half-
secondbandwidth-delayproductbuffer, a commonbuffer
sizedeployedin currentcommercialrouters.Weranseveral
simulationsto evaluate.������ and ��� for RED thatworked
bestfor oursimulationenvironmentto ensureafair compar-
ison againstour multi-queuebasedalgorithms. The RED
parametersweusedin oursimulationsarein Table3.

The network con�guration of experimentsis shown in
Figure15. ��	 �

'

	��

'

� � � 	 ������� aretheTCPsources,eachcon-
nectedby 10Mb/s links to the bottlenecklink. Sincethe
bottlenecklink capacityis 500 Mb/s, if all TCP sources
sendat the maximumrate, the overloadratio is 2:1. The
destinations��� �

'

���

'

� � � � ������� aredirectlyconnectedto the
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Figure 16. Goodput Distrib ution (Single­Bottlenec k Link, 200 Pkt Buff er)

RED
.���� � Max. dropprobability 0.01

��� Queueweight 0.001
.

�0/��

�

Min. threshold ���

�

of buffer size
.����

�

�

Max. threshold Buffer size

Table 3. RED Parameter s
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Figure 15. Single Bottlenec k Link Network
Con�guration

router � � . All 100TCPsourcesarestartedsimultaneously
to simulatea worst-casescenariowherebyTCPsourcesare
synchronizedin thenetwork.

7.3. Results

We comparedthe queuemanagementpolicieswith re-
spectto threemetrics: 1) The averagegoodputof all TCP
�o ws asa percentageof its fair-share;2) the goodputdis-
tribution of all TCP sourcesover a single-bottlenecklink;

and3) thevariancein goodput.The variancein goodputs
is a metricof thefairnessof thealgorithm:Lowervariance
impliesbetterfairness.

For all our graphs,we concentrateon the goodputsob-
tainedwhile varying the buffer size from 100 packets to
5000packets.For multi-queuealgorithms,thestatedbuffer
size is sharedover all the queueswhile for single queue
algorithms,the statedbuffer size is for that single queue.
Sinceour bottlenecklink speedis 500Mb/s, this translates
to a variation of buffer time from 2.4 msecto 120 msec.
Only packet buffer sizesup to 5,000 packets are shown
sincethe behavior with larger buffer sizesis the samefor
largersizes.

Figure16 comparesthe distribution of goodputsfor all
100TCPReno�o wsfor QSDRRandREDwhenthebuffer
sizeis small(200packets).For QSDRR,all TCP�o wshad
goodputsvery closeto themean,andthemeangoodputis
very nearthe fair-sharethreshold. This low variability of
the goodputsbetweendifferentTCP �o ws indicatesgood
fairness.TheREDplot showsconsiderablymorevariability
which implieslessfairness.

Figure17 shows the averagefair-sharebandwidthper-
centagereceived by the TCP Reno �o ws using different
buffer sizes. For small buffer sizes(i.e., under500 pack-
ets),TDRRandQSDRRoutperformREDsigni�cantly, and
DRR is comparableto RED. It is interestingto note that
evenfor largea buffer size(5000packets),all policiessig-
ni�cantly outperformBlue includingTail Drop.

Figure 18 shows the ratio of the goodputstandardde-
viation of the TCP Reno �o ws to the fair shareband-
width while varying the buffer size. Even at higherbuffer
sizes,thestandarddeviationsfor DRRandQSDRRarevery
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small,andtheratio to thefair sharebandwidthis lessthan
0.025. TDRR exhibits a higher goodputstandarddevia-
tion, but it is still signi�cantly below Blue, RED andTail
Drop. RED exhibits about10 timesthevariancecompared
to QSDRRandDRR while Blue exhibits about5 timesthe
variance. Overall, the goodputstandarddeviation is be-
tween �

���

�

�

of the fair sharebandwidthfor themulti-
queuepoliciescomparedto

�

�

for Blue, � �

�

for REDand
� �

�

for Tail Drop. Thus,evenfor a single-bottlenecklink,
themulti-queuepoliciesoffer muchbetterfairnessbetween
TCP�o ws.

Experimentswith multi-hopnetwork con�gurationsand
a mix of TCP �o w characteristicsshowed the superiority
of QSDRRover theotheralgorithms[32]. QSDRRsignif-
icantly outperformsRED and Blue for variouscon�gura-
tions and traf�c mixes: QSDRRresultsin higheraverage

goodputfor each�o w andlowervariancein goodputs.QS-
DRR alsoperformswell evenwhenmemoryis limited and
whenmultiple sourcesareaggregatedinto onequeue.

8. Distrib uted QueueingExperiments

8.1. The StressExperiment

The DistributedQueueing(DQ) algorithmdescribedin
Section3.6 wasimplementedin a discrete-eventsimulator
andin anSPC-onlyprototype.Thesimulatorallowedusto
quickly evaluatealternativealgorithmsin acontrolledenvi-
ronmentbeforeimplementingthealgorithmin themorere-
strictive andlesscontrollableenvironmentof an SPC-only
prototype. This sectiondescribesthe resultsof an experi-
mentthatwasdesignedto assesstheperformanceandsta-
bility of the DQ algorithm underextremeloading condi-
tions.

This stresstraf�c load goesthrough �

�

� stagesin
which it initially tries to over�ow �

�

� outputsandthen
switchesto stage� whereit tries to under�ow an output.
The experimentparametersare shown in Table 4 andare
thesameparametersusedin experimentswith anSPC-only
prototype.�

sourcesoverloadtheswitchfabricby eachsendingat
the link rate � . Sincethespeed-upis lessthanthenumber
of sources( 	��

�

), theswitchwill beoverloadedandinput
backlogswill develop.All traf�c is initially aimedatoutput

� for a duration
�

. Then,the traf�c patternis changedin
stagessteppingthroughtheoutputsin ascendingorderuntil
reachingoutput � at which time all sourcesturn off except
source� . Thebeginningof stage� is chosensuchthatthere
will beinputbacklogsat the

�

inputsin stage� .

Value De�nition

� 8 Numberof output(or input)ports
	 2 Switchspeed-up( 	���� )

� 70Mb/s Externallink rate(sourcerates)
� 500 � sec DQ updateperiod

�

520Bytes Packetsize�

4 Numberof traf�c sources
� 5 Numberof traf�c stages
�

400DQs Time stage1 ends(=
�

� )
(=200msec)

Table 4. Parameter s of the DQ Experiment

Figure19showsthestagesof thestressloadfor thecase�

� � and � ��� . Let
�

� be theendingtime of stage� .
At time

�

� �

�

, all sourcesswitch their traf�c to output
� . In stage2, input backlogsfor output � will drain while
theinputbacklogsfor output � climb. All sourcesswitchto
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output � attime
�

� whentheinputbacklog
�

��� � equals
�

��� � ,
andstage3 begins. This traf�c switchingpatterncontinues
until stage� whenall sourcesexceptsource� shutoff.
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Figure 19. Stress Load

8.2. Simulation Experiments

The simulationresultspresentedin this sectionare for
a variantof the algorithmpresentedin Section3.6. Small
modi�cationsto Equations1 and2 improvesystemrespon-
sivenessby reservingsomebandwidthfor queuesthat fre-
quentlyhave very smallor no backlog.Thenew equations
are:

�

�

��� ���

���

�

�

�

�
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(6)

where
���

�

�

is asmall,arti�cial inputbacklog,and
���

�

�

�

�

� � ���&� is a small,arti�cial minimumrate.
Figure20 shows the outputandinput backlogs

�

� and
�

�(� � . Figure21 shows the allocatedrates � �(� � . Sincethe
durationof stage1 is 400DQperiods(200msec),weexpect
theotherbeginningstagetimesto be600,700,and750DQ
periods.

Considerthe backlog plot shown in Figure 20. The
curveslabeledOutput1, 2, 3 and4 aretheoutputbacklogs

�

� for ��� � � � � . Theothercurveslabeled1= � j, ��� � � � � ,
aretheinputbacklogs

�

�(� � for � � � � � � (
�

�(� � is unlabeled).
Clearly, the systemis overloadedsincethe switch capac-
ity is 	�
 � = 140 Mb/s while the aggregatesourcerate is�


 � = 280 Mb/s. So, the outputbacklogsbuild up at a
rateof approximately70 Mb/s (= 	#
��

�

� ) or about1.76
MB in 400DQ periods.This build-up continuesuntil back
pressurefrom anoverloadedoutputreducesthesendingrate
below 35Mb/s. Theinputbacklogsbuild upat a rateof ap-
proximately35 Mb/s (= 	#
����

�

) or about880KB in 400
DQ periods.

Output1's backlogratebegins to decreasearound600
DQ periods,just when the sourcesare transitioningfrom
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output 2 to output 3. Meanwhilethe input backlog
�

�(� �

thathadbeendrainingat a rateof 35 Mb/s, startsdraining
sloweraround600DQ periodsbecauseof thebackpressure
from output1.
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Figure21 shows threecharacteristicssuggestedby the
abovediscussion:
1) The rates ���(� � , ��� � � � � for input 1 are35 Mb/s and

is input 1's equalshareof the140Mb/s switchcapac-
ity. At DQ period600, � �(� � dropsdramaticallybecause
a suf�cient outputbackloghasdeveloped. In fact, a
smalldropin rateoccurredbeforethis time. Thesede-
creasesin ratescanalsobeseenfor otheroutputs.

2) Input queuesthathave no backlogareallocatedsome
non-zerorate. For example,beforeDQ period 400,
there is no input backlogfor output 2, but it is still
allocatedabout15Mb/s (= (140-35)/7).
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3) After all sourceshave shut off, input 1 getsto send
to output5 at aboutthe link rateof 70 Mb/s. Input 1
continuesto drain the other input queuesat about10
Mb/s.

8.3. SPC­OnlyPrototypeExperiments

We repeatedthestressexperimenton anSPC-onlypro-
totype and obtainedresultssimilar to thoseshown in the
simulationexperiments.Threetoolsweredevelopedto aid
in duplicatingthestressexperiments:

1) A traf�c generatorthatcanberemotelycon�guredand
controlled.

2) A DQ cell monitor to captureall DQ cells carrying
backlogdata.

3) A Java DQ visualizerthatduplicatesthe DQ calcula-
tionsandplots thesamegraphswe saw earlierin the
simulationexperiments.

Thetraf�c generatoris capableof sendingAAL5 framesat
nearly1 Gbps. It consistsof threecomponents:1) a stan-
darduser-spaceservercodethat acceptscontrol andcon-
�guration packets(e.g.,startsending,stopsending,setpac-
ing rate,setdestination,setpacket length,stressload); 2)
auser-spacelibrary thatdirectlymanipulatesthetraf�c de-
scriptorsstoredin kernelmemory;and3) an APIC driver
thatsendstheAAL5 framesbasedonthetraf�c descriptors.

We continueto improve theDQ algorithmandstudyits
operatingcharacteristics.Two fundamentalquestionsare
”How doesthe algorithmbehave when the speed-up	 is
lessthan2 (but greaterthan1)?” and”How low of a speed-
upcanbepracticallyused?”

9. Recon®gurableHardwareExtension

The FPX/SPCsystemextendsthe SPC-onlysystemby
adding�eld programmablehardwaremodulesattheportsto
assistin port processing.This sectiondescribesthelogical
port architectureof theFPX,brie�y describestheFIPL en-
gine,andpresentsmeasurementsof FIPL'spacket forward-
ingperformanceunderasyntheticload.Reference[35] pro-
videsadditionaldetailson theFIPL engine.

9.1. Logical Port Ar chitectureand the FIPL Engine

In anFPX/SPCsystemtheSPCis usedprimarily to han-
dle active processingandspecialIP options.TheFPX per-
formsthebulk of theIP processingthattheSPChandlesin
anSPC-onlysystem.Figure22shows thelogical organiza-
tion of theFPXin its capacityasanIP packetprocessorand
its interactionwith theSPC.The�gure is virtually identical

to Figure6 exceptthat the pluginsandthe Plugin Control
Unit remainin its partnerSPC.

TheFPXrecognizesanactivepacketdestinedfor its SPC
when the packet matchesa special�lter . The FPX sends
an active packet over a specialVCI to its SPCfor active
processing. The SPCreturnsthe packet to its FPX on a
differentspecialVCI, andthe FPX thenforwardsit on to
thenext hop.

A fundamentalfunction in any IP routeris �ow lookup.
A lookupconsistsof �nding thelongestpre�x storedin the
forwardingtablethatmatchesa given32-bit IPv4 destina-
tion addressandretrieving theassociatedforwardinginfor-
mation.

TheFastInternetProtocolLookup(FIPL) engineimple-
mentsEathertonandDittia's TreeBitmap algorithm[22].
Thealgorithmemploys a multibit trie datastructurewith a
clever dataencodingthat leadsto a goodhardwareimple-
mentation:

� Small memory requirement(typically 4-6 bytes per
pre�x)

� Smallmemorybandwidth(leadsto fastlookuprates)

� Updateshave negligible impacton the lookupperfor-
mance

Also,severalconcurrentlookupscanbeinterleavedto avoid
theimpactof externalmemorylatency.

The implementationusesrecon�gurablehardware and
RandomAccessMemory (RAM). It is implementedin a
Xilinx Virtex-E Field ProgrammableGateArray (FPGA)
running at 100 MHz and usesa Micron 1 MB Zero Bus
Turnaround(ZBT) SynchronousRandomAccessMemory
(SRAM).

In the example shown in Figure 23, the IP address
128.252.153.160is comparedto thestoredpre�xesstarting
with themostsigni�cant bit. Logically, theTreeBitmapal-
gorithm startsby storingpre�xesin a binary tree. Shaded
nodesdenoteastoredpre�x. A searchisconductedbyusing
theIP addressbits to traversethetrie, startingwith themost
signi�cant bit of the address.To speedup this searching
process,multiple bits of the destinationaddressare com-
paredsimultaneously. In orderto do this,subtreesof thebi-
narytrie arecombinedinto singlenodesproducinga multi-
bit trie, reducingthenumberof memoryaccessesneededto
performa lookup. The depthof the subtreescombinedto
form a singlemultibit trie nodeis calledthestride.

The exampleshows a multibit trie using 4-bit strides.
Eachtrapezoidsurroundsa multibit trie node. Figure 24
showshow theTreeBitmapalgorithmcodesinformationas-
sociatedwith eachnodeof themultibit trie usingbitmaps.A
1 in the

�

th positionof anExtendingPathsBitmapindicates
thata child multibit trie nodeexists. For example,theroot
nodeinitially hasachild ateveryoddpositionin the�rst six
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Figure 22. FPX IP Processing
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32�bit destination address: 128.252.153.160
1000 0000 1111 1100 ... 1010 0000

Figure 23. IP Lookup Table Represented as a
Multibit Trie

positionsresultingin ”010101 ” in the�rst six bits. TheIn-
ternal Pre�x Bitmapidenti�es with a 1 thestoredpre�xes
in the binary sub-treeof the multibit node. The Internal
Pre�x Bitmap of the root multibit nodeis ”1 00 0110
00000010 ” (readingfrom left-to-right, thebits have been
groupedby treelevel) wherethe leftmost1 correspondsto
theroot, thenext two 0 bits correspondto thenext level of
thetree,andsoon.

0 00 1001 0000 0000

0000 0000 0000 0000

Internal Prefix Bitmap

External Prefix Bitmap

1 00 0110 0000 0010

0101 0100 0001 0000

1 00 0000 0000 0000

0000 0000 0000 0000

0 10 0000 0000 0000

0000 0000 0000 0000

0 01 0000 0000 0000

0000 0000 0000 0000

0 01 0100 0000 0000

1000 0000 0000 0000

1 00 0000 0000 0000

0000 0000 0000 0000

Figure 24. IP Lookup Table Represented as a
Tree Bitmap

9.2. Performance

While theworst-caseperformanceof FIPL is determin-
istic, an evaluation environment was developedin order
to benchmarkaverageFIPL performanceon actualrouter
databases.As shown in Figure25, theevaluationenviron-
ment includesa modi�ed FIPL EngineController, 8 FIPL
Engines,anda FIPL EvaluationWrapper. TheFIPL Evalu-
ationWrapperincludesanIP AddressGeneratorwhichuses
16 of the availableon-chipBlockRAMs in the Xilinx Vir-
tex 1000Eto implementstoragefor 2048IPv4 destination
addresses.TheIP AddressGeneratorinterfacesto theFIPL
Enginecontrollerlike a FIFO. Whena testrun is initiated,
an empty�ag is driven to FALSE until all 2048addresses
areread.

Controlcellssentto theFIPL EvaluationWrapperiniti-
atetestrunsof 2048lookupsandspecifyhow many FIPL
Enginesshouldbeusedduring the testrun. TheFIPL En-
gineControllercontainsa latency timer for eachFIPL En-
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Figure 25. Bloc k Diagram of FIPL Evaluation
Envir onment.

gineandathroughputtimer thatmeasuresthetimerequired
to completethetestrun. Latency timervaluesarewritten to
a FIFO uponcompletionof eachlookup. TheFIPL Evalu-
ationWrapperpackslatency timer valuesinto controlcells
which aresentbackto the systemcontrol softwarewhere
the contentsare dumpedto a �le. The throughputtimer
valueis includedin the�nal controlcell.

Usinga portionof theMae-Westsnapshotfrom July 12,
2001, a Tree Bitmap data structureconsistingof 16,564
routeswas loadedinto the off-chip SRAM. The on-chip
memoryreadby the IP AddressGeneratorwasinitialized
with 2048 destinationaddressesrandomly selectedfrom
the route tablesnapshot.Test runswere initiated using1
through8 engines.With 8 FIPL engines,the entiremem-
ory bandwidthof thesingleSRAM is consumed.Figure26
shows the resultsof test runs without intervening update
traf�c. Notethat the left y-axis is the throughput(millions
of lookupsper second),andthe right y-axis is theaverage
lookuplatency (nanoseconds).Plotsof the theoreticalper-
formancefor all worst-caselookupsis shown for reference.
Figure27 shows theresultsof testrunswith variousinter-
vening updatefrequency. A single updateconsistedof a
route addition requiring 12 memorywrites packed into 3
controlcells.

With no intervening updatetraf�c, lookup throughput
rangedfrom 1,526,404lookupspersecondfor asingleFIPL
engineto 10,105,148lookupsper secondfor 8 FIPL en-
gines. Averagelookup latency rangedfrom 624 ns for a
singleFIPL engineto 660 ns for 8 FIPL engines.This is
lessthana 6% increasein averagelookup latency over the
rangeof FIPL EngineControllercon�gurations.

Notethatupdatefrequenciesupto 1,000updatespersec-
ond have little to no effect on lookup throughputperfor-
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Figure 27. FIPL Performance Under Update
Load

mance.An updatefrequency of 10,000updatespersecond
exhibiteda maximumperformancedegradationof 9%. Us-
ing the nearmaximumupdatefrequency supportedby the
Control Processorof 100,000updatesper second,lookup
throughputperformanceisdegradedbyamaximumof 62%.
Notethatthis is ahighly unrealisticsituation,aslookupfre-
quenciesrarelyexceed1,000updatespersecond.

Coupledwith advancesin FPGAdevice technology, im-
plementationoptimizationsof critical pathsin theFIPL en-
ginecircuit hold promiseof doublingthesystemclock fre-
quency to 200 MHz in order to take full advantageof the
memorybandwidthofferedby theZBT SRAMs. Doubling
of the clock frequency directly translatesto a doublingof
thelookupperformanceto aguaranteedworstcasethrough-
put of over 18 million lookupsper second. Ongoingre-
searchhopesto exploit new FPGA devicesand more ad-
vancedCAD tools to double the lookup performanceby
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doublingtheclock frequency.

10. Concluding Remarks

Additional performancemeasurementsof the DER are
in progress,anda numberof developmentsandextensions
are underway. First, the integration of the FPX with the
currentDER con�guration will sooncommence.TheFast
IP Lookup (FIPL) algorithmhasbeenimplementedin re-
programmablehardwareusingthe FPX andpartially eval-
uatedin a developmentenvironment. In addition, other
applicationshave beenportedto the FPX. Second,SPC2
boardswill be availablesoon. It will have a fasterproces-
sor (500MHz PIII) muchhighermainmemorybandwidth
(SDRAM), anda largermemory(256MB). Third, a Giga-
bit Ethernetline card is beingdesignedaroundthe PMC-
SierraPM3386S/UNI-2xGE Dual Gigabit EthernetCon-
troller chipsetwith plansfor availability by summer2002.
Thiswill allow usto interfacetheDERto routersandhosts
that have Gigabit Ethernetinterfaces. Fourth, the Queue
StateDRR (QSDRR) algorithm is being evaluatedin an
SPC-onlytestbed.Fifth, theWave Videoactiveapplication
will be portedto the DER environment. This will require
that it be ableto interrogateQSDRR.Sixth, a lightweight
�o w setup service will be developedand demonstrated.
This service,which can be implementedlargely in hard-
ware, will requireno elaboratesignalingprotocol and no
extra round-tripdelaysnormally associatedwith signaling
andresourcereservation. Finally, many CP software com-
ponentsarein their earlyprototypingstage.Someof these
componentsinclude:1) Automaticmulti-level bootprocess
thatstartswith discovery andendswith a completelycon-
�gured, runningrouter;2) Network monitoringcomponents
basedonactive,extensibleswitchandPPMIBs andprobes
providing a multi-level view of theDER router;and3) the
Zebra-basedroutingframework.

TheWashingtonUniversityDERprovidesanopen,�e x-
ible, high-performanceactive router testbedfor advanced
networking research.Its parallelarchitecturewill allow re-
searchersto dealwith many of thesamerealdesignissues
facedby moderncommercialdesigners.Finally, its repro-
grammabilityin combinationwith its opendesignandim-
plementationwill makeit anidealprototypingenvironment
for exploringadvancednetworking features.
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