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Abstract

This paperexaminesopefation of TFRC(TCP-Fiendly
RateControl) in scenariosvhelethereceivetis untrustwor
thy and can misbehavéo receivedata at an unfairly high
rateat theexpenseof competingraf c. Several attadksare
consideedfor a sel shreceiverto take advantaeof TFRC.
After con rming experimentallythat the identi ed receiver
attads are effective we designRolust TCP-Fiendly Rate
Contol (RTFRC),a TFRCvariant resilientto the attads.
We also showthat additional attacks targeted directly at
RTFRCare unableto compomisethe protocol.

1. Intr oduction

As multimediaapplicationsgain importancein the In-
ternet,providing themwith appropriatecongestiorcontrol
becomewital to the overall stability of Internetcommuni-
cations.Unfortunatelytraditional TCP (TransmissiorCon-
trol Protocol)congestioncontrol [1, 11] exhibits two fea-
turesthataredetrimentato multimediaapplications First,
theuseof retransmission® provide in-orderreliability in-
troducesextra delay which is undesirabldor multimedia.
Secondthehigh variability of TCP transmissiomatesover
shorttimescalesindermines©iumanperceptiorof audioand
video. TFRC (TCP-FriendlyRate Control) [4, 10] is a
promisingalternatve thataddressetheseconcerns.TFRC
offersno supportfor reliabledelivery andtransmitsdataat

smoothratesthatremainfair to TCP overlong timescales.

In additionto purelyunicastcommunicationsT FRCis suc-
cessfullyusedasa componenbf overlay systemsor mul-
ticastdatadisseminationsuchasBullet [12].
Whereaanultimediasenershave aninterestin fair dis-
tribution of offeredcontentto all their clients,anindividual
receverhasincentivesto maximizeits own shareof thebot-
tlenecklink bitrate.Hence receversmaymisbeha&eto ob-

tain an unfair shareof the network capacityat the expense
of competingtraf c. Furthermorethe Internetarchitecture
containsno safgguardsagainstattacksby a sel sh recever.
In particular since TFRC hasan open-sourcapplication-
level implementatiorf10], it is extremelyeasyfor a sel sh
recever to deviate from the speci cationsin orderto ac-
quiredataatanunfairly highrate.

Recever misbehaior is a problemthat is not unique
to TFRC. Savageet al. shav how incorrectfeedbacken-
ablesa misbeha&ing TCP recever to increasesubstantially
its throughputat the expenseof crosstrafc [3, 15]. Pro-
tectionof TCP from recever misbehaior relieson the el-
egantideaof a cumulative nonce: the TCP recever must
prove in-order delivery of datasegmentsby providing the
sendewith XOR valuesof randomnumberg(nonces)hat
thesendemhasattachedo the datasggments.

Due to fundamentaldifferencesin the designsof TCP
and TFRC, protectingTFRC againstrecever misbehaior
posesnew challenges. Since TFRC separateseliability
from congestioncontrol and doesnot retransmitlost data
segments,the TCP solution of a cumulative nonceis not
directly applicableto TFRC. Also, unlike in TCP where
therecever sendsacknavledgmentaupondelivery of data
segments,feedbackin TFRC is asynchronougérom deliv-
ery andincludesaggreateinformationwhichis dif cult to
verify.

In this paper we rst identify and experimentallyvali-
datevulnerabilitiesof TFRC to sel sh recever misbeha-
ior. Then,we proposeRolust TCP-FriendlyRateControl
(RTFRC),a TFRC variantthatis resilientto theidenti ed
receverattacks.Ourevaluationof RTFRCcon rms thatthe
new designrendergheattacksineffective. Thesourcecode
of our application-leel RTFRC implementationis made
freely available[7].

The rest of the paperis organizedas follows. Sec-
tion 2 describeg FRC. Section3 present®ur threatmodel
and experimentallydemonstratesulnerabilitiesof TFRC



to sel sh recever misbehaior in arealnetwork. Section4
derivesRTFRC, our robustversionof TFRC. Section5 an-
alyzesthe protectionofferedby RTFRC. Finally, Section6
providesa summaryof the paper

2. TFRC

TCPcutsits transmissiomateatleastin half in response
to evena single paclet loss. TFRC offers smoothettrans-
missionthat suits multimedia applicationsbetter[4]. To
sharethe network capacitywith TCPcrosstraf ¢ fairly de-
spitethe differencedn congestiorresponsea TFRC con-
nectiondeterminests transmissiorrate basedon the TCP
throughputequatior{14]:

X= -4 = g = (1)
R TP_,_ 3 p tr1O Tp(l'i' 32p?)

whereX denoteghe fair transmissiomate,s is the average
paclet size, R representRTT (round-triptime), trto de-
notesthe retransmissiortimeout, b is the numberof data
pacletsacknavledgedby a singlefeedbackpaclet,andp is
thelosseventrate. A losseventis de ned asoneor more
pacletlosseswithin asingleRTT. To avoid undesirablale-
lay addedby TCPin-orderreliability, TFRC offersno sup-
portfor reliabledelivery.

Therole of thereceverin TFRCis moreprominenthan
in TCP. To enablethe senderto computethe transmission
rate, the recever measureshe loss event rate and reports
it in feedbackpaclets. Feedbackalso echoesthe times-
tampsof datapaclets, therebyrelieving the senderfrom
storing thesevalues. To understandvhy TFRC of oads
asmuchwork aspossibleto therecever, oneshouldrecall
thatTFRCemepgedin conjunctionwith TCP-FriendlyMul-
ticastCongestiorControl(TFMCC)[17]. Dueto theasym-
metry of multicastcommunicationsminimizing the sender
involvements arationaldesignchoicein TFMCC. Further
more, trustworthy ervironmentsoffer no reasondor pick-
ing a differentsplit of responsibilitiesbetweenthe sender
andreceverin therelatedTFRC.

TFRCfeedbackcomprisedour elds: (1) timestampof
adatapaclet, (2) time passedincethedatapacletwasde-
livered,(3) losseventrate, and (4) recever rate,i.e. the
rate of datapaclket delivery. The recever rateis reported
to avoid excessve transmissiorinto a congestedetwork:
TFRClimits its transmissiono twice thereceverrate.

3. Evaluation of TFRC vulnerabilities

While the original TFRC designassumedrustworthy
participantsthis assumptiorof universaltrustis no longer
tenabldn thelnternet.In this sectionwe relaxthisassump-

tion anddemonstratéhatanuntrustworthy recevver canex-
ploit TFRCto acquiredataatanunfairly highrate.

3.1 Threatmodel

Although TFRC truststhe recever, RFC 3448 admits
that TFRC “may potentially be manipulatedby a greedy
recever that wishesto receive morethanits fair shareof
network bandwidth.A receiver mightdothis by claimingto
havereceiedpacletsthatwerelostdueto congestion10].
We explore the possibility of suchrecever misbehaior in
more detail. We assumethat the only goal of the untrust-
worthyreceveris to acquireits dataatanunfairly highrate
atthe expenseof competingtrafc [8, 9]. Our threatmodel
doesnotincludepurely maliciousattacks.In particular we
do not considerdenial-of-serviceattackswherea recever
congestghe network by transmittingspuriouspackets or
terminatestherconnection®y spoo ngtheircontrolpack-
ets.

3.2 Experimental methodology

To evaluatevulnerabilitiesof TFRC to receier misbe-
havior, we conductexperimentsin ONL (Open Network
Laboratory)network testbedbuilt aroundextensibletwo-
gigabitrouters[2, 13]. ONL enablesan experimenterto
con gure network parameterssuch as topology link ca-
pacities,buffer sizes,and queuingdisciplines. We exper
iment with a simple two-link topology wherea link with
capacity 15 Mbps is followed by a bottlenecklink with
capacity7.54 Mbps. All link buffers are FIFO (First-In
First-Out) and Droptail. Link buffer sizesare con gured
to accommodat&8.4KB of IP data,whichis equivalentto
aboutsixty 1500-bytelP datagrams.Eachexperimentin-
volvesseven parallel connectiondbetweena pair of hosts.
Of the seven connections, ve are TCP NewReno[6], an-
other is well-behaing TFRC, and the last one is TFRC
with a misbehaing recever. Insteadof usingthe standard
TFRCimplementatior{5], we implementTFRCto becon-
sistentwith our codefor RTFRC [7]. This choice elim-
inatesimplementation-speci differencesbetweenTFRC
andRTFRCin our experimentakesults.

We deviate from commonsimulation setupsby using
naturalpropagationrdelays,which arevery smallin ONL.
However, our buffer sizesare selectedso that the queuing
delayatthebottlenecKink is atleast48 msafterinitial con-
vergence;this is roughly equivalentto having a con gura-
tion with 48 mslink propagatiordelayanda bitrate-delay-
productbuffer. In future extensionsof this work, we plan
to emulatelarger propagatiordelaysexplicitly at network
nodes.
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3.3 Assessmenbf speci ¢ attacks

Basedon the TFRC feedbackformat, we identify and
evaluatethreetypesof attackswherethe recever manip-
ulatesthe losseventrate, RTT calculations,and reported
receverraterespectiely.

Manipulating the losseventrate is themostdirectand
brutal assaulton TFRC. By underreportinghe loss event
rate, a misbeh&ing recever caneasily deceve the sender
into transmittingat an unfairly high rate. The misbeha-
ior can be implementedby changinga single line of the
TFRC code. Figure 1 showvs an instanceof the attack.
Both displayedconnectionsadheregio TFRC until 120 sec-
ondsinto the experimentandtransmitat close-to-Air rates.
After 120 secondsthe recever of one TFRC connection
misrepresentthe loss event rate by reportinga value that
is 32 times smallerthanthe actualrate. The graphscon-
rm thatthe misbehaing recever succeedi boostingthe
transmissiorrate of its connectionmostly at the expense
of the ve parallelTCP connectionsAfter the misbehaior
starts the pacletlossratechangedgrom 1.13%to 1.5%and
from 3.23%to 5.97%for thewell-behaing andmisbeha-
ing TFRC connectionsespectiely.

Manipulating RTT calculationsis anothempotentway
to deceve the sender The sendercomputesRTT based
on the echoediimestampandtgelay, Which is the delaybe-
tweenarrival of a datapacletto therecever anddeparture
of thefeedbackpaclet. Therecevercanabuseboth elds to
trick thesendeinto underestimatingRT T andconsequently
transmittingat an unfairly high rate. A side effect of de-
creasinghe RTT estimates a lower sendettimeoutvalue.
A misbehaing receiver caneasilyavoid undesirabldime-
outsby sendingts feedbackmorefrequentlyin accordance
to the loweredRTT estimate. Sincethe TFRC senderex-
plicitly tells its RTT estimateto the recever, the recever
canpreciselycontrol calculationsat the sender However,
the recever shouldexercisecarein not de ating the RTT
estimatetoo much: behaior of the senderundera nega-
tive RTT estimateis not speci ed by TFRC and depends
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Figure 2. Exploit of RTT calculations

on the implementation. Figure 2 showvs an attackwhere
the recever distortsRTT calculationsby overstatingtgelay-
Themisbehaior starts120secondsnto theexperimentand
resultsin an RTT estimatethatis one fourth of the actual
value. Onceagain,the recever increaseghe transmission
rateof its TFRC connectiorat the expenseof the ve par
allel TCP connections. After the misbehaior starts,the
paclet loss rate changesrom 1.06%to 1.99% and from
3.92%to 5.64% for the well-behaing and misbehaing
TFRCconnectionsespectiely.

Manipulating the recever rate allows the recever to
circumwent the limit imposedby the senderon the trans-
missionrate. Thereceiercanusethis attackto increasehe
transmissiomateacceleratiorduringslow start,undermas-
sivelossesandafterquiescenperiods.In our experiments,
wewereunableto translatgotentialtransienbene tsfrom
manipulatinghereceverrateinto any noticeabldong-term
adwantagdor amisbehaing recever.

4. Robust TFRC

Section3 demonstratediulnerabilitiesof TFRC to re-
ceivermisbehaior. We now enhancéheprotocolto makeit
resilientto theidenti ed attacks.Our RobustTCP-Friendly
RateControl (RTFRC) combineswo ideasto provide this
protection: computationsare shifted from the recever to
the sender andfeedbackis veri ed at the sender Below,
we discussn detailhow RTFRC appliestheseideas.

4.1 Protectingthe lossevent rate

An intuitive way to protect TFRC from manipulations
of thelosseventrateis to verify correctnessf receverre-
portsat the sender However, verifying the losseventrate
is dif cult bothdueto thecomplec de nition andaggreyate
natureof the losseventrate. Instead we move the compu-
tation of the losseventratefrom the receiver to the sender
whichis anoptionmentionedn RFC 3448[10]. Underour
assumptiorof an untrustworthy recever, this new split of
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Figure 3. Packet header formats in RTFRC

responsibilitieshas substantiabdvantagesn termsof de-
signsimplicity.

With the sendercomputingthe losseventrate,the chal-
lengeshiftsto enablingthe sendetto verify whetherthere-
ceiver hasreceveda particulardatapaclet. To achieve this
goal, we designa cumulative noncemechanisnsimilar to
thoseusedfor robust TCP [3, 15, 16]. Speci cally, since
TFRCdoesnot supportreliablein-orderdelivery, we adopt
aschemehatworksdespitdossof nonceqd16]. Hencewe
allow acumulative nonceto con rm adatarangethatis not
necessarilcontiguousor alignedwith the beginning of the
message.

Adding noncesleads to different paclket formats in
RTFRC.Figure3ashaws the formatof RTFRC datapack-
ets. The headeris simple and includesonly a sequence
number RTT estimate paclet nonce,andnoncereset ag.
RTFRCuseswo typesof acknavledgmen{ACK) paclets.
As Figure3b shaws, normalACKs containsequenc@um-
bersfor up to three datasegmentsreceved out of order
These elds enableaccuratecomputationof RTT despite
potentialpaclet reorderingin the network. A normalACK
alsoreportsa cumulative nonceensuringthat the recever
cannotconcealossof adatapaclket. Whenrecoveringfrom
lossevents,RTFRCuseshitmaskACKs. To acknavledgea
noncontiguousangeof data,a bitmaskACK speci esthe
beginning and length of the rangeas well asa bit vector
identifying the datapacletsthat the receiver hasobtained
within the range. As Figure 3c shaws, the bitmaskACK
alsoreportsthe cumulative noncefor the pacletsreceved
from the new range.In adherencéo RFC 3448,0ur nonce
schemepreseresthe de nition of a losseventasoneor
more paclet losseswithin a single RTT. Furthermorethe
schemehelpsthe senderto determinethe recevver rate ac-
curatelyeven when congestiorpreventsthe recever from
obtainingall datapaclets.

We alsointroducea mechanismenablingthe senderto
resetthe cumulative nonceexplicitly. When the sender
learnsof alossevent,the sendeiputsa nev nonceandsets
thenonceresetag in theheadeof thenext datapaclet. Af-
terthepacletarrives,therecevverhasto consideithepaclet
asthebeginningof anew datarangefor feedbackpurposes.

When suggestinga sendetbased variant of TFRC,
RFC3448arguesfor feedbackvia areliabledelivery mech-

anism. We believe thataddinga reliable feedbackchannel
is anunnecessarpurden. Therefore RTFRC doesnot use
retransmissionsr correctioncodesfor its feedback. Our
experienceshavsthatincorrectinferenceof losseventsdue
to lossof feedbackpaclketsdoesnot disruptRTFRC perfor

mance.

4.2 ProtectingRTT calculations

A misbehaing receiver can manipulateRTT calcula-
tionsin TFRCby modifying thetimestampof a datapaclet
or by overstatingtgelay. To fend off the rst typeof attack,
thesendesstorestimestampdocally insteadof transmitting
themto be echoedby the recever. To protectagainstthe
secondtype of manipulation,we also eliminatethe tgejay
eld fromfeedbaclby requiringthereceverto sendafeed-
backpacletonly in immediateresponseo a datapaclet.

4.3 Protectingthe recever rate

Although our experimentsdo not con rm that a mis-
behaing recevver cangain ary long-termadwantagefrom
manipulatingthe recever rate, it is prudentto x vulnera-
bilities beforesuccessfukxploits arediscovered. Luckily,
protectingthe recever ratein RTFRC doesnot requireex-
tra communication:our mechanisnfor protectingthe loss
event rate providesthe senderwith sufcient information
to computethereceverratein a straightforvardandrobust
manner Thus,wealsomovethecomputatiorof therecever
rateto thesender

4.4 Summary of new designfeatures

The main differencebetweenTFRC andRTFRC lies in
shifting the computatiorof the losseventrateandrecever
ratefrom thereceverto the sendemswell asin usinga cu-
mulative nonceover apotentiallynoncontiguouslatarange
to verify feedback ConsequentlyRTFRChasdifferentfor-
matsfor paclketheaders.

Minor changednclude a reductionof the sendertime-
out valuefrom 4 RTT to 2.5RTT, providing RTFRC with
a tighter control loop. The smallertimeoutvalue reduces
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Figure 4. Thick feedback attack

the amountof delay that a misbeh&ing recever canim-
poseon feedbackwithout causinga timeout. The particu-
lar valueof 2.5RTT is chosento avoid spurioustimeouts.
Thetimeoutvalueshouldbe at least2 RTT to tolerateloss
of asinglefeedbackpaclet. Furthermorethetimeoutvalue
shouldbelargeenougho covervariationsin RTT. For ervi-
ronmentswith small propagatiordelays,variationsin RTT
canbe comparatiely large; addinga small constant(e.qg.
10 ms)to thetimeoutvalueeffectively eliminatesspurious
timeoutsin suchsituations. Sinceaddinga small constant
doesnot underminethe robustnes®f RTFRC whenpropa-
gationdelaysarelarge,werecommendhis asageneratule
for settingthe sendetimeoutvaluein RTFRC.

5. Analysis of RTFRC resilience

In thissectionwe assessgesilienceof RTFRCto recever
misbehaior. SinceRTFRCis maderobustagainsthe ear
lier presentedattacksby its design,we now focuson new
RTFRC-speci cattacks.

5.1 Nonceguessing

Ournonceschemepreventsthereceverfrom concealing
a loss event. Although the recever can attemptto guess
a nonce, the probability of guessingthe noncecorrectly
equals1=2° whereb is the noncesizein bits. The proba-
bility is smallevenfor small valuesof b. Furthermoreto
providethereceverwith adisincentve for nonceguessing,
RTFRCgivesasendetheoptionof terminatingtheconnec-
tion if therecever submitsanincorrectnonce.

5.2 Thick feedback

Sendingeedbaclatahigherratepresents potentialop-
portunity for increasinghe datatransmissiomrate. For ex-
ample,sincethe senderdoublesits transmissiomate every
RTT duringslow start,morefrequentfeedbaclcanincrease
theacceleratiorof transmissiomate.

To evaluate whetherand how thick feedbackaffects
RTFRC throughput,we conductONL experimentswith
two RTFRC connectionghatrunin parallelwith ve TCP
NewReno connections. We examine three experimental
con gurations. In the rst, both RTFRC connectiongro-
vide feedbackat the standardrate of one paclet per RTT.
In thesecondandthird con gurations,oneRTFRCconnec-
tion sendseedbaclkat four timesthe normalratewhile the
otherusesthe standardeedbackrate. The differencebe-
tweenthe lasttwo con gurationsis the orderin which the
normal-feedbackndthick-feedbaclconnectionstart. For
eachcon guration,we repeathe experimentl3times.

Figure 4 presentghe ratio of steady-statéhroughputs
of theearlierandlater RTFRCconnectionsAs with TFRC,
thesteady-statthroughpuin RTFRCdepend®ntheinitial
state. Whenthe thick-feedbackconnectionstartsafter the
normal-feedbackonnectionthe throughputratio is statis-
tically similarto theresultsfor the rst con gurationwhere
bothRTFRC connectionsendfeedbackat the normalrate.
However, whenthethick-feedbaclkconnectiorstartsearlier
it acquiresa smallershareof thebottlenecKink capacityin
the steadystate therebypunishingitself. In generaladop-
tion of thick feedbacktendsto bring the throughputratio
closerto one.Thereforethick feedbackdoesnotenablethe
RTFRCreceverto boostits network capacityconsumption
unfairly atthe expenseof well-behaing crosstraf c.

5.3 Feedbacktiming

Thick feedbackbelonggo alargerclassof attacksvhere
therecever violatesfeedbackproceduresby sendingspu-
rious feedbackpaclets, changingfeedbacktiming, or not
providing feedbackat all. Although similar attackscanbe
targetedat TFRC,we discusghemin thecontext of RTFRC
because misbehaing TFRCreceiver haseasiermeango
manipulatehe senderndthuslacksincentivesfor launch-
ing thesdesseffective attacks.

RTFRC is immuneto somefeedback-timingattacksby
its design. For example,nonce-basederi cation of feed-
back neutralizesearly feedbackthat tries to con rm data
that hasnot yet beendelivered. Delaying or withholding
feedbackaboutpaclet lossesallows the recever to post-
ponethelossdetectioratthesenderSuchlossconcealment
is only temporarysincethe sendettimesoutif no feedback
is provided. Furthermorejts short-termbene ts are mit-
igatedby the smoothnes®f RTFRC transmission. Addi-
tionally, delayedfeedbackin ates the RTT estimateat the
senderandtherebyfurther decreasethe transmissiorrate;
this detrimentaleffect offers a strongdisincentve against
theattack.

In connectionsvhereRTT variesa lot, more frequent
feedbaclkduringlow-RTT intervals andlessfrequentfeed-
back during high-RTT intervals can decreasehe sender



RTT estimatebecausehe sendercomputeghe estimateas
a weightedmoving average. In its turn, the de ated RTT

estimateyieldsahighertransmissiomate. To launchthis at-

tack,thereceiver needgo trackthe RTT estimatereported
by the senderin datapaclets. Also, the receiver needsto

be sufciently precisein estimatingthe true RTT andsuf-

ciently promptin adjustingthe feedbackfrequeng; the

lasttwo constraintsappearto be dif cult. In general,the

sel sh receverin our RTFRC experimentsverenot ableto

translateary temporaryadvantagesrom feedback-timing
attacksnto tangiblelong-termbene ts.

6. Conclusion

This paperinvestigatedperationof TFRCin scenarios
wherethe recever is untrustworthy and can misbehae to
recevve dataat anunfairly high rateat the expenseof com-
petingtrafc. We identi ed and experimentallydemon-
stratedvulnerabilitiesof TFRCto a sel sh recever's mis-
behaior. Then, we designedRolust TCP-FriendlyRate
Control(RTFRC),a TFRCvariantresilientto theidenti ed
receverattacks We alsoshovedthatadditionalattackgar
geteddirectly at RTFRCareunableto compromisehe pro-
tocol.
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