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Abstract

Thispaperexaminesoperation of TFRC(TCP-Friendly
RateControl) in scenarioswherethereceiveris untrustwor-
thy and can misbehaveto receivedata at an unfairly high
rateat theexpenseof competingtraf�c. Several attacksare
consideredfor a sel�sh receiverto takeadvantageof TFRC.
After con�rming experimentallythat the identi�ed receiver
attacksare effective, we designRobustTCP-Friendly Rate
Control (RTFRC),a TFRCvariant resilientto the attacks.
We also showthat additional attacks targeteddirectly at
RTFRCareunableto compromisetheprotocol.

1. Intr oduction

As multimediaapplicationsgain importancein the In-
ternet,providing themwith appropriatecongestioncontrol
becomesvital to theoverall stability of Internetcommuni-
cations.Unfortunately, traditionalTCP(TransmissionCon-
trol Protocol)congestioncontrol [1, 11] exhibits two fea-
turesthataredetrimentalto multimediaapplications.First,
theuseof retransmissionsto provide in-orderreliability in-
troducesextra delay, which is undesirablefor multimedia.
Second,thehigh variability of TCPtransmissionratesover
shorttimescalesundermineshumanperceptionof audioand
video. TFRC (TCP-FriendlyRate Control) [4, 10] is a
promisingalternative thataddressestheseconcerns.TFRC
offersno supportfor reliabledeliveryandtransmitsdataat
smoothratesthat remainfair to TCPover long timescales.
In additionto purelyunicastcommunications,TFRCis suc-
cessfullyusedasa componentof overlaysystemsfor mul-
ticastdatadissemination,suchasBullet [12].

Whereasmultimediaservershave aninterestin fair dis-
tributionof offeredcontentto all theirclients,anindividual
receiverhasincentivesto maximizeits own shareof thebot-
tlenecklink bitrate.Hence,receiversmaymisbehaveto ob-

tain anunfair shareof thenetwork capacityat theexpense
of competingtraf�c. Furthermore,theInternetarchitecture
containsno safeguardsagainstattacksby a sel�sh receiver.
In particular, sinceTFRC hasan open-sourceapplication-
level implementation[10], it is extremelyeasyfor a sel�sh
receiver to deviate from the speci�cationsin order to ac-
quiredataat anunfairly high rate.

Receiver misbehavior is a problem that is not unique
to TFRC. Savageet al. show how incorrectfeedbacken-
ablesa misbehaving TCPreceiver to increasesubstantially
its throughputat the expenseof crosstraf�c [3, 15]. Pro-
tectionof TCP from receiver misbehavior relieson the el-
egant ideaof a cumulative nonce: the TCP receiver must
prove in-orderdelivery of datasegmentsby providing the
senderwith XOR valuesof randomnumbers(nonces)that
thesenderhasattachedto thedatasegments.

Due to fundamentaldifferencesin the designsof TCP
andTFRC,protectingTFRC againstreceiver misbehavior
posesnew challenges. Since TFRC separatesreliability
from congestioncontrol anddoesnot retransmitlost data
segments,the TCP solution of a cumulative nonceis not
directly applicableto TFRC. Also, unlike in TCP where
the receiver sendsacknowledgmentsupondelivery of data
segments,feedbackin TFRC is asynchronousfrom deliv-
eryandincludesaggregateinformationwhich is dif�cult to
verify.

In this paper, we �rst identify andexperimentallyvali-
datevulnerabilitiesof TFRC to sel�sh receiver misbehav-
ior. Then,we proposeRobust TCP-FriendlyRateControl
(RTFRC),a TFRC variantthat is resilientto the identi�ed
receiverattacks.Ourevaluationof RTFRCcon�rms thatthe
new designrenderstheattacksineffective. Thesourcecode
of our application-level RTFRC implementationis made
freelyavailable[7].

The rest of the paper is organizedas follows. Sec-
tion 2 describesTFRC.Section3 presentsour threatmodel
and experimentallydemonstratesvulnerabilitiesof TFRC



to sel�sh receiver misbehavior in a realnetwork. Section4
derivesRTFRC,our robustversionof TFRC.Section5 an-
alyzestheprotectionofferedby RTFRC.Finally, Section6
providesa summaryof thepaper.

2. TFRC

TCPcutsits transmissionrateat leastin half in response
to even a singlepacket loss. TFRC offerssmoothertrans-
missionthat suits multimediaapplicationsbetter [4]. To
sharethenetwork capacitywith TCPcrosstraf�c fairly de-
spitethe differencesin congestionresponse,a TFRC con-
nectiondeterminesits transmissionratebasedon the TCP
throughputequation[14]:
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whereX denotesthefair transmissionrate,s is theaverage
packet size, R representsRTT (round-trip time), tRTO de-
notesthe retransmissiontimeout, b is the numberof data
packetsacknowledgedby asinglefeedbackpacket,andp is
the lossevent rate. A lossevent is de�ned asoneor more
packet losseswithin asingleRTT. To avoid undesirablede-
lay addedby TCPin-orderreliability, TFRCoffersno sup-
port for reliabledelivery.

Theroleof thereceiver in TFRCis moreprominentthan
in TCP. To enablethe senderto computethe transmission
rate, the receiver measuresthe lossevent rateand reports
it in feedbackpackets. Feedbackalso echoesthe times-
tampsof datapackets, therebyrelieving the senderfrom
storing thesevalues. To understandwhy TFRC of�oads
asmuchwork aspossibleto thereceiver, oneshouldrecall
thatTFRCemergedin conjunctionwith TCP-FriendlyMul-
ticastCongestionControl(TFMCC) [17]. Dueto theasym-
metryof multicastcommunications,minimizing thesender
involvementis arationaldesignchoicein TFMCC.Further-
more,trustworthy environmentsoffer no reasonsfor pick-
ing a differentsplit of responsibilitiesbetweenthe sender
andreceiver in therelatedTFRC.

TFRCfeedbackcomprisesfour �elds: (1) timestampof
adatapacket,(2) time passedsincethedatapacketwasde-
livered,(3) loss event rate, and (4) receiver rate, i.e. the
rateof datapacket delivery. The receiver rate is reported
to avoid excessive transmissioninto a congestednetwork:
TFRClimits its transmissionto twice thereceiver rate.

3. Evaluation of TFRC vulnerabilities

While the original TFRC designassumestrustworthy
participants,this assumptionof universaltrust is no longer
tenablein theInternet.In thissection,werelaxthisassump-

tion anddemonstratethatanuntrustworthyreceivercanex-
ploit TFRCto acquiredataatanunfairly high rate.

3.1. Thr eatmodel

Although TFRC trusts the receiver, RFC 3448 admits
that TFRC “may potentially be manipulatedby a greedy
receiver that wishesto receive more than its fair shareof
network bandwidth.A receivermightdothisby claimingto
havereceivedpacketsthatwerelostduetocongestion”[10].
We explore thepossibility of suchreceiver misbehavior in
moredetail. We assumethat the only goal of the untrust-
worthy receiver is to acquireits dataatanunfairly highrate
at theexpenseof competingtraf�c [8, 9]. Our threatmodel
doesnot includepurelymaliciousattacks.In particular, we
do not considerdenial-of-serviceattackswherea receiver
congeststhe network by transmittingspuriouspackets or
terminatesotherconnectionsby spoo�ngtheircontrolpack-
ets.

3.2. Experimental methodology

To evaluatevulnerabilitiesof TFRC to receiver misbe-
havior, we conductexperimentsin ONL (OpenNetwork
Laboratory)network testbedbuilt aroundextensibletwo-
gigabit routers[2, 13]. ONL enablesan experimenterto
con�gure network parameterssuch as topology, link ca-
pacities,buffer sizes,andqueuingdisciplines. We exper-
iment with a simple two-link topology wherea link with
capacity15 Mbps is followed by a bottlenecklink with
capacity7.54 Mbps. All link buffers are FIFO (First-In
First-Out) and Droptail. Link buffer sizesare con�gured
to accommodate88.4KB of IP data,which is equivalentto
aboutsixty 1500-byteIP datagrams.Eachexperimentin-
volvesseven parallelconnectionsbetweena pair of hosts.
Of the seven connections,� ve areTCP NewReno[6], an-
other is well-behaving TFRC, and the last one is TFRC
with a misbehaving receiver. Insteadof usingthestandard
TFRCimplementation[5], we implementTFRCto becon-
sistentwith our codefor RTFRC [7]. This choiceelim-
inatesimplementation-speci�cdifferencesbetweenTFRC
andRTFRCin ourexperimentalresults.

We deviate from commonsimulation setupsby using
naturalpropagationdelays,which arevery small in ONL.
However, our buffer sizesareselectedso that the queuing
delayat thebottlenecklink is at least48msafterinitial con-
vergence;this is roughlyequivalentto having a con�gura-
tion with 48 mslink propagationdelayanda bitrate-delay-
productbuffer. In future extensionsof this work, we plan
to emulatelarger propagationdelaysexplicitly at network
nodes.
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Figure 1. Exploit of the loss event rate

3.3. Assessmentof speci�c attacks

Basedon the TFRC feedbackformat, we identify and
evaluatethreetypesof attackswherethe receiver manip-
ulatesthe loss event rate, RTT calculations,and reported
receiverraterespectively.

Manipulating the lossevent rate is themostdirectand
brutal assaulton TFRC. By underreportingthe lossevent
rate,a misbehaving receiver caneasilydeceive the sender
into transmittingat an unfairly high rate. The misbehav-
ior can be implementedby changinga single line of the
TFRC code. Figure 1 shows an instanceof the attack.
Both displayedconnectionsadhereto TFRCuntil 120sec-
ondsinto theexperimentandtransmitat close-to-fair rates.
After 120 seconds,the receiver of one TFRC connection
misrepresentsthe lossevent rateby reportinga valuethat
is 32 timessmallerthan the actualrate. The graphscon-
�rm thatthemisbehaving receiversucceedsin boostingthe
transmissionrateof its connection,mostly at the expense
of the� veparallelTCPconnections.After themisbehavior
starts,thepacket lossratechangesfrom 1.13%to 1.5%and
from 3.23%to 5.97%for thewell-behaving andmisbehav-
ing TFRCconnectionsrespectively.

Manipulating RTT calculations is anotherpotentway
to deceive the sender. The sendercomputesRTT based
on theechoedtimestampandtdelay, which is thedelaybe-
tweenarrival of a datapacket to thereceiver anddeparture
of thefeedbackpacket. Thereceivercanabuseboth�elds to
trick thesenderinto underestimatingRTT andconsequently
transmittingat an unfairly high rate. A sideeffect of de-
creasingtheRTT estimateis a lower sendertimeoutvalue.
A misbehaving receiver caneasilyavoid undesirabletime-
outsby sendingits feedbackmorefrequentlyin accordance
to the loweredRTT estimate.Sincethe TFRC senderex-
plicitly tells its RTT estimateto the receiver, the receiver
canpreciselycontrol calculationsat the sender. However,
the receiver shouldexercisecarein not de�ating the RTT
estimatetoo much: behavior of the senderundera nega-
tive RTT estimateis not speci�ed by TFRC and depends
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Figure 2. Exploit of RTT calculations

on the implementation. Figure 2 shows an attackwhere
thereceiver distortsRTT calculationsby overstatingtdelay.
Themisbehavior starts120secondsinto theexperimentand
resultsin an RTT estimatethat is onefourth of the actual
value. Onceagain,the receiver increasesthe transmission
rateof its TFRC connectionat theexpenseof the � ve par-
allel TCP connections. After the misbehavior starts,the
packet loss rate changesfrom 1.06% to 1.99%and from
3.92% to 5.64% for the well-behaving and misbehaving
TFRCconnectionsrespectively.

Manipulating the receiver rate allows the receiver to
circumvent the limit imposedby the senderon the trans-
missionrate.Thereceivercanusethisattackto increasethe
transmissionrateaccelerationduringslow start,undermas-
sive losses,andafterquiescentperiods.In ourexperiments,
wewereunableto translatepotentialtransientbene�tsfrom
manipulatingthereceiverrateinto any noticeablelong-term
advantagefor amisbehaving receiver.

4. Robust TFRC

Section3 demonstratedvulnerabilitiesof TFRC to re-
ceivermisbehavior. Wenow enhancetheprotocolto makeit
resilientto theidenti�ed attacks.OurRobustTCP-Friendly
RateControl (RTFRC)combinestwo ideasto provide this
protection: computationsare shifted from the receiver to
the sender, and feedbackis veri�ed at the sender. Below,
wediscussin detailhow RTFRCappliestheseideas.

4.1. Protecting the lossevent rate

An intuitive way to protectTFRC from manipulations
of thelosseventrateis to verify correctnessof receiver re-
portsat the sender. However, verifying the lossevent rate
is dif�cult bothdueto thecomplex de�nition andaggregate
natureof the losseventrate. Instead,we move thecompu-
tationof thelosseventratefrom thereceiver to thesender,
which is anoptionmentionedin RFC3448[10]. Underour
assumptionof an untrustworthy receiver, this new split of
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responsibilitieshassubstantialadvantagesin termsof de-
signsimplicity.

With thesendercomputingthe losseventrate,thechal-
lengeshiftsto enablingthesenderto verify whetherthere-
ceiverhasreceiveda particulardatapacket. To achievethis
goal, we designa cumulative noncemechanismsimilar to
thoseusedfor robust TCP [3, 15, 16]. Speci�cally, since
TFRCdoesnot supportreliablein-orderdelivery, we adopt
aschemethatworksdespitelossof nonces[16]. Hence,we
allow acumulativenonceto con�rm adatarangethatis not
necessarilycontiguousor alignedwith thebeginningof the
message.

Adding nonces leads to different packet formats in
RTFRC.Figure3ashows the formatof RTFRC datapack-
ets. The headeris simple and includesonly a sequence
number, RTT estimate,packet nonce,andnoncereset�ag.
RTFRCusestwo typesof acknowledgment(ACK) packets.
As Figure3b shows,normalACKs containsequencenum-
bers for up to threedatasegmentsreceived out of order.
These�elds enableaccuratecomputationof RTT despite
potentialpacket reorderingin thenetwork. A normalACK
alsoreportsa cumulative nonceensuringthat the receiver
cannotconceallossof adatapacket. Whenrecoveringfrom
lossevents,RTFRCusesbitmaskACKs. To acknowledgea
noncontiguousrangeof data,a bitmaskACK speci�es the
beginning and length of the rangeas well as a bit vector
identifying the datapackets that the receiver hasobtained
within the range. As Figure 3c shows, the bitmaskACK
alsoreportsthe cumulative noncefor the packetsreceived
from thenew range.In adherenceto RFC3448,our nonce
schemepreserves the de�nition of a loss event as one or
morepacket losseswithin a singleRTT. Furthermore,the
schemehelpsthe senderto determinethe receiver rateac-
curatelyeven whencongestionpreventsthe receiver from
obtainingall datapackets.

We also introducea mechanismenablingthe senderto
reset the cumulative nonceexplicitly. When the sender
learnsof a lossevent,thesenderputsa new nonceandsets
thenoncereset�ag in theheaderof thenext datapacket. Af-
terthepacketarrives,thereceiverhasto considerthepacket
asthebeginningof anew datarangefor feedbackpurposes.

When suggestinga sender-based variant of TFRC,
RFC3448arguesfor feedbackvia areliabledeliverymech-

anism. We believe thataddinga reliablefeedbackchannel
is anunnecessaryburden.Therefore,RTFRCdoesnot use
retransmissionsor correctioncodesfor its feedback. Our
experienceshowsthatincorrectinferenceof losseventsdue
to lossof feedbackpacketsdoesnotdisruptRTFRCperfor-
mance.

4.2. ProtectingRTT calculations

A misbehaving receiver can manipulateRTT calcula-
tionsin TFRCby modifying thetimestampof adatapacket
or by overstatingtdelay. To fendoff the �rst typeof attack,
thesenderstorestimestampslocally insteadof transmitting
themto be echoedby the receiver. To protectagainstthe
secondtype of manipulation,we also eliminatethe tdelay
�eld from feedbackby requiringthereceiverto sendafeed-
backpacketonly in immediateresponseto adatapacket.

4.3. Protecting the receiver rate

Although our experimentsdo not con�rm that a mis-
behaving receiver cangain any long-termadvantagefrom
manipulatingthe receiver rate,it is prudentto �x vulnera-
bilities beforesuccessfulexploits arediscovered. Luckily,
protectingthereceiver ratein RTFRC doesnot requireex-
tra communication:our mechanismfor protectingthe loss
event rate provides the senderwith suf�cient information
to computethereceiver ratein a straightforwardandrobust
manner. Thus,wealsomovethecomputationof thereceiver
rateto thesender.

4.4. Summary of newdesignfeatures

ThemaindifferencebetweenTFRC andRTFRC lies in
shifting thecomputationof the lossevent rateandreceiver
ratefrom thereceiver to thesenderaswell asin usinga cu-
mulativenonceoverapotentiallynoncontiguousdatarange
to verify feedback.Consequently, RTFRChasdifferentfor-
matsfor packetheaders.

Minor changesincludea reductionof the sendertime-
out valuefrom 4 RTT to 2.5 RTT, providing RTFRC with
a tighter control loop. The smallertimeoutvaluereduces
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the amountof delay that a misbehaving receiver can im-
poseon feedbackwithout causinga timeout. The particu-
lar valueof 2.5 RTT is chosento avoid spurioustimeouts.
Thetimeoutvalueshouldbeat least2 RTT to tolerateloss
of asinglefeedbackpacket. Furthermore,thetimeoutvalue
shouldbelargeenoughto covervariationsin RTT. For envi-
ronmentswith smallpropagationdelays,variationsin RTT
canbe comparatively large; addinga small constant(e.g.
10 ms) to thetimeoutvalueeffectively eliminatesspurious
timeoutsin suchsituations.Sinceaddinga small constant
doesnot underminetherobustnessof RTFRCwhenpropa-
gationdelaysarelarge,werecommendthisasageneralrule
for settingthesendertimeoutvaluein RTFRC.

5. Analysisof RTFRC resilience

In thissection,weassessresilienceof RTFRCto receiver
misbehavior. SinceRTFRCis maderobustagainsttheear-
lier presentedattacksby its design,we now focuson new
RTFRC-speci�cattacks.

5.1. Nonceguessing

Ournonceschemepreventsthereceiverfrom concealing
a loss event. Although the receiver can attemptto guess
a nonce,the probability of guessingthe noncecorrectly
equals1=2b whereb is the noncesize in bits. The proba-
bility is small even for small valuesof b. Furthermore,to
providethereceiverwith adisincentivefor nonceguessing,
RTFRCgivesasendertheoptionof terminatingtheconnec-
tion if thereceiversubmitsanincorrectnonce.

5.2. Thick feedback

Sendingfeedbackatahigherratepresentsapotentialop-
portunity for increasingthedatatransmissionrate. For ex-
ample,sincethesenderdoublesits transmissionrateevery
RTT duringslow start,morefrequentfeedbackcanincrease
theaccelerationof transmissionrate.

To evaluate whether and how thick feedbackaffects
RTFRC throughput,we conductONL experimentswith
two RTFRC connectionsthat run in parallelwith � ve TCP
NewReno connections. We examine three experimental
con�gurations. In the �rst, both RTFRC connectionspro-
vide feedbackat the standardrateof onepacket per RTT.
In thesecondandthird con�gurations,oneRTFRCconnec-
tion sendsfeedbackat four timesthenormalratewhile the
otherusesthe standardfeedbackrate. The differencebe-
tweenthe last two con�gurationsis theorderin which the
normal-feedbackandthick-feedbackconnectionsstart.For
eachcon�guration,we repeattheexperiment13 times.

Figure 4 presentsthe ratio of steady-statethroughputs
of theearlierandlaterRTFRCconnections.As with TFRC,
thesteady-statethroughputin RTFRCdependsontheinitial
state. Whenthe thick-feedbackconnectionstartsafter the
normal-feedbackconnection,the throughputratio is statis-
tically similar to theresultsfor the�rst con�gurationwhere
bothRTFRCconnectionssendfeedbackat thenormalrate.
However, whenthethick-feedbackconnectionstartsearlier,
it acquiresasmallershareof thebottlenecklink capacityin
thesteadystate,therebypunishingitself. In general,adop-
tion of thick feedbacktendsto bring the throughputratio
closerto one.Therefore,thick feedbackdoesnotenablethe
RTFRCreceiver to boostits network capacityconsumption
unfairly at theexpenseof well-behaving crosstraf�c.

5.3. Feedbacktiming

Thick feedbackbelongsto alargerclassof attackswhere
thereceiver violatesfeedbackprocedures,by sendingspu-
rious feedbackpackets, changingfeedbacktiming, or not
providing feedbackat all. Althoughsimilar attackscanbe
targetedatTFRC,wediscussthemin thecontext of RTFRC
becausea misbehaving TFRCreceiver haseasiermeansto
manipulatethesenderandthuslacksincentivesfor launch-
ing theselesseffectiveattacks.

RTFRC is immuneto somefeedback-timingattacksby
its design. For example,nonce-basedveri�cation of feed-
back neutralizesearly feedbackthat tries to con�rm data
that hasnot yet beendelivered. Delaying or withholding
feedbackaboutpacket lossesallows the receiver to post-
ponethelossdetectionatthesender. Suchlossconcealment
is only temporarysincethesendertimesout if no feedback
is provided. Furthermore,its short-termbene�ts are mit-
igatedby the smoothnessof RTFRC transmission.Addi-
tionally, delayedfeedbackin�ates theRTT estimateat the
senderandtherebyfurtherdecreasesthe transmissionrate;
this detrimentaleffect offers a strongdisincentive against
theattack.

In connectionswhereRTT variesa lot, more frequent
feedbackduring low-RTT intervalsandlessfrequentfeed-
back during high-RTT intervals can decreasethe sender



RTT estimatebecausethesendercomputestheestimateas
a weightedmoving average. In its turn, the de�ated RTT
estimateyieldsahighertransmissionrate.To launchthisat-
tack, thereceiver needsto track theRTT estimatereported
by the senderin datapackets. Also, the receiver needsto
be suf�ciently precisein estimatingthe true RTT andsuf-
�ciently prompt in adjustingthe feedbackfrequency; the
last two constraintsappearto be dif�cult. In general,the
sel�sh receiver in ourRTFRCexperimentswerenotableto
translateany temporaryadvantagesfrom feedback-timing
attacksinto tangiblelong-termbene�ts.

6. Conclusion

This paperinvestigatedoperationof TFRC in scenarios
wherethe receiver is untrustworthy andcanmisbehave to
receive dataat anunfairly high rateat theexpenseof com-
peting traf�c. We identi�ed and experimentallydemon-
stratedvulnerabilitiesof TFRC to a sel�sh receiver's mis-
behavior. Then, we designedRobust TCP-FriendlyRate
Control(RTFRC),aTFRCvariantresilientto theidenti�ed
receiverattacks.Wealsoshowedthatadditionalattackstar-
geteddirectlyatRTFRCareunableto compromisethepro-
tocol.
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