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The Problem

Thorough network experimentation is

dif ficult

— Simulation is usef ul but not convincing on its own
- Small scale testbeds rely on synthetic traffic

- Large scale testbeds lack reproducability

| deally want a controllable, reproducable

environment with realistic conditions and
traffic
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Enter VI NI

VIrtual Network | nfrastructure

Goals:

- Runreal router software

- Expose realistic networ k conditions
— Control network events

- Carryreal traffic

Connects to NLR and Abilene backbones as
well as neighboring I SP domains
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VI NI Usage

Two types of experiments

- Controlled tests
Explicit control of network and events
- Long-term deployment studies

Realistic network conditions that closely resemble
act ual deployment

| deally VI NI provides a low resistance path
frominitial controlled tests to deployment
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Design

Flexible t opology

- Distinct interfaces for each experiment
Virtual network devices

- Logical point-to-point connectivity
Tunnels and encapsulation

- Exposure to physical t opology changes

Upcalls to virtual nodes

Flexible f orwarding and routing

- Distinct forwarding tables per virtual node
One instance of forwarding agent per node
- Distinct routing per virtual node

One instance of routing agent per node
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Mor e Design

Connectivity to external end hosts

- Directing traffic from end hosts t hrough VI NI
VPN

- Directing return traffic through VI NI
NAT

Simult aneous experiment s

- Resource | solation
Virtual servers (plus some)
- Distinct external routing communication per virtual node

BGP multiplexing
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Planet Lab | mplement at ion

Prototype for VI NI on Planet Lab nodes in
the Abilene backbone (PL-VI NI)

- No dedicat ed bandwidth

- No upstream connections t o commercial | SPs
— Constrained t o mostly user space software

- Get the benefits of PanetLab maturity, control,
hardware, etc

Enables I nternet I n A Slice (11 AS)
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One example networ k

architecture on PL-VI NI @
- Synthesis of many existing m

Component S uml_switch control plane
- Conduct controlled ' dataplane
. . . FIB UmlSwitch
experiments for existing | P t s
meChanlsmS ‘ encaps ulallon l'llle |
- Reference that can be Click 3
modified u u u
I__—I UDP tunnels
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| | AS: Lif e of a Packet

PL-VINI

prmmmemmmmnm———
1281120381 ! 10832154170 10832154250 19830054226 | 642361620
L 1
. 1 1
e | | o X | a3
oo (Y ) )| ] (i)
VPN i VPN LXORPJI XORP | : CNN
| elient | | 1] semver JP ML UML| uML;|
O] ' i ( 4|
- : L click- ) Click || |
tapl: 10,1872 @ 1 @L@ = [‘ i - [’ : ®
1
: e HON L

(D[ 10,157 2 [ ct: 64.236.16.20 |_payload |

D[ 1281129351 [dst: 19832154170 UDP | OpenVPN [sc: 10.1.87.2 [ st 64 236.16.20 | payload |

[ 19832154170 det, 198.32.154 250] UDP ] are, 10.157.2] dat: 6b236.16.20 ]| payload |

() [cre: 108.32.154 250 dot: 19832.154.226] UDP | are: 101872 dot: 64.236.16.20 | payload |

(D [[5re: 10832154 226 [ dsr: 64.236.16,20 | payload |

Charlie Wiseman

Microbenchmarks

Demonstrate performance of || AS

compar ed to native network

- Bandwidth

- Latency

- Jitter

Goal: Showthat || AS will be able to operate

at reasonable capacity and exhibit normal
networ k behavioral characteristics

Charlie Wiseman 10



User Space Efficiency

Network topology

IIAS topology

TCP throughput

Ping latency
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Shared Platform Efficiency

PlanetLab topology

TCP throughput

Ping latency

CBR jitter
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Example Experiment

PL-VI NI on nodes co-locat ed with Abilene
backbone

| | AS configured to match the underlying
t opology
Simulate link failure

Goal: Show I | AS (over PL-VINI) is a viable
tool for researching protocol behavior
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Link Failure
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Conclusion

VI NI provides an infrastructure for:

Controllable experiments

Real world traffic

Real world conditions

Migrating from initial experiments t o deployment
Panet Lab implement ation of f ers pr oof -of -concept

- More work to be done

- Had to cheat a bit (does it matter?)

Lessons learned for GENI ? What else?
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