




















implementation of this clustering algorithm will not suffer the
same speed limitations of software. Hardware maps the clus-
tering algorithm onto an FPGA, that allows for significant
parallelism. The results of the packet loss at the gateway node
are presented in Figure 11. The number of packets that are
unable to be clustered varies from 27,000 to 209,000 packets.

Figure 9 illustrates the amount of traffic in and out of the gate-
way node. The average packet size received at the gateway is
217 bytes. Each node generates 9,090 packets. In the 75
node example, 9090 x 75 = 681,750 packets are destined for
the GW node. The GW was only able to receive 434,995
packets, and the others were dropped due to an overloaded
CPU. The total traffic received at the GW was 217 * 434,995
=94,393,915 bytes or approximately 94 Mbytes.

Figure 6 depicts the amount of traffic generated in the net-
work as the number of nodes increased from 10 to 75. From
this figure, the JXTA P2P Multicast protocol is the most ex-
pensive implementation to distribute traffic to all nodes. Us-
ing either IP Multicast or Ethernet Broadcast is significantly
less expensive. From these results, the IP Multicast proto-
col was selected as the protocol to deploy in the software and
hardware clustering applications. These simulations helped
to demonstrate the problems of deploying the JXTA P2P at
the Gateway Cluster Node. This protocol would create ad-
ditional CPU and network load to further degrade the per-
formance of the clustering. From Figure 6, the overhead
associated with sending the same information using JXTA
Multicast required 17 times the total bandwidth. This over-
head comes from the additional complexity of pushing mul-
ticast (state information encapsulated with each message) us-
ing overlays to the application layer. Thus it is possible to
predict 138,087,788 * 17 = 2,347,492,396 bytes or approxi-
mately 2.3 Gigabytes of traffic destined for the gateway node
if P2P multicast is chosen as the distribution method. The
GW node would be able to process significantly less if con-
ventional hardware is used. Testing confirms that even a 3
Ghz CPU could not keep up with receiving and clustering of
the smaller multicast packets which necessitates the use of
FPGA or ASIC technology.

7. HARDWARE ARCHITECTURE

Advanced SA requires the use of high speed networks with
increased bandwidth to implement centralized track fusion to
improve tracking performance. Distributed track fusion can
process the data locally and only exchange key observations
to improve SA. It is critical to select the correct distance and
clustering methods to ensure the right data arrives at the right
time to the distributed nodes.

Manhattan distance is used to calculate the distance to the
projected target position or centroid. This “coarse gating”
technique is responsible for the majority of the data reduction.
Track prediction is critical to setting the clustering thresh-
old. Selecting the tracks to be clustered is a form of track-to-
track gating. The time increment threshold selects the critical

Figure 12. The NetFPGA platform used to implement Track
Clustering

points at which the distance clustering is accomplished.

As each track observation arrives, the algorithms first extrap-
olates each stored source track forward using the velocity and
time increment. Second, the distance to each projected cen-
troid is compared to correctly associate the data with the cor-
rect track or cluster. If the distance calculated is less than the
clustering threshold, the new observation will be selected as
critical data for fusion. The update rate is also checked to
ensure the most critical data is prioritized then sent.

Highly parallel state machine hardware implemented the al-
gorithms above using the NetFPGA platform. The NetFPGA
is an open source project that allows researchers to develop
network applications and systems [11]. Developed projects
include Secure Switches (Ethane) [12], Routers, and Rate
Control Protocol (RCP) [13].

For the development of network solutions, the NetFPGA con-
tains a Xilinx Virtex-II Pro FPGA. The board also contains a
Double Data Rate (DDR2) SDRAM device, two SRAM de-
vices, two serial ATA (SATA) connectors, and a quad-port
physical-layer transceiver. The NetFPGA library provides a
Verilog template for design that interfaces to the memory de-
vices and the network interfaces [11].

8. HARDWARE DESIGN

The track clustering algorithm performs four primary opera-
tions (1) calculating the distances between observations and
centroids, (2) identifying if the incoming observation maps
to an existing centroid, (3) updating the centroid or creat-
ing a new cluster, and (4) determining if the track should be
dropped or sent based on the timetable. The hardware im-
plementation is comprised of three primary modules: Track
Cluster, Time Compare, and Update. In addition to these
modules, control modules were needed to load and run the
hardware clustering system. Figure 13 shows the architecture
of the track clustering system.

Time Stamp

As the track data enters the system it is provided with a time
stamp. The time compare module uses the 32-bit time stamp
to determine if the track should dropped or sent based on the
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Figure 13. Hardware Track Clustering Block Diagram

defined update rates set by the time threshold.

Track Cluster

A set of smaller modules comprise the track cluster function.
The first module calculates the distance and is designed in a
modular fashion so that it can be replaced with diverse met-
rics implemented in hardware. The Manhattan distance cal-
culation is replicated in parallel to evaluate multiple distances
simultaneously.

The second component is the cluster table. The cluster table
maintains a list of current clusters/tracks locally on the FPGA
chip. The centroids of the clusters represent the projected po-
sition of the track for prioritization. This projected position
determines if an incoming track matches a cluster. The cal-
culated parallel distances are passed to the accept module to
make the critical decision to forward the data.

Accept

The accept module compares all parallel distances to a cluster
threshold. If the distance is less than the cluster threshold, the
module will assign the incoming track to the specified cluster.
The module will not assign the incoming track if the distances
are greater than the cluster threshold. If this occurs, the sys-
tem currently decides the incoming track is a new cluster and
will specify that a new entry needs to be added to the cluster
table.

Update

After the accept module determines if an assignment is ac-
cepted, the update module then updates the cluster table. The
update is computed from the velocity information contained
in the track data and determines the projected position of the
track. The projected position is passed to the cluster table
(in the track cluster module) for storage. The accept module
determines whether the track is a new track and needs to be
added to the set of known clusters. The update module will
calculate the projection of the track and then send the infor-
mation to the cluster table to be stored.

Time Compare

The time compare module determines if the track should be
dropped or forwarded to downstream modules/systems. The

module is comprised of a timetable that maintains two time
values: the last time the cluster/track was reported and the
last time a track message was received. A time threshold
determines if a track message should be sent or aggregated.
If the difference between the last sent time and the current
time is greater than the threshold, the data is sent from the
node. However, if the difference is less than the time thresh-
old the data updates the cluster table however the data is not
sent from the node.

The timetable also contains information regarding the veloc-
ity and the accuracy of the incoming track data. This data is
used in conjunction with the time data to determine whether
the system sends or drops the data. The velocity information
is used to determine the three time categories or priorities of
traffic: high, medium and low.

9. CLUSTERING OBSERVATION DATA

The track data is part of the network traffic flowing to and
from each clustering node. Each track observation has a cur-
rent position and velocity in the xy dimension. The clustering
system can be expanded into a larger dimensional space, al-
though the dimensionality is set to two currently.

The clustering nodes are interconnected using a network
where multiple sensors on different platforms report the same
track information but may have different accuracies. These
tracks are similar representations of the same information,
but are received at multiple clustering nodes at different times
due to network traversal. The clustering nodes maintain in-
formation on the current clusters (active tracks) and cluster
centroids. In addition to the position of the track, the sys-
tem uses time stamps to determine the last time a cluster was
reported.

The clustering system uses a modified algorithm similar to
K-means. In traditional K-means, the number of clusters (K)
is set to a specified number. We allow the number of clusters
to start from zero and expand as new tracks are found.

The algorithm utilizes two tables to achieve the desired func-
tionality. The first table, the cluster table, is comprised of the
current clusters that are projections of where the track should
be in the next track message. As tracks are received, they are
compared to the clusters using the Manhattan distance. If the
distance is less than a threshold (cluster threshold), the track
message is assigned to the specified cluster. The velocity of
the track message updates the projection of the cluster. This
projection update allows the system to account for tracks that
are not static. If the distance from the input track is greater
than the threshold for all the current clusters, a new cluster is
added.

The second table, the track time table, maintains two times
for each cluster: the last time a message was sent about that
cluster and the last time a message was received about that
cluster. Since the track data is time stamped when the clus-



tering system receives the track, the system compares the time
received to the time sent. If this time is greater than the tim-
ing threshold the system will allow the message to pass and
update the cluster received time in the table. However, if the
time is less than the time threshold, the system updates the
cluster received time and removes the message from the out-
going traffic.

10. HARDWARE FABRICATION

The implementation on the NetFPGA platform was able
achieve a clock frequency of 125 MHz. The hardware uti-
lization of a track clustering algorithm with four parallel dis-
tance metrics is shown in Table 1. With a slice utilization of
44% the number of distance metrics can be increased. This
increase in parallel distance calculation reduces the latency to
compare incoming tracks to all known clusters.

XC2VP50 Utilization

Resources Utilization Percentage
Slices 10533 out of 23616 44%
4-input LUTS | 14318 out of 47232 30%
Flip Flops 12958 out of 47232 27%
Block RAMs 82 out of 232 35%
External IOBs 353 out of 692 51%

Table 1. Device utilization for XC2VP50 Hardware Track
Clustering with four concepts

Given our implementation with four parallel distance metrics
with 100 total tracks in the cluster table at any one time, we
can estimate the total time for clustering an incoming track.
The parallel distances can be calculated in four cycles. The
total number of cycles required to produce all 100 distances
would be 100. Since the operation of the clustering circuits
are pipelined, the accept module would only require three cy-
cles for determining the correct action to perform. The update
module would require three cycles to perform an update or
creation of a new cluster. The time table compare takes three
cycles. Add in an additional four cycles for header process-
ing and we have a total of 113 cycles. Since we are running
the hardware at 125 Mhz, the total time required for distance
calculations, assignment determination, and updates requires
0.904 ps for each incoming track. This gives us an approxi-
mate throughput of 1.1 million packets per second.

11. CONCLUSIONS

The results show that the real time hardware using the K-
mean algorithm for clustering can accurately locate redun-
dant track data for aggregation, identify new tracks, and select
the critical tracks to be forwarded to other distributed sensor
nodes for fusing. Improvements in the information quality
and latency for distributed track fusion were demonstrated us-
ing advanced clustering.

Track data distributed using multicast is shown to generate
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2.3 Gigabytes of traffic for large scale (75 nodes) fusion.
Experiments revealed state-of-the-art CPUs could not han-
dle bursts of packets received which resulted in loss of pack-
ets due to network buffer overflow. The clustering gateway
node was shown to provide an 18 to 48x reduction in band-
width through eliminating redundant data. The results were
tested in a distributed environment called Emulab that used
a software version of the clustering algorithms. State-of-the-
art Emulab CPUs could not keep up with the track data re-
sulting in network buffer overflow and loss of packets. This
illustrates the need for our special processing solution using
FPGA technology.

Real time clustering is implemented in the network layer (OSI
layer 3) to reduce the bandwidth intelligently while maintain-
ing high information content. Our pipelined hardware design
calculates four parallel distance metrics for 100 total tracks
in 100 cycles. The total time required for distance calcula-
tions, assignment determination, and updates is only 0.904
us for each incoming track. The hardware solution is proto-
typed using the Stanford NetFPGA in the Boeing Center for
Intelligent Networked Systems (CINS) lab.

Our real time solution preserves Layer 7 resources and de-
creases latencies. The ability to add real time hardware in the
network layer improves MTT performance in bandwidth lim-
ited environments ultimately preserving legacy avionic net-
work resources.

12. FUTURE WORK

Novel methods to illustrate the increased value of informa-
tion using clustering over normal queuing methods was con-
structed based on spatial methods. Our use of clustering al-
gorithms was fairly limited with K-means however there are
plans to implement solutions based on N-means algorithms
in the future. We realize selection of the correct clustering
thresholds must be dynamic based on the separation of targets
and is highly dependent on accurately projecting the centroid.
The relationship between our temporal and spacial clustering
algorithms must be integrated into a single solution. We plan
to develop dynamic clustering thresholds for more accurate
prediction of target paths while selectively reducing the dis-
tribution bandwidth. Real time assessment of the informa-
tion value allows us to dynamically adjust the thresholds for
preserving the key observations. We theorize that changing
the update rates proportionally with the target velocity will
provide improved information value. We also plan to add a
weighting factor to take into account proximity, sensor accu-
racy and threat level will provide a more intelligent solution.
Interconnecting the time increment used in the projection of
the clustering centroid with the temporal target rate will sim-
plify the algorithms and hardware.

Reliable transfer of data using wireless is available in sev-
eral avionic systems and will be evaluated as a separate test
case. Latency will definitely increase if all dropped packets
are transferred as required by reliable transport.



Information content is improved by identifying key target
characteristics such as turning ratio, threat level and multi-
target separation. Increasing information content while de-
creasing bandwidth is the goal of the Boeing Intelligent Gate-
way (BIG) being developed. BIG is an intelligent gateway
that uses a highly parallel state machine to implement a set of
distributed services such as intelligent data association for im-
proving the quality of information with reduced bandwidth.
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