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to packet processing, which is more efficient than having
networking code share each processor with other
programs. Most proposals for TCP Onloading envision it
in the setting of a homogenous CMP, but this approach
may be inefficient. A group of smaller, simpler, more
power and area efficient cores designed specifically for
networking tasks, such as are found in network processors
(NPs), could do the job at least as well and at a lower cost
in terms of area, power, and complexity. This can be
thought of as heterogeneous network onloading.
In this paper, we examine the proposition that the
addition of small, simple cores to a general purpose CPU
can accelerate standard sockets network I/O, either by
employing the techniques of server NICs or through
network onloading. To evaluate this proposal, we have
built a prototype system using the Intel IXP network
processor.
The remainder of this paper is organized as follows.
Section 2 of this paper will give some background on the
IXP. Section 3 will look at recent attempts to accelerate
network stack processing.
Section 4 lays out the
architecture of our prototype, and section 5 analyzes its
performance. Section 6 presents our ideas for future
improvements. We conclude in section 7.

Abstract
Chip multiprocessor (CMP) architectures are fast
becoming the dominant design for general purpose
processors. Whereas current generation server and
desktop processors use homogenous CMP architectures,
network processors (NPs) have used heterogeneous CMP
architectures for years. At the same time, the failure of
network stacks in traditional processors to scale with
increased network bandwidths has spawned numerous
proposals for new approaches to accelerate network
processing. This paper looks at moving network stack
processing from the main CPU to a series of smaller,
closely coupled, and more efficient processors in a
heterogeneous CMP by implementing such an
architecture on an Intel IXP network processor. Our
experiments show that the close coupling and flexible
nature of the IXP’s microengines allow them to greatly
accelerate network processing for a small cost in area.

1. Introduction
The trend in general-purpose processor (GPP) design is
moving away from single, superscalar cores of increasing
sophistication towards chip multiprocessor (CMP)
designs. Among the high-level architectural options to
consider is whether a CMP should be comprised of a few
sophisticated cores, a large number of simpler cores, or a
combination of both.
Concurrently, the mounting evidence that traditional
software and hardware designs are inadequate to keep up
with ever faster networking technologies [11][12] has
sparked inquiry into new interfaces and architectures to
exploit this newly available bandwidth.
Modern server NICs perform a variety of optimizations
to speed network processing [13]. These include DMA,
checksum offloading, large segment offload, interrupt
coalescing and adaptive polling.
These techniques
eliminate or minimize the frequency of certain tasks, such
as interrupt processing, or move other fairly expensive
tasks, like memory copying, from the CPU to the NIC.
While quite effective, these NICs are expensive, and can
be bottlenecked by a slow I/O bus interface [1].
TCP Onloading [2] exploits the trend toward more
cores by dedicating a processor in a SMP or CMP system

2. Packet Processing and the Intel IXP
IXP NPs feature two types of processors. The first is an
ARM based XScale which boots a traditional OS and is
typically used in management and slow path processing.
The second processor type, the microengine (ME), is a
small embedded core for line-rate packet processing. IXP
NPs have a single XScale, and 4, 8, or 16 MEs, depending
on the specific chip. In this work, we use the IXP2350,
which is illustrated in Figure 1.
In our prototype, the XScale is the host CPU, and the
MEs provide I/O acceleration. This is an atypical use of
the XScale. In a usual application, the XScale would only
receive exception packets, a relatively small fraction of
traffic. In our system, an application on the XScale is the
source and destination for every packet. We use the IXP
for its convenient approximation of our architectural
model. The XScale represents a high-performance GPP
for which the MEs accelerate network I/O.
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showing the TOE itself to be the actual bottleneck [6][7].
Our approach differs from that taken with TOEs, as IXP
MEs are on-chip, fully-programmable, and closely
coupled with the CPU, thus bypassing the major problems
with TOEs and providing additional opportunities for
optimization. Furthermore, our interest is in accelerating
general purpose networking, whereas most TOEs are used
to accelerate a specific task.
Binkert et. al., in a simulation based study, have
examined the efficacy of moving the NIC’s location
relative to the CPU [1]. They found that putting the NIC
on a direct HyperTransport like channel and eliminating
the I/O bus bottleneck greatly increased system
throughput. Locating the NIC on chip produced further
improvements for the receive path and also allowed
packet data to be directly written into cache, a potential
accelerator for certain network workloads. While the IXP
has no mechanism for direct cache access by the MEs, the
MEs, MSF, and MACs are located on-chip with a
dedicated off-chip connection to the PHY.
The ETA [3] project demonstrates a new interface for
communication between a host processor and an
associated packet processing engine (PPE).
Their
interface allows for asynchronous operation, whereby a
user program can send off a packet for transmission or
request notification of arriving packets without blocking.
The traditional sockets interface semantics require a
program to block until the packet is sent or until a packet
arrives. For the prototype ETA system, the PPE was a
Xeon processor in an SMP system. This prototype
showed both improved network throughput and an
increase in surplus cycles for the host processor. This
differs from our research because ETA uses a state of the
art superscalar out of order processor with a high clock
rate, deep pipeline and prodigious amounts of cache as the
packet processing engine, whereas our project uses the
smaller, in order, single issue MEs of the IXP. The
smaller, simpler MEs are more power and area efficient
for this task than the Xeon.
The authors of ETA have advocated TCP Onloading
by combining ETA with a memory aware reference stack
(MARS) [2]. MARS is an attempt to mitigate memory
access latencies by using asynchronous memory copies,
light-weight threading, and direct cache access. The first
two are already present in the IXP.
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Figure 1: Organization of the IXP 2350 NP.

Each IXP ME provides hardware support for 8
hardware thread contexts, including register storage,
multithreading ISA extensions, and a thread arbiter. Each
ME has its own local data and instruction storage, both
implemented as SRAMs. An ME communicates
asynchronously with other units via I/O commands and
transfer registers. A DRAM read, for example, is carried
out by sending a read operation to the DRAM controller
(via the Command Outlet FIFO) that specifies the desired
address as well as the target incoming transfer registers to
which the data should be delivered. Hardware signals are
specified in the ISA and are asserted when requested
operations have completed. This message-passing style
and the use of hardware signals allow ME software to
initiate multiple external requests without blocking, as
long as subsequent computation does not depend on the
completion of these requests. This interface provides both
a more efficient way to access memory and a way to hide
memory latencies.
Other units provide critical functions or resources in
hardware, including a configurable hash unit, 16KB of onchip scratch memory and 128KB of message SRAM. The
IXP 2350 include a DDR SDRAM and a QDR SRAM
controller on-chip as channels for bulk and latencysensitive data storage, respectively. A separate channel of
SDRAM is used by the OS and programs on the XScale.
Both the MEs and XScale are clocked at 900 MHz.
All IXP processors contain a Media Switch Fabric
(MSF) to facilitate high speed communication between the
MEs and MACs. The IXP2350 uses the MSF to interface
to its two, 1Gbps on-chip MACs. Having the MAC
located on-chip over a high speed interface is a great
advantage for scalable, high speed networking [1].

4. Network Acceleration
For this project, we have explored two ways of using the
MEs to accelerate network processing in the Linux kernel
running on the XScale. The first, the “softnic” approach,
is to have the MEs emulate a high end server NIC [13],
while leaving the networking stack on the XScale
unmodified. Our second system is an onload engine that
does moves the networking stack to the MEs, and only

3. Related Work
TCP offload engines (TOEs) are being used to accelerate
specific tasks, such as storage area networking or for use
with protocols such as RDMA [4][5]. Though commercial
implementations exist, it is inconclusive whether TOEs
are actually an effective solution, with some studies
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Figure 2: Architecture Comparison.

performs high level interface functions on the XScale.
Both systems either enhance or replace the kernel’s
networking stack and support the sockets interface for
communicating with user programs.

polling technique. Control devolves to the unmodified
Linux stack and a soft interrupt is raised, invoking the
protocol processing code.

4.1 Software NIC

Figure 2 also illustrates the organization of the onloader.
When sendmsg is called in the onloader, the kernel
prepares the user buffer for DMA and signals the MEs
that a buffer is ready for processing. The MEs copy data
directly from the user buffer into an internal buffer. The
MEs then add headers and transmit the packet.
When a packet arrives at the onloader, an ME verifies
the checksum, examines the headers, looks up the control
block for that connection, and enqueues the packet for the
proper connection. An interrupt is raised only if there is
an idle process waiting for that packet to arrive. The only
work the Xscale needs to do is to notify the waiting
process that a packet is now available.
Our onload engine currently only supports UDP over
IP. We believe that our results will also apply to TCP, as
most of the OS infrastructure, such as interrupts, DMA,
sockets interface etc. are common between them. The
only major difference is the protocol processing step,
which is a demonstrably small component of packet
processing [10].

4.2 Onloader

Figure 2 contains an illustration of the softnic’s
architecture. To transmit a packet from the softnic, a user
program calls the sendmesg system call. The upper,
unmodified layers of the network stack in the Linux kernel
will copy the data to be sent into a kernel space buffer,
determine the interface the packet should be sent out on,
and add headers. At this point, the fully formed packet is
passed to the driver layer code, which is where our softnic
modifications take over. The driver code places the buffer
on a ring to the MEs for transmission. The kernel on the
XScale is now finished with this packet and can go on to
process the next one. An ME is constantly polling this
ring (a hardware controlled scratchpad ring) for work.
When it dequeues a packet buffer, it copies the contents
into an internal buffer and raises an interrupt, letting the
Xscale know it can now free that buffer. The internal
buffer is then passed to another ME in a pipelined fashion
for transmission.
When a packet arrives at the MEs in the softnic, its
checksum is verified, and it is copied into a kernel packet
buffer, a pool of which has been preallocated for the MEs’
use. The filled buffer is put on a ring for delivery to the
XScale, and an interrupt is raised. The interrupt handler
on the XScale will turn off interrupts, pull packets off the
receive ring, and enqueue them for processing by higher
levels in the kernel. Interrupts are re-enabled when the
receive ring has been emptied. This is the adaptive

4.3 Emulated NIC
To determine how well the softnic and onload engine
accelerate networking, we compare them to a base case
wherein the MEs perform the minimum possible work to
get packets to and from the MSF and most tasks are left to
the XScale (called the emu nic in the graphics). The left
side of Figure 2 illustrates the organization of the
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Figure 3: Receive Throughput Comparison.

Figure 4: Receive Percentage Difference.

emulated nic. The emu nic corresponds to a low end
NIC in a desktop system. The main difference between
the softnic and this base case is that the driver code on the
XScale must compute checksums and do all data copies
between kernel buffers and device buffers. Additionally,
interrupt handling is more expensive, because interrupts
are raised for every packet on reception instead of
adaptively polling after the first one.

processing. Hence, our use of the emu nic as a base case
for performance.
We ran our experiments using the Iperf benchmark
[14] in UDP mode. In server mode, Iperf waits for a
client to connect, and counts the number of bytes received
until a termination packet is received. A timestamp is
taken after reception of the first packet and reception of
the termination packet for determining the achieved
throughput. The client program sends fixed sized packets
for a given amount of time, followed by a termination
packet, and keeps track of the number of bytes sent and
the elapsed time. This is a test of throughput in a bulk
data movement application.

5. Results
5.1 Experiment Setup
Our hardware setup consists of an IXP2350 system,
connected through a gigabit Ethernet switch to a PC
running Linux 2.4.19. The PC sends packets to the IXP to
test the IXP’s receive throughput, and receives packets
from the IXP to determine the IXP’s send throughput. We
have determined by sending packets between two PCs that
the PC does not represent a bottleneck.
As will be seen, applications executing on the 900
MHz XScale processor cannot receive or transmit packets
at rates greater than 500 Mbps. While the packet
processing code on the MEs can sustain approximately 2
Gbps, this rate cannot be delivered to the XScale and the
applications it hosts. The main challenge facing the endhost system is data copying. Data not only has to be
copied from the network into internal buffers and out
again, but also into and out of user buffers within the
system. As we will see, the cost of this is due not only to
moving bytes, but also to pinning and aligning with virtual
pages. Normally, router applications implement their fast
path on the MEs alone and use the XScale for exceptions,
but since we must interface with user programs on the
XScale, we incur the overheads of sharing it with other
OS functions, such as timer interrupts, or task scheduling.
While the XScale on the IXP2350 cannot perform endhost network processing tasks at gigabit rates, we note that
our goal is not absolute performance, but to validate our
idea that small, simple, efficient cores attached to a
general purpose processor can accelerate network

5.2 Receive Path
Figure 3 shows the achievable receive throughput for the
3 cases. We can see that the both the softnic and
onloader are clearly superior to the base case. For large
packets, a nearly 10-fold improvement is seen. This is
mainly due to the MEs’ superior ability to move memory
from buffer to buffer. The base case NIC suffers from the
XScale’s more limited bandwidth when copying between
two buffers. Furthermore, while the number of data
copies is the same between the base NIC and the softnic
(from the MSF to an internal buffer, to a kernel buffer, to
a user buffer), the softnic handles the copy from the
internal to kernel buffer asynchronously on the MEs. The
onloader avoids the copy to a kernel buffer altogether and
copies data directly from its internal buffers into the user
program’s buffers.
Figure 4 shows the percentage improvement of the
onloader over the softnic for different packet sizes.
Between the softnic and the onloader, the onloader has
superior receive performance, with throughput increase
between 100% and 40%. This difference is especially
true for smaller packets, where per packet overheads, such
as header processing and control buffer lookups, dominate
execution time. The main reason for the improvement is
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Figure 6: Transmit Throughput.

that the onloader can asynchronously receive and enqueue
packets while the XScale can be dedicated to other tasks,
such as running the userspace benchmarking program.
For the softnic, the XScale must split its time between
packet processing and other tasks. With larger packets,
the per byte costs of checksumming and data copying are
dominant, and as this is done on the MEs in both the
softnic and onloader, the difference between them
becomes quite small, about 20%.
Figure 5 shows the throughput of various onloader
receive components. The top line shows the sending rate
of the PC. The first set of bars is the receive throughput
of the driver and receive blocks of the onloader, with no
user program consuming the received packets. These
blocks receive packets from the network, move them into
an internal buffer, verify checksums, parse the headers,
lookup control blocks and enqueue the packets for future
reference. They achieve a receive throughput very close
the sender’s sending rate. The second set of bars shows
throughput of the entire onloader system, including the
driver and receive block, as well as an XScale component
that calls the recvmsg system call and moves the packet
payloads into a user buffer. As the driver and receive
blocks receive packets about as fast as they are being sent,
we must conclude that the movement of data into user
space using sockets is our receive bottleneck.

has the advantage of asynchronously performing a DMA
from kernel buffers to ME buffers on the MEs while the
onloader copies directly from user buffers to internal ME
buffers.

6. Design Improvements
Our experience designing the onloader has demonstrated
some aspects of the IXP design that should be modified in
a system attempting onloading. These observations apply
to any on-chip I/O acceleration technique. One such
weakness is the lack of an MMU. In order for the MEs to
copy data directly to and from user space buffers into
internal buffers, achieving the equivalent of zero copy
semantics, the kernel on the XScale must first ensure that
all pages of the user buffer exist in memory, walk the
system’s page tables to find their locations, and clean or
invalidate the cache in order to keep consistency. This is
very inefficient; in early implementations, we found this
cost to account for a third of the per packet overhead. In
order to get around this problem, we cached previous
mappings of user space buffers for each connection, so
that if a program reuses the same buffer (as the Iperf
benchmark does), this costly overhead does not have to be
incurred again. This resulted in a 1.5X increase in
throughput for the receive path, which is reflected in our
numbers for the previous section.
Without this
optimization, the onloader is actually slower than the
softnic, despite eliminating one buffer to buffer copy.
Giving the MEs a TLB would effectively do the same job
in hardware, without having to incur page walking
overheads on the XScale.
Another optimization would be to have the MEs
participate fully in the XScale’s cache coherence protocol.
The ability of the MEs to push data into the L2 on writes
to DRAM was a big improvement for both the onloader
and softnic. If, instead of using the push feature (which is
optional), the XScale were to invalidate those addresses in
its cache and reload the data from memory, our
experiments show that the softnic would suffer a 35%

5.3 Transmit Path
On the transmit side, the onloader and softnic are again
superior to the base case, as demonstrated in Figure 6.
The main reason is because the onloader and softnic take
advantage of the MEs’ superior ability to move memory,
whereas the base case is hampered by the XScale’s limited
memory throughput. There is no clear advantage for
either the softnic or onloader on the transmit side, as the
main bottleneck here is memory copying and
checksumming, which are offloaded to the MEs in both
cases. As with the receive path, the softnic on transmit
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will be useful to IXP2350 developers, both academic
researchers and industrial productions alike.

degradation in performance. As of the current model
IXP2350s, this is the only feature available for cache
coherence. A full coherence protocol, which would
include letting the MEs snoop the XScale cache on a
memory read, would prove advantageous for the transmit
path.
One problem with supporting the sockets interface is
that the system has no control over where the application
allocates its user buffers. Thus when moving data into
these buffers, the DMA mechanism must contend with
both crossing page boundaries and DRAM word
alignment. For DRAM alignment, a read-modify-write
may be necessary to avoid overwriting other data that
shares a given DRAM word with the user buffer.
Some elements of the IXP design proved extremely
useful in this setting. The hardware supported queues for
the IXP memory controller made buffer management easy
and fast, whereas it can be a significant source of
overhead in traditional systems [10]. With memory
copying being a major bottleneck for large packets, the
asynchronous memory access models and hardware
threading were a great help in hiding those latencies and
increasing achievable memory bandwidth.
Our
benchmarks showed that under the right conditions, the
MEs can move data from one DRAM bank to another at
up to 10x faster than the XScale.
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7. Conclusions
In this paper we have explored several ways of exploiting
small, simple, low power processor cores to accelerate
network processing in end host systems. Our prototypes,
built on an IXP 2350 NP, show that the MEs are capable
of greatly accelerating network processing by using a
combination of methods used in modern server NICs and
by onloading part of the stack to the MEs. While there is
a slight advantage for receive side onloading over the
softnic, the important point is that whatever method is
chosen, the MEs can be used to accelerate network
processing at the processor for a slight increase in
complexity without adding the cost of an expensive server
NIC.
We have also uncovered several architectural
improvements that would make the MEs better able to
accelerate network processing. A full cache coherence
protocol and onboard MMUs would speed up buffer
copies, which are the current bottleneck for medium to
large size packets.
Finally, we have developed a Linux kernel module and
IXP ME code that we will to make available for others to
experiment with. Thus, our implementation is both a
prototype and a useful platform. With our scheme,
network I/O to Linux applications on the XScale
processor have been increased nearly ten fold for receive
and by a factor of three for transmit, compared to the
standard techniques. We expect that this infrastructure
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